
US ARMY 
SIGNAl CENT E R AN D S C H 0 0 L 

FORT MONMOUTH, N.J. 

MESSAGE PREPARATION AND HANDliNG 

Section I. GENERAL 

1. OBJECTIVES 

The objectives of this information sheet are --

SSTS 56001 F * 
INFORMATION SHEET 

Feluuary 1965 

~· To provide a guide which you can use in preparing and classifying military 
messages, including DD Form 173, Joint Messageform. 

g. To provide procedures that may be used in handling messages within a head
quarters. 

2. INTRODUCTORY INFORMATION 

At some time in your military career you are certain to be involved with com
munications. You may only write and receive messages. You may function as an orig
inator, a drafter, or a releaser of military messages. If you are in the Signal Corps 
the chances are you will function in some capacity as a communicator, even though 
you may not actually trarl.smit messages by a means of signal communication. What
ever your capacity may be, you will need to know -- and to observe -:-- the basic rules 
governing the writing of military messages. 

These rules have been formulated to enable the communications center ( COMM
CEN) to properly fulfill its mission of promptly effecting the transmission, receipt, 
and delivery of messages. By observing. them -- by presenting your messages to the 
communications center in proper form -- you insure the message's prompt and effic
ient delivery. You also do your part to cut the cost of handling and to speed up total 
service. Careful study of AR 105-31, the basic regulation on writing a military mes
sage, will help you to put your message in the proper form. 

Army regulations provide that the communications center or cryptosecurity offi
cer may request the drafter to make necessary changes in a message if he believes 
regulations governing the writing of messages have been violated. Occasion for such 
delay can be avoided when those who write messages understand the problems of those 
who Process messages. For this reason, both preparation and handling of military 
messa.ges are discussed in this information sheet. 

• This information sheet supersedes SSTS 56001E, Message Preparadon and Handling. 
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Sectton PR.El?i\.11 IN·c~ l\,1lt.rr /\}\~~'i ME:SS 

3. GENERAL 

-~· A me~:>sage is any thuught or id{~a expressed briE~fly in plain or secret lant:,uage, p:re·~ 
pared in a form suitable for transmission by any means of cotmnunication. To define functions 
and :responsibilities, it is important that we note the specific terminology pertaining to mHiuu-y 
message preparation. 

(l) Originator, The originator of a mH1tary message .t:'> tl\f; commander or authority 
by whose direction the message is written and transmitted. AH nH::EHmges 
written in the o.an)e of the commander or h;:adquaners '"·~ fo:r example, 
CGONECOHPS. 

(2) Drafter. The drafter of a: message is the person who composei3 the message and 
·assigns the security classification r.1nd precedence. He wri.tes as a staff officer or 
in sor11e other capacity authorizing hi:m ro writ'~ messag:;;~s in the narrw of the 
originator, 

(3) Releaser. The relea.si.ng officer is the pB:reon to v!hom the originator 
h.i'Sauthority to r~lease messages fo~ transn:ission. The rele:aser is appmmed o<1 
orders and normally is associ a ted with the d1strlbution center or admlnist:ratlve 
sections of headquarters. He is responsible to the connnander fGr ensuring proper 
preparation of messages, including such factors a.s economy, securitv classifica-
tion and precedence. His signarure card ts in the communkaUons center and 
his signature is honored on the ba;;is of the authority given by the comrr; ander-, A 
message becomefJ official only when it is properly t.;,:igned the r.::J.easer, and 

e 

then wm ir: r;e accepted for trm1smission. e 
h. 

ending, 
figures 

Military .messages are broken down into three·parts: the 11eading, the text, and the 
Let's discuss these parts as they appear on the jmm n1essage form, DD Form 173. (See 
1, 2, 3, 4, 5 and 6. } 

4. THE HEADL'lG OF THE MESSAGE ____ '" _____ _ 
The elements contained in .the heading of a message are shovm on DD Form ]. T3, Ttlev are 

all placed on the message by rhe E£§:!~· 

a, SECURITY CLASSI}:<'ICATION. The drafter selectH the proper securlty classification 
consisrent with tlie contents of the message (see appendix IV, page 21), and spaces i.t out as the 
first word of text. The security clasaifjcatiotl nmst also be ma:rked or stamped in red {not typed} 
In the designated blocks at the top and bottcnn of the form (figure 6, page 12). lithe message i.s 
not classified, the word UNCLASSIFIED ~Hl be typed in these blocks. 

b. PRECEDENCE. ___ ............._,~----... ·~·~ ....... 

56001 

(l) Mr.;;~~Jng o( .£.JZ~Ct1de:1ce. P1·eceden<::e plays a viral :rok! in communications, and its 
significance is important to the one \Nho wrh:es a message, the one who transmits 
it, and the one who receives it. 

{~·'.[g ti~_~drafter of a _message, p:rt-:cedence indican~s the ~~~1 of ~~2 which 
he desires. ;rwofactors should be taken iHto consideration when :::eJecting R 

pt:ecedence: the contents of the nlcssage text and the time factor mvo1v.ed. 1t 
is important tO note that precedetlC':'; does_not_ imply to"the. adCir·essee Wh0l1 he 

take action on any given he receives, ':'Che originator must f>(> 
within the. text when ht.' desi:n~s action by the add:rc::ssee o:r an answer 

'Rr;-.~·, ~ ~·~\ -. \, ~ .c.~· ... ~ j"), 1\! .... : ;J ~ 
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JOINT MES$AGEFORM RESERVE.-> .!Off CQMUHlC4fiON .CEN1ER 

SECURITY· ClASSIFftATION 

ONCLAS$IFIED 

TYPE MSG l aO(U< I MUlTI SfNGl.i 

s 
Pl'tECEDENCE 

AtliON ROUTINE 
INFO DTG 

FROM: CGUSAONE NY NY 

TO: CG FTMONMOUTH NJ 

UNCLAS A H 'P,M'f2..lfllt•O 

Subj: Military messages 

Ref SIGFM/TNG 131 DTG 091125Z 

I. This is an example of a single address msg destined for only one 

addressee 

2. Text of msg consists of two parts, internal instructions and 

SPECIAL INSTRUC~IONS 

Distr: 

DCSI, SIGO 

e ~body. The text will be double spaced and will be typed in "Easy Reading" 

form, i.e., both upper and lower case letters will be used 

• 

3. The internal instructions shall begin with the security classifi

cation (or UNCLAS, or UNCLAS EFT 0). Thereafter, indem 20spaces 

(1-1/2 inches) to allow the releaser to insert msg reference number 

DATE 

14 
MONTH 

Aug 

TIME 
1245Z 
YiAR 

1964 
PAGE NO. INO.Of 

1 PAGE$ 2 
TYPED NAME AND TlTLE 

•·~t Robert E. Doe 
,.A c A 
'F apt, rmor 
T 
E 

Lfll 

UCUIITY CLASSIFICATION 

UNCLASSIFIED 

DD, ~~Mea173 

I PHONE I SIGNATURE • 

22644 ~ ,~ ~ ""\v\~!b 
~ TYPED (or atompedl NAME AND TITLE 
E John J. Mills, Colonel, GS 
R Adiutant General 
RlGRADING INSTRUCTIONS 

REPLACES EDITION OF I MAY 55 WHICH MAY &E USED • 

Figure l. Single address me~sage prepa.red for military addressee. 
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~BBREVIATED JOJNT MESSAGEFORM 
and/or CONTINUATION SHEET 

SECURITY qASSifiCA TION 

UNCLASSIFIED 

PREfEDENCE RUEASED BY DRAFTED BY PfiONE 

AcnoN ROUTINE l0~ Q. ~~ 
INFO ~ 

Robert E. Doe 
Capt, Annor 

4. Body will begin below internal instructions. Paragraphs will be 

indented and will be numbered as in normal correspondence 

5. Abbreviations authorized for Army use are contained in 

AR 320-50 

I 

6. Punctuation shall be kept to minimum and used only when needed 

to attain clarity 

7. Security classification will be stamped in red on each page, top 

and bottom, in blocks provided. The word "UNCLASSIFIED" may be 

t.yped therein if msg is not classified. 

8. If the msg requires more than 1 page, aDD Form 173-1 will be 

used 

9. SPECIAL INSTRUCTIONS block is reserved for, bUt"nOt limited 

to, local distribution and special coordination 

CONTROl NO. TOR/TOO 

-
REGRADING .INSTRUCTIONS 

DD, ~~~3 173-1 

PAGE 
NO. 

2 

NO .. OF I MESSAGE IDENTifiCATION 
PAGES 

2 AHPMT 24680 
/ ·~' - -

SECUlfiTY ClASSIFICATION 

UNGLASS1FlED 

_I 

IEPl:ACfS EDiTION OFlM:AY 55 Wl+ICH MAY BE USED. 

Figure .2. Single address message prepared fox.,.military addressee (contd). 
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(£) 
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To communications center personnel, precedence indicates the relative order 
in which messages will be handled. Therefore, commanders may be deprived 
of necessary speed of service when facilities are overloaded with excessive 
amounts of traffic assigned too high a precedence. Releasing officers should 
exerCise great care in regard tO precedence when authorizing transmission. 

To the addressee of a messcl,ge, precedence indicates the relative order in 
which he should take note of the messages received. He will take action on the 
one which he feels deserves primary consideration. Again, the precedence 
does not indicate when, or if, the addressee should take action. 

(2) Dual precedenee; Multiple orbook messages which contain one or more informa"'" 
tion addressees mayheassigned dual precedence -- one precedence for all action 
addressees and, normally, one lower for all information addressees. Usually an 
information addressee does not need to receive the message as speedily as does 
an actioii addressee. 

c. TYPE OF MESSAGE. There are four types of messages: single address, multiple ad
dress, bookmessages, and general. Only single address or book messages may be sent by 
commercial means. 

(1) A single address messa~is a messag~ with a single adoressee. 

(2) A multiple address message is a message with two or more addressees and of 
such nature that the d'taft~rconsiders,that eCJ.ch addressee must be informed of 
the identity of the other addressees. :!\multiple address message should not be 
sent when a book message will sl1ffiee. 

(3) A book message is a message with two or more addressees and of such nature 
that the drafter considers that each addressee need not be informed of the identity 
of the other addressees. 

(4) General messages have a wide standa.rd distribution. They are assigned an identi
fying title and usually a sequential· serial number. 

d. ACCOUNTING SYMBOL. The accounting symbol indicates the activity or origin of the 
message. Agenc~es outside the DOD are authorized to use the facilities of the Defense Com
municCJ.tioriSystem, These agencies are shown in Appendix I to Annex (B) to ACP 127 US SUPP-1, 
with their assigned accounting symbols. It is the responsibility of the originator (drafter) of a 
message from these agencies to indicate the appropriate accounting symbol on each message. 
Such messages are subject to military priority. 

(1) Generally, messages may be categorized as official (appropriated fund activities), 
guasi-official (non-appropriated fund activities), or press (commercial news ser
vices), and the category may be determined by the accounting symbol used. 
Accounting symbols are used to establish aceountability for any commercial 
charges involved. 

(2) The accounting symbol also. indicates to communications center personnel the re
lative order of handling, in that all official messages will be processed first, 
quasi-official next, and press last. Press messages are accepted for transmission 
under the following stipulations: 

(~) That they contain no codes or ciphers. 

(£) That there.are ho commercial facilities available. 
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(9 That they are subject to priority of military traffic. 

(4) Examples of accounting symbols: 

ARX 
CHX 
EXEC 
PO 
STARX 
PSASX 

American National Red Cross 
Army and Air Force Exchange Service 
The President of the United States 
Past Office Department 
Stars and Stripes, Europe 
Stars and Stripes, Pacific. 

e. FROM: The word FROM in this case always implies the originator, which normally 
means the commander. The form of the entry in this space may differ, depending on who is to 
receive the message. When the message is addressed to --

(l) Military addressee(s): Enter the title and location of .:he commander. Authorized 
abbreviations may be used. Do not use Army Post Office numbers or other coded 
distribution lists as part of an originator's address. 

(2) To non-military addressee(s): In messages addressed to an individual or activity 
outside the military service, the originator is normally designated by the full 
title of the commander. The name, full title, and address of the commander may 
be used; abbreviations may not be used. 

f. TO: There may be roo.re than one .adOrf!ssee on the message, and these addressees 
may be designated as being action and/orintorma~ion addressees. "TO" indicates action ad
dressees; "INFO" indicates information addressees. 

(l) Address messages to the commander of Ule activity or headquarters concerned e 
and include the geographic; location. 

(2) Type each addressee on a separate line and finish on one line if possible. If not, 
double space and begin the second line at the left margin. 

(3) Do not use Army Post Office numbers or other coded designations as part of an 
address. 

(4) If the message is being prepared for one or more information addressees, type 
the abbreviation INFO in upp¢1' case letters on the line below the word TO and 
compose the addressees in the same manner as for action addressees. 

NOTE: AR 105-31 contains the authorized addressees for electrically trans
mitted messages. 

5. TEXT OF THE MESSAGE 

The text of a message consists of two sub..:parts: the internal instructions and the body. 

a; Internal Instructions. Internal instructions are located within thetext of the message 
and are specifically addressed to the addressee. These instructions consist ofthree separate 
lines. 

.. 

• 

• 

• 
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JOlNT MESSAGEfORM 
lffSfRYfO fOil COMMUNICATION CfNTI!If 

SECURITY CLASSIFICATION 

UNCLASSIF lEO 

TYPE MSG 
BOCK t·MULTI I SfNGU 

s 
I PRECEDENCE 

-uT!NE 
DTG 

FROM: CGUSAONE NY NY 

TO: JOSEPH E. SMITH 1916 WASHINGTON STREB 
CHICAGO ILL 

UNCLAS AH7,#.10 

1. This is an example of an outgoing message prepared for 

transmission by a means of signal communications to an addressee 

outside the military service and where reference should be cited in 

the reply 

2. The subject line is not included because it will only increase 

the cost of this message which must be sent by commercial means. 

SPECIAL INSTRUCTIONS 

Distr: 

DCSPER 

DATE TIME 
15 1635Z 

MONTH YEAR 
Aug: 1964 -

INO.Of PAGE NO. 

1 PAGES 1 

TYPED NAME AND TITLE 
0 
R 
~I J. oseph. A. jones 
T · Major, AGC 

StGNATUif 

1 ~---- f ~ ~j, 9: -tit~ 
A~==~----~:-~------------~~~--~ S TYPED f•r •ta•ped) NAME AND TinE 

E 
R 

SECURITY CLASSifiCA Tl0f4 

UNCLASSIFIED 
DD, :,:Mea 173 

~· Frank I. Miller,. Maj, AGC 
st Adiutant General 

liGIADING INSTRUCTIONS 

R.PLACtS EDITION Of l. MAY SS WHICH MAY IE USED; 

Figure 3. Single address rnessageptepared for non,...military addressee. 
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(1) The first line consists of the classification, the cite number (m.essage reference 
number) and additional instructions. 

(2) The second line is the subject line. The subject line is used in all messages except 
tactical and previously established format messages;- The subject line may be 
omitted if its use will require an otherwise unclassified message to be Classified, 
if it will noticeably increase the length of a brief message, or if it will increase 
commercial charges when the message is addressed to activities ser,ved by com
mercial communications facilities. The subject should be as brief as possibleand 
limited to one line. The abbreviation for the word subject (subj) may precede the 
subject for clarification. A single'letter abbreviation of thesubject classification 
will be included in parentheses after the subject in classified messages. 

(3) The third line is the reference line. The cite number of the t"eferenced message , 
appears in this line. 

Examples of Internal Instructions appear below: 

EXAMPLE: UNCLAS EXG-45675 FromDCSOPS . 
Subj Training Exercises 
Ref Your TGWL-7867 DTG 192030 Jan 

EXPLANATION: This Unclassified message, cite numhe;r ,EXG.,.45675 is from the operations 
staff section (DCSOPS) in answer to messageidentified as TGWL-7867. The 
subject is training exercises. 

EXAMPLE: CONFIDENTIAL SPE.CA':j:' CRYPfOEG-4:5698 
My EG-36748 DTG 160805 Jan 

EXPLANATION: This Confidential message is. a special category message requiring security 
protection or handling not guaranteed by the normal security classification. , 
The term "CRYPTO" means this message contains information which requir~s 
thilt personnel be formally authorized access to such information in accordance 
with AR 604-5. The subject line was omitted in this message (see ~(2) above), 

EXAMPLE: UNCLAS EFT 0 EX-89578 
Declassification System 
Your DA 4456789 NOTAL DTG 140750 Jan 

EXPLANATION: This unclassified message required "Encryption for Transmission Only." The 
subject of this message is Declassification System. The message refers to 
DA 4456789. NOTAL indicates that not all of the addressees of this message 
received the referenced one. Two examples of possible application of UNCLAS 
E F T 0 are explained in figure 4. 

(4J Sor!l.e oth,er t;ypes of internal inst.ruct:ions wbich.are used occasionally are listed in 
Tab,le I on page 9. · · · · 

., 
b. The Body. As a'drafter of a m!lita~x message the first thing to consider is whether elec

.trical transmission 'rs· really necessary. Iftime'is not critical, will postal facilities suffice? In 
·preparing the message, follow these .simple rules: 

(1) Prepare the message in easy reading form as in normal correspondence, using 
both upper ancilower case. typing~cof military'bloek printing when necessary. 

(2) Number and indent paragraplJ.s. 
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TABLE I 

,.,.,, 

TERM MEANING USE 

PERSONAL FOR This message is to receive the attention of For Allied operations 
the individual whose name follows "PERSONAL (ACP 121). 
FOR." (Not authorized for 

' DA use.) 

ACTCOM Responsibility for dissemination and other Within DA. 
necessaryaction in respect to class II instal-
lations and activities is assigned to com'"' 
manding generals, continental armies, and 
CG Military District ci Washington. 

STAFACT Responsibility for dissemination and other Within DA. 
(replaces necessary action with respect to class II in-
ACTCHIEF) stallatipns and activities is assigned to, heads 

FOUO 

of the Army Staff Agencies, CGUSAMC, and 
CGUSACDC. 

For Official Use Only. In all messages that 
~. ' contain unclassified in-

formation and require 
protection under AR 
345-15. 

(3) Use digits, do not spell out numbers. 

(4) Normally, do not use abbreviations. However, if the drafter has reasonable know
ledge that the addressee is familiar with them, abbreviations authorized by AR 
320-50 may be used. 

(5) Use punctuation only when necessary for clarity. 

(6) In the last paragraph of text of a classified message include Regrading Instructions 
as outlined in AR 380-6. 

6. THE ENDING OF THE MESSAGE 

The ending of a military message· prepared on DD Form 173 consists of that information 
contained in the blocks reserved for the drafter and the releaser. 

a. Drafter. The drafter completes this portion of the message form as follows: 

(1) TYPED NAME AND TITlE. Type data identifying the drafter in this block. The 
block may be used for the drafter's signature, if required. 

(2) PHONE. Enter the drafter's telephone number in this block. 

(3) PAGE NO and NO OF PAGES. Number each page consecutively and indicate the 
total number of pages. 

(4) SECURITY CLASSIFICATION. By completing this block, the drafter completes the 
requirement that a prepared message must indicate the security classification at 
the top and bottom and as the first word of text. (See paragraph 4 ~ above.) 

-9- 56001 
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~~- ~~-~~~·-~·--------·----------~r----------------~------------------------------------------~ lli$1:RVI1D FOR COMMUNICATION CEHUR 
JO~Nl' MUSAGEFORM 

$£CUIUTY CLASSfl'lCATION 

UNCLASSIFIED E F T 0 
- i~ioul 

iYPE MSG I 
I 

INFO I DT~ l SPECIAL INSTRUCTIONS ! ..... _ -
FROM: DA 

TO: ALUSNA SAIGON VIET-NAM i 
I 

I 
I 

DDOU OGDEN UTAH 

UNCLAS EFT 0 -plr lf.lf¥513 Project BULL MOOSE from 

' ACSI for G-2 

I 
l 

i 
I 
I 
I 

I 
I 
t 

Subj; E P T 0 messages 

Ref My DA 444567 DTG 1911272 

L Th;_s is an example of a hook msg, usjng EFTO procedure. The 

..:,rdfter felt the contents of the msg, though UNCLASSIFIED should be 

Encrypted For Transmission Only (EFTO). In accordance with para 6, 

AR 105-31 (Message Preparation), a drafter will use the abbreviation 

UNCLAS E F T 0 if the unclassified msg "contains a nickname which 

i.B associated in any way with a classifie(l subject" 

2. in addition, UNCLAS E F T 0 is mandatory for messages to/ 

from Army and Air Force Attaches in h·on Curtain countries. See 

AR 105-31 
DATE 

15 
MONTK 

May 
PAGE NO; 

1 

.:g ! 227.13._ tl -nf,.,AO.Io ~--n.~ 
~:I Major, SigC i 

I; : l'YPED lor ttamp•d. ) ~MAE ANO Tin£ 
E 1 A Thomas T. Thon:ias, Lt Col, AGC 

. ~----:------· . . Aq·urant . .. 
; SfCI.>!th"f ti.MSIJIICA f!QN iEGtlADING INSTIIUC'I'lONJ L_ UNCLASSIFIED E F T 0 

D"' FO!U<M 11·"'.ll li.EPI.ACU IDft!ON OF 1 M.AV U WHICH MAY IE USED. 
iW' 1 NOV $3 <>J 

J:]:gul;"~~ook mess~ge using UNCLASSIFIED E F T 0 procedure. 

56001 -lQ-

TIME 

I630Z 
nu 

1965 
JIIO.Qf 
PAGIS 2 
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ABBREVIATED JOINT .MESSAGEFORM 
and/or CONTINUATION SHEET 

SICURITY Ct~S$lfiC•Ul().N 

UNCLASSIFIED E F T 0 

~ PUCEOENCf ==J REUASEO. tv .. 
···-. ROUTINE . Q~e.5 Q."'"l~ 

ORAI'TIO 1Y 
Charles A~ Tatg 
MaJor, SigC 

3. EFTO messages will not be sent to NATO or other non-US 

activities. All such messages will be designated as unclassified ONLY. 
1 

The originator is responsible for preparing dual messages when it is 

necessary to send the same information toboth DOD and non-US 

activities. Therefore, should EFTO inadvertently appear in .such 

m~ssages it will be deleted prior to effecting interchange/delivery to 

non-US activities 

_j 

'Tol/'roo · (OfrtTROl NO. NO. Of 'ME.SSAO£ IOENYifiCATION PAOU .. 

2 DA 444583 
SECURITY CtASSlfiCA TION 

.. UNCLASSIFIED E F.T 0 
lff'tActs· lomoti of'i lAitY s.s WHICH MAY •• uSED. 

PHONE 

I . 22743 

Figure 5, Book message using UNCLASSIFIED E F T 0 procedure (contd). 
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JOINT MESSAGEFORM 
RESifiVEO FOR, COMMUNicATfON (iNTER 
~ ,, 

TYPE MSG 

ACTION 

INFO OTG 

FROM: CGUSASIX SFRAN CALIF 

TO: WRAMC WASH DC 

INFO: CGUSAECOM FT MONMOUTH NJ 

SECRET AM Sl<dr 3J.f-l# ~ Action for SIGMT-2 from SigO 

Subj: Message writing (C) 

Your 12l620Z AUG NOTAL 

l. (U) This is example of classified multi -address msg destined 

for 2 addressees each of whom is informed of all addressees receiving 

identical msg 

2. (S) Internal instr indicate msg is for a specific activity 

SIGMT'-2 at location of action addressee and is from a s~cific 

individual (SigO). Cited reference was not received by all addressees 

of this msg as indicated by abbreviation "NOTAL. " Per AR 380-6, the 

last paragraph of the text of a classified msg contains regrading 

instructions: GP-3 (see Appendix V) 

SPECIAL INSTRUCTIO.NS 

Distr: 

PMO, Gl, G3 

D.ATE I TI.ME 
14 1040Z 

MONTH 

Nov 
YEAR 
1965 

PAGE NO. INO.()F 
1 PAGES 1 

-""! \-~= IL, " ., ~-?~ 
· ,. $" • TJI:f .. (orcsta•.••.dl NA.ME ~ .. p IJ,LE 

TYP.ED NAME AND TITLE 

~ I R. ichar. d B ..•. Harris 
: :tvJajor, SigC 
T 
E 
R 

E , •. IJames P,. Doe, Doloflel, GS 
" ' Adiut~nt General 
atoi4DJ"N'o ~nauctloN$ 

GP-3 
.. ilii"J.ices liit~~-i)f~j~/My snv.ticH MAY .E liSED. . 

Figure p. Clas.sifiec.t.multi-~dress m~ssage. 
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b. Releaser. The function of the releasing officer is to approve and authorize the message 
for transmission .. This is accomplished when he signs the form above his name block and 
fills in the date'-time~mcmth-year blocks. The releasing officer will also initial all copies of 
continuation sheets (DDForm 173-1) to ensure completeness and authenticity of the message. 

Section III. NORMAL MESSAGE HANDLING-PROCEDURES. 

7. FUNCTIONS OF THE DISTRIBUTION CENTER (OR STAFF MESSAGE CONTROL AGENCY) 

The AG Distribution Center at tactical .commands, or the Staff Message Control Agency 
(SMCA) at non-tactical echelons, serves as a contact between the communications center and the 
various staff sections.and offices within aheadquarters. It is normally operated by the adjutant/ 
Adjutant General. Some of the functions of the distribution center (or SMCA) are to expedite the 
flow of official message traffic to and from the communications center and to reproduce and dis
tribute sufficient copies within the headquarters. In so doing, the distribution center becomes
the office of permanent recordfor all outgoing and incoming messages of the command. 

8. OUTGOING MESSAGES 

~· Outgoing messages are prepared by the drafter and sent to the releaser (fig. 7) who has 
the responsibility of acting for and in the name of the commander to authorize the transmission 
of the message. The signature of the releaser· assures that the message is official and accept
able to the commander. The message then goes to the distribution center or SMCA, where a 
copy of the message is filed for record purposes, en route to the communications center for 
transmission. A good SOP provides for speedy handling of each message once it has been signed 
by the releaser. In most headquarters the adjutant general or adjutant serves as the releaser. 
However, this does not preclude the commander from delegating such authority to one or more 
staff sections, as in the case of a unified command. 

DISTRIBUTION 
CENTER 

L 

COMMUNI CATIONS 
CENTER 

R 
T 
R 
A 

~...,Gv~· ~~U;>- .. ~-,,:;.;, ,,,.,,, .,........ '*' .,..... .:u -.=,_ _ .. ,T 
1
·

111 

. M' _, 1111111 ;::::::~~· :·:·:· - G 'I ~ -_ . ,, ~ •• , I :::.::: 
_ . ..,.- F ~ ~ . 
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Figure 7. Message flow within a command: outgoing messages. 

b. From the distribution center, outgoing messages are forwarded to the communications 
center where they are accepted and then processed for transmission to their destinations. 

-13- 56001 



9. INCOMING MESSAGES 

a. Incoming messages a:re received and edited by the communications center. Editing by 
the communications center consists of correcting obvious errors, converting call signs and ad
dress groups to addressee designations, and remoying or converting communications termin
ology. They are then forwarded to the distribution center (or SMCA). (See figure 8.) 

COMMUNICATIONS 

CENTER 
DELIVERS TO OISJ=~~T~ON IJISTRIIIllTES 1'0 

R~~ ·~ E . .. Jll If ,t G I ~ .__ t~ :fG~~- Ja "~~ 
E E ~~-

v: fD D . 
E ~ 
0 ~ 

.:~"T"" ~·-

flLEO 

Figure 8. Message flow within a command: incoming messages. 

b. In accordance. with its SOP, the distribution cente:t determines who in the command is 
to receive a copy of the incoming message. Additional copies are then prepared and distributed 
within the headquarters or activity by the distribution center. The commanding officer is respon
sible for issuing instructions concerning the number of plain-text copies of classified messages 
that will be made and distributed. This number should be the barest minimum consistent with 
requirements. 

~.. The communications center normally receives messages in duplicate. The original 
copy is forwarded to the distribution center ~nd the d1Jplicate copy is temporarily retained for 
the communications center files. · · · 

10. INTACTICAL SITUATIONS 

In some inst~nces, such as in tactical situations, the commander may authorize various 
staff sections to file outgoing messages directly with the communications center. ·When this 
occurs, the drafter ill effect becomes his own releasing officer. Also, in some instances, the 
communications center is authorized to deliver traffic directly to the addressee. When this 
occurs, the addressees themselves become responsible for any further distribution. Such a 
procedure is often followed by communications centers operating at division level and below. 

ll. ACCEPTANCE OF ~ffiSSAGES FOR TRANSMISSION 

The communications center will accept. any military message offered for transmission 
which is properly autho:dzed as official, unless the .message contains profane or obscene 
language. Sho1,1ld there be any doubt as to the propriety of a mess.age, it is submitted to the 
communications center officer in charge (OIC) for a decision before transmission. Improperly 
authoriZed messages, or those containing matter of a personal nature, are submitted to the 
OIGfor appropriate action prior to transmission. 
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Section IV. HANDLING CLASSIFIED MESSAGES 

12:. TRANSMITTING CLASSIFIED MESS"AGES IN THE CLEAR 

a. Under no circumstances may TOP SECRET messages be transmitted in the clear by 
electrical means. · 

!!· in eQmbat operations, actual o:r simulated, messages of any classification except TOP 
SECRET may'be transmitted in the clear over any nonapproved wire or radio circuit or a com"" 
bination of both, provided that --

Time cannot be spared for encryption and the transmitted information cannot 
be acted upon by the enemy in tinE to influence the situation, 

AND 

the tranl:!mission is authorized separately for each message by the commander 
dr his authorized :representative and the message is marked "SEND INCLEAR" 
over the cbmmander's (or authorized representative's) signature, 

AND 

the word "CLEAR" is transmitted at the beginning of the text, 

AND 

there is no linkage to a previously encrypted message. 

c. When the message is received, it is marked with the phrase "Received in the Clear" 
prior ro delivery to the addressee. Messages marked ''CLEAR" or "Received in the Clear" are> 
classified at least as CONFIDENTIAL material, and may not be readdressed. Should the addres
see desire the infonnation to be forwarded to another addressee, a new message is originated 
and handled as the situation dictates. This does not apply to messages that are normally not 
encrypted, such as enemy contact reports and other types of reports authorized to be trans
mitted in the clear. 

13. SPECIAL INSTRUCTIONS 

Special handling designators are included in the internal instructions when it is necessary 
to identify messages which either require a special authorization for access to the contents, or 
.which are to be given a limited distribution. Coordination concerning requirements for the use 
of such designators is the responsibility of the staff element having cognizance of the plan, op
eration, or activity to which the designator applies. However, to facilitate recognition of these 
messages and provide the desired handling, one of the appropriate terms shown in a below will 
always be used in conjunction with the handling designator. -

a. Special Category (SPECAT) and Umited Distribution (LIMDIS) Messages . 

(1) Special category (SPECAT) messages are those messages identified with specific 
projects or subjects requiring security protection or handling not guaranteed by 
the nonnal security classification and requiring ·that the message be handled and 
viewed only by specially cleared or authorized personnel. 

(2) Umited distribution (LIMDIS) messages are those messages which must receive 
limited distribution but may be handled by regular communications personnel with
in the normal handling precautions afforded by. the security classification of the 
messages. 
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(~ EXCLUSIVE. When it is ~ssential t~<Jt a message not·~ disseminated until 
after it has been seen by the individual to whom it is addressed by name, the 
originator may prescribe limited ~dist:r-ibutiDn handling by us;e of the !lalidling 
designator "EXCLUSIVE". Unclru3sifled messages will not be designated 
exclusive. · 

(!2) CR YPTO. When messages contain crypto information which requires that 
personnel be form(llly al,lthoa::i:z;edaccess to such information in accordance 
wiJh AR 604-5, ·.the handling designator "CRYPTO":W:ill be inserted.in th~ .. 
internal instructions. · · · · · 

b. Ident!:(icatiop. Message .orig:i.pators:wilUdentify messages requiring SP~CAT and 
LIMO IS handling by ins.erting t.tle appropriate term. in the internal instructions between the 
security classification and the handling designator. 

14. TOP SECRETMESSAGES 

~· The handling ofTOPSECRET message~with~n.a.headqU;al'ters. is.a .function of.command. 
Each commander desigi1ates a TOP SECRET co;ntrol officer and such alternate TOP SECRET 
control officers as may be necessary to receive and dispatch all TOP SECRET material ad
dressed to or emanating from his command. The commander also provides for the security of 
interoffice transmission of TOP SECRET material. 

b. Each originator or holder of a TOP SECRET docu:ment will keep a record of all indivi
dualS: including stenographic and clerical personnel, who are afforded access to. the TOP 
SECRET information in the document. This does not include individuals within an office or head
quarters who may have had access to conta~ners inwhic;:h TOgSECR:Br inf.ormation is stored, 

e 

or to message center or communications center personnel who administrativelY handle a large ~ 
volume of such information e.ach day .. Such pe:r:s9nnel are considered jqentifiableby duty r.oster -
or mo:rning report as having had access to such.type in:formation on any given date (paJa 24,, . 
AR 380-5). 
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APPENDIX II 

PHONETIC ALPHABET 

The following phonetic alphabet was adopted 1 March 1956 for use by all personnel within 
the Department of the Army. 

A ALFA (AL FAH) J::,j NQ'YEM~EB {NO ~VEM BER) ,-·,-·,·, .. 

B BRA YO (BRAH VOH}· 0 ~~·OSCAR (OSS CAH) 
>>', 

CHAkLIE 
:./···· 

c (Cli~R "LEE) p PAPA (PAH PAH) 
,. 

(DEUL TAIJ)··.·.· ••. D DELTA. Q .!QUEBEC (KEH BECK) 

E ECHQ (ECKOH) R ROMEO (~ME OH) 

F FOXTROT (FOKS TROT)' s SIERRA (SEE AIR RAH) 

G GOLF (GOLF) T TANGO (TANG GO) 

H HOTEL (HOH TELL) u UNIFORM (YOU NEE FORM) 

I INOlA··~ @·DEB Ali) v VICTOR (VIK TAH) 
~"'!;, . 

<WHISKEY J JULIETT (JEW LEE E"(r) w (~KEY) 
~;; '" 

K KILO (KEY LOH) X XRAY (ECKS RAY) 
. 

L LIM4 (!:§g_ MAH) y ·YANKEE (YANG KEY) 

M MIKE (MIKE) z zuw (ZOOLOO) 

FIGURES PRONUNCIAtiON 

0 ZERO 5 F·I-YIV 

1 WUN 6 SIX 

2 TOO 7 &BVEN 

THUH-R~·: '· 
3 8 ATE 

4 FO-WER 9 NI-NER 

EXAMPLES 

44 FQ-WER FO-WER 500 PI -YIV HUN-DRED 

90 NI ... Nt::lt ZlU\0 7000 SEVEN THOW -ZAND 

136 WUN TJ-JUij-REE SIX 16000 WUN SIX THOW -ZAND 
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APPENDIX III 

US MESSAGE PRECEDENCE POLICY 

Effective ·1 September 1963 

FLASH (Z) .Reserved for initial enemy contact 
messages or operational combat messages. 
Brevity is mandatory. Examples: 

(1) InitiaJ enemy contact reports. 
(2) Messages recalling or diverting 

fl;'iendly aircraft about to bomb ta:rgets unex
pectedly occupied by friendly forces; or. mes
sages taking emergency action to prevent con-

·flier between friendly forces. 
(3) Warning of imminent large-scale 

attacks. 
(4) Extremely urgent intelligence 

messages. 
(5) Messages containing major strategic 

decisions of 2:reat ur2:ericv. 

IMMEDIATE (0) Reserved for messages re
lating to situations which gravely affect the 
security of national/allied forces or populace, 
and which require imQ:te~ate delivery to the 
addressee. Examples: 

(1) Amplitytng ;eports ofinitial enemy 
contact. 

(2) Reports ofunusual major movements 
of military forces of foreign powers in time of 
peace or strained relations. 

(3) Messages which report enemy coun
terattack or which request or cancel addition
alsupport. 

(4) Attack orders to commit a force in 
reserve without delay. 

(5) Messages concerning logistical sup
•'port of special weapons when essential to sus

tain operations. 
(6) Reports of wide-spread civil distur

bance. 
(7) Reports or warning of grave natural 

.. disaster (earthquake, flood, storm, etc. ). 
(8) Request for, or directions concerning 

distress assistance. 
9) Url!ent intellil!ence messal!es. 

-19.., 

Handling byCommunications fersonnel 

(1) Will be hand-carried, processed, 
transmitted, and delivered in the order re
ceived and ahead of all other messages. 

(2) Messages of lower precedence will 
be interrupted on all circuits involved until 
handling of the PLASH message is completed. 

(3) In automatic systems, where auro
maticj.nterruption of lower precedence mes
sages is notprovided, adequate procedures 
are to be prescribed to ensure that PLASH 
messages are not delayed; 

(1) Will be 'processed, transmitted, and 
delivered in the order received and ahead of 
lower precedence. 

(2) If possible, messages of lower pre
cedenc(! will be Jnterrupt(!d on all circuits in
volved until handling of the IMMEDIATE mes 
sage. is completed. 

(3) In automatic systerils 1 where auto
matic interruption is not provided, adequate 
procedures are to be prescribed to ensure 
that IMMEDIATE messages are not delayed. 

56001 



Precedence Designation, Prosign:---
Use, and ExamQ_].es 

PRIORITY (P) Reserved for messages which 
require expeditious action by the addressee 
andjor furnish essential information for the 
conduct of operations in progress when routine 
precedence will not suffice; Examples: 

(1) Situation reports on pp.Sitfon of front 
where attack is impending or where fire or 
air support will soon be placed; 

(2) Orders to aircraft formations· or units 
to coincide With ground or naval operations. 

(3) Aircraft movement report~ (e. g. 
messages relating to requests for news of air
craft in flight, flight plans, cancellation me s
sagesto prevent unnecessary search/rescue 
action). 

(4) Messages concerning immediate 
movement of naval, air, and ground forces. 

ROUTINE (R) Reserved for all types of mes
sages which justify transmission by rapid 
means;. unless of sufficient urgency to require 
a high precedence. Examples: 

(1) Messages concerning normal peace
time military operations, programs, and pro
jects. 

(2) Messages concerning stabilized tac
ti~al operations. 

(3) Operational plans concerning pro
jected operations. 

(4) _Periodic or consolidated intelligence 
reports. 

· (5) Troop movement messages, except 
when time factors dictate use of higher pre
cedence. 

(6) Supply and equipment requisition and 
movement messages, except when time factors 
dictate use of higher precedence. 

(7) Administrative, logistic, and per
sonnel matters. 

Handling by Communications Personnel 

(1) Processed, transmitted, and deliv
ered in the order received and ahead of all 
messages of ROUTINE precedence. 

(2) ROUTINE messages being trans
mitted should not be interrupted unless they 
are extra long and a very substantial p~tion 
of the ROUTINE message remains to be 
transmitted. 

(3) PRIORITY messages should be de
livered immediately upon receipt at the ad
dressee designation. 

(4) When commercial refile iS, required,, 
the commercial precedence that most nearly 
corresponds whh PRIORITY will be used. 

(1) Processed, transmitted,. and.deliv.: 
ered in the order received and after ali mes
sages of a higher precedence, consistent 
with the f~llowing: 

(a) When commerdai(civil refile 
is required, ·thelowest commercial 
precedence shall be used. 

(b) .ROUTINE messages received 
during nonduty hours at the addressee 
destination rna y )Je .he.ld for morning 
deliveryunless specificqlly prohibited 
by the command/formation concerned. 

Note: NATO and other Allied commandsjnations may contintle to use the other two pre
cedences (EMERGENCY and DEFERRED). When such messages enter a communications sys
tem ot the United States, the following applies: 

{1) EMERGENCY messages will be handled before IMMEDIATE and after 
FLASH messages. · 

(2) DEFERRED messages will be handled after ROUTINE messages. 
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APPENDIX IV 

CATEGORIES OF Ml;LITARY INFORMATION 

This cla.ssifidation shall rn; authoriz?d onl 
for defense information Or material which 
requires the highest degree of protection. 
TOP SECRET classification shall· be 
applied only to that intortnation or materi
al, · the defense aspect of which is. para
mount, and the un'authorized disclosure of 
which could result in exceptiohally grave 
damage to the Nation, such as: 

1. A definite breakin dtplomatic rela
tions affec;ting the defeJilse of the 
United States. 

2. An armed attack agatnst the United 
States or its allies. 

3. A war. 
4. The compromise ofmilitary or de

fense plans, intelligence operations, 
scientific or technological develop
ments vital to the national defense. 

This classification shall be authorized only 
for defense information or material, the 
unauthorized disclosure of which could re
suit in serious damage to the United States, 
such as: 

l. Jeoparctizing the international rela
tions of the United States. 

2. Endangering the effectiveness of a 
program or poUcy of vital impor
tance to the national defense. 

3. Compromisingimportant military or 
defense plans, scientific or techno
logical developments important to the 
national defense, or information re
vealing important intelligence oper
ations . 

-21-

IFY 

l. Secretary, Undersecre
tary, and Ass 't Secre
taries of the Army, and 
Director of Research and 
Development. 

2. CofS, VCofS, Deputy 
Chief of Staff, . Hq, DA . 

3. Chief, R & D. . 
4. Secretary of the General 

Staff. 
5. The ACofS/Intel. 
6. CG, USCONARC. 
7. CG, USAADC. 
8, comptroller of the Army. 
9. Heads. of the Tech Staff 

(par 44, AR 10-5). 
10. Major oversea comman

ders. 
11. Commanders ZI armies · 

and MDW. 
12. Chief, USASA. 

In addition to those listeq for 
TOP SECRET --
1. The General Counsel, 

OSA. 
2. Chief of Legislative Lia-

ison, OSA. 
3. Chief PIO, OSA. 
4. The Admin Ass 't, OSA. 
5. The ACofS for Reserve 

Components. 
6. Chief .of CA & MG. 
7. The IG. 
8. The JAG. 
9. Chief, NGB. 

10. Chief, Army Reserve and 
ROTC affairs. 

Ill. TAG. 
12. Chief of Finance. 
il3. The PMG. 
!14. Chief of Information. 
15. Chiefs of Military Mis

sions or Groups. 
16. Army Attaches. 
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CONFIDENTIAL 

CONFIDENTIAL
MODIFIED HAN~ 
DLING AUTHOR
IZED 

CATEGORIES OF MILITARY INFORMATION (contd) 

This classification shall be authorized 
only for defense information or material, 
the unauthorized disclosure of which could 
be prejudicial to the defense interests of · 
the nation. 

Any of.above, who may also 
delegate authority in 
writing. 

CONFIDENTIAL defense information as I Same a.s CONFIDENTIAL. 
herewith described may be identified by 
the term CONFIDENTIAL...::MODIFIED 
HANDLING AUTHORIZED: coi:nb~t or 
combat related operations, actual or sirn..;. 
ulat~d, related to military planping~ op-
erations, training, comlllufiication, an<i 
the loo:istical .support thereof. 

• 
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APPENDIX V 

AUTOMATIC TIME-PHASED DOWNGRADING AND DECLASSIFICATION SYSTEM 

1. PURPOSE 

The purpose of this appendix is to show the principal provisions of AR 38Q-6 ~AFR 205-2, 
OPNAVINST 5500. 400), title same as. this appendix. 

% • . POLICY 

AR 380-6 establishes a continuing system, based upon the passage of time, for automatic. 
t dawngrading (including declassifying) of classified defense information originated by or under 

me jurisdiction of the Department of Defense (DoD), the Federal Aviation Agency (FAA), and 
the National Aeronautics and Space Administration (NASA). This is only general .information; 

'*· AR 380~6 should be consulted for detailed instructions. 

-

• 

e 

3. GROUPING OF CLASSIFIED INFORMATION 

. AU claE)sified information is assigned in one of four groups, briefly described below. 

(I) 

(2) 

(3) 

(4) 

(5) 

(6) 

Material attributed to foreign governments, or their agencies. 

Material attributed to international organizations and groups. 

·Material attributed to the Combined Chiefs of Staff. 

Typical ex-

Material involving communications intelligence (COMINT) and cryptography 
(CRYPTO); communications portion of. cover and deception plans.·. 

Restricted dat<!;nuclear propulsion information; US Atomic Energy Detection 
System data. · ·· · 

Standardized BW agents; special munitions information. 

b. Group 2 Documents. These documents, originally classified TOP SECRETor SECRET, 
contain extremely sensitive information. Application of Group 2 classification is as follows: 

(I) Any document containing or revealing information so extremely sensitive that, in 
the interests of national security, must remain in the original classification for 
an indefinite period . 

(2) This categorization applies only to FAA, NASA, and DoD documents originated on 
or after I January 1916, which would normally fall into Group 3 or Group 4. 

c. Group 3 Material. This type of material warrants a security classification for an inde
finite period. Typical examples are: 

(1) War plans prepared by headquarters higher than an Army division, a Navy task 
force, or a Numbered Air Force. 

(2) DoD and FAA intelligence and counter-intelligence. 
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(3) Combat capabilities, limitations, vulnerabilities of a Weapon, weapon system, 
or space system (current or future). 

(4) Precise geodetic and gravimetric survey data which could be used to develop 
target data. 

(5) Ordnance demolition techniques. 

(6) Formulation and conduct of United States .foreign policy. 

d.·. Group 4 Material. This inc,ludes material not qualifying for, or assigned to, the first 
three gro\lJ'el'~ · N9rmally, this will lnclUde: 

Group 

1 

2 

3 

4 

- -

''<, 

·Logistical (lata 
· Preduction s:chedules 
}3udget and cost schedules 
Dimensions or weights 

DOWNGRADING AND DECLASSIFICATION TABLE 

security Status After (Years) 
Classification 3 6 12 24 . ... · • Indefinite Remarks .:. 

TOP SECRET TS Unless deci~ssi'eiro or·· 
SECRET s downgraded by origi-
CONFIDENTIAL 'C•-·. m1ting-·authotity. 
TOP SECRET TS 
SECRET ···. s. . .. 
TOP SECRET s c c Unless declas.sified by 
SECRET c c originating authority. 
CONFIDENTIAL c 
(See-Note) . . .. ',. 
TOP SECRET s c u Automatic declassifi-
SECRET c u cation (12 years) 
CONFIDENTIAL U· . 
- -- ~ . - .. - - - -- - --· . . . p ~cret matenal ong J y g 
to Secret on 26 November 1958. 
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