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 MESSAGE PREPARATION AND HANDLING
N o B ‘Seéftioﬁ I. GENERAL = N i
1 OBJECTIVES S i

The objectives of this information sheet are --

a.. To provide a guide which you can use in preparing and classifying military
messages, including DD Form 173, Joint Messageform, e RO ’

b, To provide procedures that may be used in handling messages within a head-
quarters, o S T : T

2. INTRODUCTORY INFORMATION

- At some time in your military career you are certain to be involved with com-

- munications. You may only write and receive messages. You may function as an orig-.
‘inator, a drafter, or a releaser of military messages. If you are in the Signal Corps -
the chances are you will function in some capacity as a communicator, even though
you may not actually transmit messages by a means of signal communication. What-
ever your capacity may be, you will need to know -- and to observe -- the basic rules

- governing the writing of military messages.
These rules have been formulated to enable the communications center (COMM-
 CEN) to properly fulfill its mission of promptly effecting the transmission, receipt,
- and delivery of messages. By observing them -- by presenting your messages to the
~ communications ceunter in proper form -- you insure the message's prompt and effic-
~lent delivery. You also do your part to cut the cost of handling and to speed up total

' service. Careful study of AR 105-31, ‘the basic regulation on writing a military mes-

sage, will help you to put your message in the proper form. .
~Army regulatio’ns p‘roVide that the communications center or Cryptosec'uifity'offif o
_cer may request the drafter to make necessary changes in a message if he believes
- regulations governing the writing of messages have been violated. Occasion for such
delay can be avoided when those who write messages understand the problems of those
- who ‘pryocess‘mess,ages. For this reason, both preparation and handling of military -
~ messages are discussed in this information sheet. s
N\ *This information sheet supersedes SSTS 56001E, Message Preparation and Hagdliﬁg.
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Secrion I, PREPAR a\*U MILITAR Y MESS AGES

3. GENERAL

‘3. A message ig any thoaught or 1&;3 expreseed briefly in aum i’““ qpcr(: Zang‘ugv, e
gama in a form suitabi mr transmission by any mear}u ox c.,{’ ’ ;
and vesponsibilicd e8, it is 'mpczpan that we note
message pr paration.
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his authority 1o release messages for transm ission. The releaser is :a-mﬁ
orders and norm ally is associated with the distribation center oy adminis
secrions of headquarters. He is respousible to the commander tt,z ens 41"1
preparyarion of messages, including such faciors as ec GO Y,

tion and precedence, His signature m' '

his signature is honored on the basis
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- The eiemevu contained in the lxead.m of a message are shown on DD Form 173, They are
all placed on the mess ' , : ;

a. SECURITY CLASSIFICATION, The drafier solects the proper sseutiry classification

conmssen* wzth :1,9 cmteﬂt& or thes mesbczgr (sc ‘, iv ge 21 apaces it put. a8 Lhe
; tam%é in red {not type'i%
g m '1 ge ng.if:he mesgsage is
”_1}‘, be typed in {hf—;s’&, blocks., o o :

Cﬂmmunmaiims apd ifs
' g\e;‘ the one wh o transmits




; ; 'necsnm*
A;nou ROUTINE.

FROM‘:,, CGUSAONE NY NY ’k i iR snew INETRUETIONS ;

| Vfo! : cc; FTMONMOUTH N}J;”} DijStf:' £ i
UNCLAS AH?MT zq.aeo | pocsysico

Sll‘b} Mlhtary messages ,
‘Re‘f SIGFM/TNG 131 DTG 091 1252

ThlS 1s an example of a smgle address msg desnned for only one

addressee

2. Text of msg consists of two parts, mternal mstrucuons and

o fbody The text will be double spaced and Wlll be typed in "Easy Readmg"
form, i. e., both upper and lower case letters w111 be used

‘ S The internal instructions shall begin w1th the secuncy clessxfr' 1
: ;cation (or UNCLAS, or UNCLAS E F T O). The‘reafter, indent 20 s’paces: g

(1-1/2 inches) to allow the releaser to insert msg reference number -

" |oATE
14
MONTH
Aug
PAGE NO.
e

i ‘vvno_ndnymim'a TITLE k SRR snsnuuus «
Rl Robert E. Doe \&m xv\n\)&&

f Cap t Armor T TYPEB {or ttamped) NAME AND TITLE
\ SR « jJohn-J. Mills; Colonel GS
B L ; - Adjutant General Lo
“§ 'SECURITY CLASSIFICATION L o asauomo msnucnous ‘
& UJNCLASSIFIED‘ R T

DD FORM ‘73 E o0  ‘, o ‘ REPLACES ENTiON OF i MAY 58 VIHCCH MAY B USED

bmwbmr—mx

1 NOV 33

g_gure 1. Smgle address messagvprepared fcr mlhtary addressee. |

71_~3+];;57




" ABBREVIATED JOINT MESSAGEFORM T [secommv cuassiricanion
and/or CONTINUATION SHEET | UNCLA&SIFIED

iy rascwmcs o RELEASED BY "DRAFTED BY STPHONE

ACTION RQUT‘INE ; Q %m o ‘, Robert E. Doe S 22644

INFO_ Capt Arm or

4 Body will begm below 1nterna1 mstructlonsk Paragraphs w111 be i
: fmdented and w111 be numbered as in normal correspondence _]
5 Abbrev1amons authorlzed for Army use are contamed in
AR 320- 50
| 6 Punctuauon shaH be kept to minimum and used only When needed )
to attam clarlty |
7. Securlty classification W111 be stamped in red on each page, top
and bottom in blocks prov1ded The word "UNCLASSIFIED"may be |
- typed therein if msg is not class1f1ed
| 8. If themsg' requires more than 1 ’page, aDD Form 173-1 \;Vill be
. : S [ : p : el
9 SPECIAL INSTRUCTIONS block is reserved for but not 11m1ted

' ‘to, - local dlstrlbuuon and spec1a1 coordmatmn

|controtNo. - lromytoD ;{f? ~ MESSAGE mmuﬂcmnou o mas |
L. b} 2] 2 | AHPMT24680 o
‘ cRE‘G‘!ADlN‘G‘lei'RUCTIONE Do © | security. cmssmcmmu '

D FORM . -‘73 ] L : lEPlAt‘.E”S ED“ION OF i MAY 55 WHICH MAY BE USED
1N<>v 63 - S

Flgure 2. Smgle address message prepared fon mrhtary addressee (contd)




~To commumcatmns center pe : gnnel!i precedence md1cates the relatlve order
n which messages will be handled. Therefore, commanders ‘may be deprlved :

- of necessary speed of service when facilities are overloaded with excessive .=

~ - amounts of traffic asmgned too high a p ecedence. Releasing officers should -

X exerc1se great care in regard to c ence when authorlzmg t‘ransmlSSIOH

c) To the addressee of a message, precedence 1nd1cates the re ative order in :
- which he should take note of the messages received. He will take acrion on the‘
“‘one which he: feels deserves primary cons1deratlon “Again, the precedence
‘ does not 1nd1cate when or 1f the addressee should take action. ‘ .

]addressees and normaﬂy, one 1ower for all mformatlon addressees Usually an
mform ion addressee does not need to recelve the message as speedlly as does Sl

¢, TYPEOF MESSA’GE ‘Th‘e"ré are four‘types of messages: smgle address multlple ad-
dress, book: messages and general Only smgle address or book messages may be sent by
commerc1a1 means . ,

(1) A snlgle address message is a message Wlth a smgle addressee

(2) A multlple address message is a message Wlth two or more addressees and of

©~ ' "such nature that the drafter considers that each addressece must be informed of
~ the identity of the other addressees, A multlpie address message should not be
. sent When a book message w111 sufflce ,

3 A book message isa message with two or miore addressees and of such nature :
- that the drafter considers that each addressee need fot be mformed of the 1dent1ty
of the other addressees o , ,

(4) General messag_s have a w1de srandard dlstrlbutlon They are aSS1gned an 1dent1-
: fymg txtle and usually a sequent1a1 se al number :

d. ACCOUNTING SYMBOL.. The accountmg symbol 1nd1cates the acnvny or-origin of the
message. Agencies outside the DOD are authorized to use the facilities of the Defense Com- -
munication System,  These agenc1es are shown in Appendix I to Annex (B) to ACP 127 US SUPP-1,
with their assigned accountmg ‘symbols. It is the responsibi lity of the originator (drafter) of a
message from these agencies to indicate the approprlate accountmg symbol on each message
Such messages are subject to m111tary prlorlty S , : » S

(1) Generally, messages may be categonzed as off1c1a1 (approprlated fund actrv1t1es), i
- quasi-official (non-appropriated fund activities), or press (commerc1a1 news ser- -
vices), and the category may be determined by the accounting symbol used. -

~-Accounting symbols are used to estabhsh accountabﬂlty for any commerc1a1
~ charges 1nve1ved g , ,

- The accountmg 'symbol also 1nd1cates o commumcatlons center personnel the re-
‘ “lative order of handling, in that all official messages will be processed first,
~~quasi-official next, and press last. Press messages are accepted for transmlssron '
under the foHowmg stlpulatlons N k T t D

(a) That they contam no codes or mphers

. V,‘(__) That there are no commermal fac111t1es avallable




: (c) That they are sub]ect to pnonty of m111tary trafflc. -

Examples of accountmg symbols

’ARX ’ Amencan' Nanonal Red Cross ,' - ‘

CHX  Army and Air Force Exchange Service

"EXEC  The President of the United States

PO Post Office Departmernt .~
STARX  Stars and Stripes, Europe

“PSASX  Stars andStripes« Pacific.

e. FROM The word FROM in:this case always implies. the originator, which normally
means the commander. The form of the entry in this space may dlﬁer, depending on who is to
receive the message. When the message is addressed to -~

(1)

@

Mlhtary addresseeis) Enter the title and location. of Lhe commander. Authorlzed

abbreviations may be used. Do not use Army Post Office numbers or other coded -
- distribution lists as part of an_ ongmator 8 address

To non- m111tary addressee(s) In messages addressed to an 1nd1v1dual or actlvuy o

outside the military service, the originator is normally designated by the full

~ title of the commander. The name, full title, and address of the commander may

be used; abbrewauons may not be used.

f TO: There may be more than one addressee on the message, and these addressees
 may be designated as being action and,/or information addressees "TO" indicates action ad-
: dressees "INFO‘ mdzcates mformatlon addressees : V

W

@

@)

| (:4)»*

- compose the addressees m the same manner as for action ‘addressees,

Address messages to the commander of the acthty or headquarters concerned :
and include the geographlc locatton : : e

Type each addressee ona separate line and f1msh on one lme 1f possﬂ)le If not
double space and begin the second line at the left margin,

‘Do not use Army Post Office numbers or other coded des;gnatlons as part of

address

If the message is bemg prepared for one or more 1nformatmn addressees type‘

the abbreviation INFO in upper case letters on the line below the word TO and

'NOTE AR 105-31 contams the authonzed addressees for electrically trans?

m1tted messages.

TEXT os THE MESSAGE .

; The text of a message conmsts of two sub parts the mternal mstructmns and the bodz

‘a. Internal Instrucnons Internal mstrucuons are located within the text of the message

and are spectﬂcally addressed to the addressee These mstrucuons consxst of three separate




Jmm MESSAGEFORM L TEOCER IR FOR N I

SECURITY CLASSIFICATION -
UNCLASSIFIED |
J806K WO [fsmmg} o

‘ rm‘ mse -

| o : necmen’csk‘
{acion BQUTINE

INFO o o6 RIS T L NN O A
; FROMCGUSAONE NYNY o ] SPECIALINSTRUCTIONS

10 JOSEPH E. SMITH 1916 WASHINGTON STREET | Dlstr'

i § \ CHICAGO ILL . : o ;
‘ DCSPER

UNCLAS AH 76210

: 1 Th1s is an example of an outgomg message prepared for

transmzsswn by a means of 31gnal commumcatmns to an addressee

outmde the mlhtary servu:e and where reference should be cn:ed in

-the reply

2 The subject hne is not 1n¢1uded because it w111 only increase

o the cost of this message whxch must be sent by commermal means

4 TYPED NAME AND THLE — ~TSIGNATURE
TYPED (Qr :!n-ptd) NAME AND Tl‘l‘l,i T
‘Frank 1. Miller, Maj, AGC, B
N - S Asst Agxg;ant General
| SECURITY CLASSIFICATION . | REGRADING INSTRUCTIONS B
UNCLASSIFIED e oL e § :

DD FORM. ‘73 e uruces eomon OF 1| MAY 55 wmcn MAY u USED:
1NOV 63 e i : ot

Joseph A. jones
- Major, AGC

pmmﬁmrmn

el E__gure 3 Smgle address message prepared for non ,mlhtary addresse




(l) The flI'St hne consists of the class1ficat10n the cite number (message reference
number) and add1t10na1 1nstruct10ns : i : . , L

- (2) The second 11ne is the sub]ect line;, The subject lme is used in-all messages except
. tactical and previously established format messages. ‘The subject line may be
" omitted if its use will require an otherwise unclassified message to be classified
~if it will noticeably increase the length of a brief message, or if it will increase:
commercial charges when the message is addressed to activities served by com-~
mercial communications facilities. The subject should be as brief as possible a
~ limited to one line. The abbreviation for the word subject (subj) may precede the
subject for clarification, A smgle letter abbreviation of the sub]ect classification
w111 be included in parentheses after the sub]ect in classified messages

| (3) The thlrd line is the reference line, The cite number of the referenced message 3
appears in this line, S :

" Examples of Internal Instructions appear below:

EXAMPLE: ~ UNCLAS EXG-45675 From DCSOPS
' Subj Training Exercises
 Ref Your TGWL.- 7867 DTG 192030 Jan .

" EXPLANATION: This Unclassﬁled message, cite number EXG- 45675 is from the operauons
- staff section (DCSOPS) in answer to message ‘identified as TGWL- 7867 The o
subject is training exercises, .

CONFIDENTIAL SPE.CAT CRYFTO; EG~45698 e o ; e
My EG 36748 DTG 160805 Jan : , g R .

This Conf1dent1a1 message is a spemal category message requlrmg securlty
protection or handling not guaranteed by the normal security classification. |
The term "CRYPTO" means this message contains information which requires
that personnel be formally authorized access to such information in accordance
with AR 604- 5 The sub]ect line was omitted in thlS message (see a(2) above)

 UNCLASE F T O EX-89578
o Declassification System
Your DA 4456789 NOTAL DTG 140750 Jan

"EXPLANATION: Thrs unclassified message requlred "Encryptlon for Transmlssmn Only & The
© ..o osubject of this message is Declassification System. The message refers to
DA 4456789. NOTAL indicates that not all of the addressees of this message
- received the referenced one. Two examples of poss1b1e apphcation of UNCLAS
" E F T 0 are explamed in flgure 4 :

(4) Some‘other types of mternal" ct1ons Wthh are used occasmnally are hsted m
Table I on page 9 : , ; , o

~ essage the first thing to consnder is whether elec-
‘is not. cr1t1ca1 w1ll postal f.acﬂlties sufﬁce’? In -

: normal correspondence usmg
ite y block prmtmg when necessar




: TERM”ng?pnp;fnaghpem MEANDK} :imﬂj *pff7r”U$3E

SONAL FOR‘;" s :ThlS message is to recelve ‘the. attentlon of For Allied operatlons )

: o the 1ncl1v1dual whose na;me follows"'PERSONAL{ “(ACP 121). s

"rFOR T SR N R (Not authorlzed for
e T TEL L %DAuse) :

lacTcoM | ResponS1b1hty for dlssemmatlon and other L W1th1n DA

s ool necessary action in respect to class II 1nstal- o o

© . lations and activities is ass1gned tocom= . =

manding generals continental armies, and
CG Military Dlstrlct of Washmgton

. ISTAFACT | f,Respon81b111ty for dlssemlnatlon and other - |withinpA,
* l(replaces - . | mecessary action with respect to class I'in- | =~ =
ACTCHIEF) | stallatipns and activitiés is assigned to heads
< - of the- Army. Staff Agenc1es CGUSAMC and
CGUSACDC -

For fo1c1al Use Only | Inall messages that
W ‘ R contain unclassified in-
RN 2 PPN | formation and require -

protectlon under AR

{345-15.

~(3) Use d1g1ts do not spell out numbers

(4 ,Normally, do not use abbrev1atlons However if the drafter has reasonable know— ~
ledge that the addressee is famlllar Wlth them, abbrev1at10ns authorlzed by AR
320- 50 may be used. - , .

,(‘5) ‘Use punctuatlon only when necessary for clar1ty

6) In the last paragraph of text of a class1f1ed message mclude Regradlng Instructlons '
-as outhned in AR 380 6 ' : : \ .

6 THE ENDING OF THE l\/lESSAGE

T he endmg of a m111tary message prepared on DD Form 173 consmts of that mformatlon
contamed m the blocks reserved for the drafter and the- ‘releaser. e : ~

: a Drafter The drafter completes tlus portlon of the message form as follows

(1) TYPED NAME AND TITI_E ~Type data 1dent1fy1ng the drafter in thlS block The :
- block may be usecl for the drafter S srgnature 1f requlred e o

(2 PHONE Enter the drafter 8 telephone number 1n thlS block

(3‘)’ 'PAGE NO and NO OF PAGES Number each page consecutzvely and 1nd1cate the &
,totalnumberofpages e R S '

= (4) SECURITY CLASSIF ICATION By completmg thxs block the drafter completes the
e requlrement that a prepared message must 1nd1cate the securlty class1f1catlon at -




3(33?'3'% Mﬁiﬁ&&ﬁ?(’ﬁ@é

SECURITY CLASSIFICATION
UNC ASSWIED E FTO

BOOK Mﬁi‘?’ SQNGLE

- ‘wvemss;
TYREMSS 1B

FRECEDENCE

ST

ACTION RO?JTINE,

" RESERVED FOR COMMUNICATION CENTER -

FROM: DA

 ALUSNA SAIGON VIET-NAM
DDOU O(;DEN UTAH
UNCLAS L FTO ?A’ 25..@»;593 Project BULL "VIOObW from i
ACSE for C 2 |
“Subj: E I T O messages

Ref Mv’ DA 444567 DTG 191127Z

1. 1h is an e‘{ample of a book msg, LS‘HO EFTO procedus:e The|

arafter-felt the contents of the msg, though UNLLASSIFLED should be

1 SPECIAL INSTRUCTIONS

Encrypted For Fransmlssmn Only (EFTO) n accordance wzth paru 6, | ‘

AR 105-31 {Mes saga Prepatanon) a drafter will use rhe abnrevxauon
. UN(‘[AQ EFT O if the unciassifieﬁ msg "“ontains a Vnikckname, w"hich‘ |
| Oﬂate{i in any wav Wlth a ciaasxfxer‘ q&mec*"

2. I addxtion bNCLAS F F T O is maﬁdamry for messages to/

from Army and :ur FGI'CG Attache:, in I};ou Curtam coumrles See

",AR 105-31

- [eRoE NO. ,i

‘“b‘(a‘r:'“
e o

WOt |

. May.

TYFED NAME AND TITLE | |PHONE | TSIGNATURE
 Charles A, Targ :

E‘\/iamr, S;g(

o
R
A
15
Ti
&
5

nm m’m e

- Adjutant

TvpED (ur mmmx) NAME AND TME
“Thomas T, Thomas, Lt C‘oI AGC

: szzcz.smw cmss-wcmea'«s e {iaanmm@ msnucnons
: ~ ‘QﬁpAS&LFLEDnF"“O L e

‘amscss,smu“ F 1 1A _[ : MAY BE USED.




- an /lor commumaou suszr

) s:cumv CLASSWK

UNCLASSIFIED s F T 07

Pl ECEDENCE

‘ ‘?'" ROUTINE

] nnu' D sv

Qa&es a ‘1’51'5‘ k

DRAH’ED B!’

Major,

~Charles A' Tatg

: ’HONE o

3 EFTO messages Wlu not be sent to NATO or other ncm-US

""' :

acuvmes Aliysuch messages wﬂi be des1gnated as unclassxfxed ONLY

The ongmator is responslble for preparmg dual messages when 1t is.

'~'necessary to send the same mformanon to both DOD and non- US

: acnvmes Therefore should EFTO madvertently appear in such

| messages 1t wxll be deleted pnor to effectmg mterchange/dehvery to

non-US activities -

agssaéim:utmcn:oﬂ R o mumias |

DA 444583

SECURITY. CLASS)FICANON

UNCLASS!FIED E. ‘F' T o




Jom‘f ME‘SSA’GEFORM et

For Training:

sscukmr cmssmmﬂon ' N
OtherW1se Unclass1f1e :

SECRET

"BOOK | MULTI | SINGLE |

tvpe mse | y

- PRECEDENCE -

action - PRIORITY -

T ReSERVER FoR commumIcATION CoeR

NP0 ROQUTINE ~jore
- FROM: (CGUSASIX SFRAN CALIF

10 WRAMC W‘AS'H‘DC :
INFO: CGUSAECOM FT MONMOUTH Nj
SECRET AMS1G 334+ € Action for SIGMT-2 from Sig0
- Subj: Message writing (C)

Your 1216202 AUG NOTAL

1. (U) This is example of vclaSSified'multi4addréss mSg ‘déstined‘
for 2 addressées each of whom 1s informed of all addressees recéiving
, ’ident‘iycal msg
| 2. (S) Internal instr indicate msg is for a specific activity

‘SI'GMT*Z at location of action addréSsee and is from a specific-

1nd1v1dua1 (SlgO) Clted reference was not received by all addressees =

of this msg as indicated by abbrewatlon "NOTAL " Per AR 380 6 the
| last paragraph of the text of a classzfled ms g contams regradmg

, mstrucuons GP-S (see Appendlx V)

" SPECIAL INSTRUCTIONS

DIS tr

PMO Gl, G3 '

TYPED NAME AND TH‘LE

S| BMATMBPIO




b, ‘Releaser. The functlon of the I¢ vleasmg offlcer is to approve and authorlze the message o
for transmission, This is accomplished when he signs the form above his name block and

in thedate= t1me month-year blocks. The releasing: officer will also i 1 ,1; all copies of

ntmuatlon sheets (DD Form 17 1)~to ensure completeness and authent1c1 of the message

SeCtton III NORMAL MESSAGE HANDLING PROCEDURES

o 7 FUNCTIONS OF THE DISTRIBUTION CENTER (OR STAFF MESSAGE CONTROL AGENCY)

The AG Dlstrlbutlon Center at tact;tcal commands or the Staff Message Control Agency

© (SMCA) at non-tactical echelons, serves as a contact between the communications center and the
_ various staff sections and offices within a headquarters It is normally operated by the adjutant/

_ Adjutant’ General Some of the functions of the distribution center (or SMCA) are to expedite the

 flow of official message traffic to and from the communications center and to reproduce and dis-
‘tribute sufficient copies within the headquarters In so domg, the distribution center becomes

\the offlce of permanent record for all outgomg and 1ncom1ng messages of the command

8 OUTGOING MESSAGES

a. Outgomg messages are prepared by the drafter and sent to the releaser (fig. 7) who has '
the responsihility of acting for and in the name of the commander to authorize the transmission
~ of the message. The signature of the releaser assures that the message is official and accept-
- able to the commander. The message then goes to the distribution center or SMCA, where a
copy of the message is filed for record purposes, en route to the communications center for
‘transmission. A good SOP provides for speedy handling of each message once it has been signed
by the releaser. In most headquarters the adjutant general or adjutant serves as the releaser.
However, this does not preclude the commander from delegatmg such authorlty to one or more
‘staff sections, as in the case of a unified command :

| k e COMMUNICATIONS
| DISTRIBUTION . CENTER
CENTER L

: THE RELEAS//VG‘ OFF'/CER

IS NOT NECESSARILY k
CMEMBER 0/-' THE 0!57R/BUTIOA/ o
CENTER. -°56001-5

gure 7 I\/Iessage flow w1th1n a command outgomg messages

b F rom the distrtbutlon center outgomg messages are forwarded to the comm unlcatlons
: center where they are accepted and then processed for transrm ssmn to thelr dest1nat1ons : :




"91; mcommc MESSAGES

Incommg messages are recelved and edited by the commumcatmns eenter. Echtmg by
the commumcauons center consists of correcting obvious errors, converting call signs and ad-
dress groups to addressee de51gnat10ns, and removing or converting communications termin-

- oiogy They are then forwarded to. the dlstrxbuuon center (or SMCA). (See fxgure 8. )

CE TER , o OFFtCERS

commumcmnous . DELIVERS TO

Figure 8. Message flow within a command: incoming messages. i .

b. In accordance with its SOP, the distribution center determines who in the command is
to receive a copy of the incoming message. Additional copies are then prepared and distributed
- within the headquarters or activity by the distribution center. The commanding officer is respon-
sible for issuing instructions concerning the number of plain-text copies of classified messages
- that will be made and dxstnbuted This number should be the bares: minimum consistent with
requlremems ‘

$ ‘¢. The communications center normally receives messages in duplicate. The ongmal
' copy is forwarded to the dxstnbution center and the duphcate copy 1s emgorarllz retamed for
the commumcauons center fﬂes. s , , ;

10, IN TACTICAL SITUATIONS

o In some in§ nces, such as m tactlcal sxtuations, the commander may authonze various
 staff sections to file outgoing messages chrectly wuh the commumcauons cemer When thls ;




AND, :

ansmission is authorxzed separately for each message by the commander ,
authorized representative and the message is marked "SEND IN CLEAR” -
ander 8 (or authonzed representatwe s) sxgnature,

the word "CLEAR" is transmitted at the beginning of the rext,

CAND
(there 1s no lmkage to a prevmusly encrypted message

When the message is recewed it is marked with the phrase "Recewed in the Clear" -
pnor to delivery to the addressee. Messages marked "CLEAR" or "Received in the Clear"” are
classified at least as CONFIDENTIAL material, and may not be readdressed. Should the addres=~

- -see desire the information to be forwarded to another addressee, a new message is originated
~ and handled as the situation dictates. This does not apply to messages that are normally not

encrypted, ‘such as enemy contacr reports and other types of reports authorlzed to be trans-.
‘tmtted in the clear.

13, SPECIAL INSTRUCTIGNS’ |

Special handlmg desxgnators are mcluded in the mternal instructions when it is necessary

to 1dent1fy messages which either require a special authorization for access to the contents, or

- which are to be given a limited distribution. Coordination concerning requirements for the use

~ of such de31gnators is the responsibility of the staff element having cognizance of the plan, op-

‘eration, or activity to which the designator applies. However, to facilitate recognition of these

messages and provide the desired handling, one of the appropnate terms shown ina helow will
always be used in conjunctmn with the handling des1gnator :

a Specxal Categ y (SPECAT) and le.lted Dlstnhutmn (LIMDIS) Messages

(1) Specnal category (SPECAT) messages are those messages 1dent1f1ed wu:h specxflc
. projects or subjects requiring security protection or handling not guaranteed by
- the normal security classification and requiring that the message be handled and

- -viewed only by spec1ally cleared or authonzed personnel L Sl :

(2) Limlted dlstrlbuuon (LIMDIS) messages are those messages Wthh must receive =
" limited distribution but may be handled by regular communications personnel with-

. in the norrnal handlmg precaunons afforded by the se unty classification of the
_ messages. S G R T




(@) EXCLUSIVE ‘When it is essential that a message not be dlssemmated unul :
‘after it has been seen by the individual to whom it is addressed by name, the
originator may prescribe limitec st;:xbuuon handlmg by use of the: handhng
,des1gnator "EXCLUSIVE" Uﬁc’l ,fied messages w1ll nOt be des1gnated
,,excluswe R e L

‘CRYPTO When messages contam crypto mformatlon thch requ1res that
~..personnel be formally authorized access to such information in accordance
- with AR 604-5, the handlmg des1gnator "CRYPTO" Wﬂl be mserted in the .
e mternal mstructlons ' Foin R g

b, Tdenr1 lcatlon Message orlgmators%w;ll 1dent1fy messages requ1rmg SPECAT and
: LIMDIS handling by msertmg the appropriate term in the mternal instructions between the
‘security class1f1cat10n and the handhng des1gnator , :

14 TOP SECRET MESSAGES

a. The handlmg of TOP SECRET messages within a headquarters is a funcnon of command

 Each commander designates a TOP SECRET control o er and such alternate TOP SECRET

control officers as may be necessary to receive and dlspatch all TOP SECRET material ad-
' dressed to or emanating from his command. The commander also provides for the security of
mterofflce transmission of TOP SECRET material ~

b. Each or1gmator or holder of a TOP SECRET document will keep a record of all 1nd1v1- :
duals, including stenographic and clerical persomnel, who are afforded access to the TOP
- SECRET information in the document. This does not include individuals within an office or head-

- quarters who may have had access to containers in which TOP SECRET n:formatlon is stored,

or to message center or communications center personnel : who admi

- volume of such information each day.. Such personnel are considere

or morning. report as havmg had access to. such type mformatmn on any gwen date (para 24
;AR3805) : - e e Bk -







~ APPENDIX I
 PHONETIC ALPHABET

e The following phoneuc alphabet was adopted 1 March 1956 for use by all personnel wn:hm‘
- the Department of the Army. S B

ALFA (AL FAR) ; NOVEMBER L .‘IJNQ,Q_“_J_E;M?,BER)
‘BRAVO (_B_B_éj‘l_ VOH)“‘V'-; ‘ (Q_§§ CAH) S
.CHARLIE o cm  (PAHPAH)
@_ggoa) i ’ »»(B;Q\__N ME OH) '
b (gg_@ TR ‘%ﬁflSIERRA  (SEE ;_@_g R’AH)'

(GOLF) TANGO  (TANG GO)

T 0 W owW U ® >

. (HoH TELL) ~ UNIFORM . (YOU NEE FORM) |
i @ DEE AH)

()

VICTOR (VK TAH)
KEY (w:ss KEY)
L (KEY LOH) | (BCKS RAY)

‘ (@LOO) |

]
K;
Li
M

: ur-m&a za;ae L Cal  SEVEN THOW ZAND
Htk'kkhii:WUN THUH-REE sxx e if“:::wuN 31x THOW ZAND




Handlmg by Commumcauons Personnei

{p 1y forces; or mes-
‘|sages takmg emergency action to prevent con-
ﬂict between friendly forces. ; .
s 3) Warning of imminent large- scale S
! attacks S

“) Extremely urgent mtelhgence

~ messages - : :
' (5) Messages contalmng ma;or strategn:

| be mterrupted on all c1reu1ts involved until S
| handling of the FLASH message is completed)

mauc _interruption of lower precedence mes-

“are to be prescribed to ensure that FLASH

(1) W111 he hand carned processed

" ftransmltted and delivered in the order re- |
: eewed and ahead of all other messages.

2) Messages of lower precedence will

(3). In automatic systems, where auto-
sages is not provrded adequate procedures

messages are not delayed

: ‘decrslons of great urgency

lating to situations which gravely affect the
security of nanonal/alhed forces or populace,
and which require immediate dehvery to the
addressee Examples:

1) Amphfymg reports of mmal enemy :
‘ contact
‘ (2) Reports of unusual major movements
- lof mlhtary forces of foreign powers in ume of
Ipeace or strained relations.
| (3) Messages which report enemy: coun-
jreratrtack or which request or cancel addition-
‘lal support..

. (4) Atrack orders to commxt a force m
reserve without delay.

|port of special weapons when essentlal to sus=
Y tain operations. : 5
‘ 6) Reports of wxde spread c1v1l d1stur-
‘|bance,

1 (7) Reports or warmng of grave natural

: |disaster (earthquake, flood, storm, etc. )
(8) Request for, or direcnons concernmg ;

- |distress assistance.

|IMMEDIATE 0) Reserved for messages re- |
| delivered in the order recelved and ahead of

~ matic interruption is not provided, adequate

(3) Messages concermng log1sucal sup- -

(1) Will be processed, transmitted, and|

lower precedence.
(2) If possible, messages of Iower pre-i
cedence will be interrupted on all circuits in-}
volved until handling of the IMMEDIATE mes-
sage is completed. .
{3) In automatic systems, where auto-

procedures are to be prescnbed to ensure
that IMMEDIATE messages are not delayed.

(9) Urgent mtelhgence messages




Precedence Des1gnat10n Pr031gn
' : Use and Examples 3

i Handling'~ b[CommUnications Personnel

PRIORITY (P) Reserved for messages Whlch
require expeditious action by the addressee
and /or furnish essential information for the -
“|conduct of operations in progress when routine
precedence W111 not suffice. Exampies K

L) S1tuatlon reports on posmon of front ;
where attack is impending or where flre or -
“|air support will soon be placed. =~

(2) Orders to alrcraft formatrons or umts
to commde with ground or naval operanons

(3) ' Aircraft movement reports (e.g.
|messages reIatmg to requests for news of a1r-
|craft in flight, fhght plans, ‘cancellation mes-
sages to prevent unnecessary search/rescue |
action). '

4) Messages concernmg 1mmed1ate

S movement of naval, air, and ground forces

(1) Rrocessed transmitted, and deliv-
ered in the order received and ahead of all

: messages of ROUTINE precedence

(2) ROUTINE ‘messages being trans-

mu:ted should not be interrupted unless they
are extra long and a very substantial portion

of the ROUTINE message remains to be
transmitted. P
: 3) PRIORITY messages should be de—
livered immediately upon recelpt at the ad-
dressee designation. ;
(4) When commercial reflle lS reqmred i

'~the commercial precedence: that most nearly

corresponds with PRIORITY will be used..

ROUTINE (R) Reserved for all types of mes-
sages which justify transmission by rapid

means; unless of sufficient urgency to requrre

la hlgh precedence Examples

; (I) Messages concernmg normal peaee- !
time military operanons programs and pro-
‘ Jects ,

(2) Messages concernmg stablhzed tac-
t1ca1 operations. : ‘

(3) Operational plans concermng pro-
jected operations.

(4) Periodic or consohdated 1nte111gence
reports

(5) Troop movement messages ‘except
[when time factors dlctate use: of h_rgher pre- |
cedence, ‘

g dlCtate use of higher precedence, :
7)) Admmlstratlve Ioglstlc, and per- =

‘ 6) Supply and equlpment requ1s1t10n and” :
|movement messages, except when time factors,. :

L sonnel matters

(I) Processed transmitted,. and’ dellv— ;
ered in the order received and after all mes-|
sages of a h1gher precedence, consistent

, When commercxal/cwﬂ reflle
~is requrred ‘the lowest ¢ ,;mmermal ‘
' precedence shall be used '

: (b) ROUTINE messages rece1ved
'durlng nonduty hours at the addressee oo
destination may be held for morning
delivery unless spec1f1ca11y prolublted 5

: by the command /formatlon concerned

g Note NATO and othe:r Alhed commands/natlons may contmue to use the other two pre-
cedences (EMERGENCY and DEFERRED). When such messages enter a. commumcatlons 8ys- .

~tem of the Umted States the followmg apphes

oy EMERGENCY messages W1H be handled before IMMEDIATE and after L e

FLASH messages

(2) DEFERRED messages w111 be handled after ROUTINE messages




APPENDIX IV

CATEGORIES OF MILITARY INFORMATION

MATERIAL SO CLASbIt‘ U:.D

'i‘,ﬁiThls classm‘ )
for defense nformation or matenal Wthh 2

g,

on shall be autherlzed only

requires the highest degree of protection.

- |'TOP SECRET classification shall be

; ]applled only to that information or materi-
|al, the defense aspect of which is. para-
-~ | mount, and the unauthorrzed dlsclosure of
which could result in exceptlonally grave e

damage to the Nation, such as:

LA definite break in dlplomatlc rela- |

- tiois' affecting the defense of the
~ United States.
2. An armed attack agamst the Umted
States or its alhes \ ,
. A war. ~ :
The compromlse of rmhtary or de- ‘
- fense plans, intelligence operations,
scientific or technological develop-— I
ments vital to the national defense.

‘:1

JJLL.
2.

T AUIH()RITY TO CLASbIFY

Secretary, Undersecre-

tary, and Ass't Secre-
~taries of the Army, and
~ Director of Research andf
 Development. '
. CofS,; VCofSs," Deputy
_Chief of Staff, Hq, DA
. Chief, R & D.
. Secretary of the General
Staff. . ~
5. The ACofS /Intel
. CG, USCONARC.
. CG, USAADC. :
', Comptroller of the Army
9. 'Heads of the Tech Staff -
 (par 44, AR 10-5). :
. Major oversea comman— B
‘ders, ;
Ccmmanders ZI armles o

and MDW,
Chief ~ USASA

'SECRET

This classification shall be authorized only
for defense information or material, the
unauthorized dlsclosure of which could re -

|sult in serious. damage to the United States

such as;

‘1. Jeopardizing the 1nternat10nal rela-

- tions of the United States.
2. Endangering the effectiveness of a
 program or policy of vital impor- .
tance to the national defense, ‘
. Compromising important military or
. defense plans, scientific or techno-
- logical developments important to the
‘national defense, or information re-
 vealing 1mporta_nt mtelhgence oper-
ations ;

e,

L

In addltlon to those listed: for

| ' TOP SECRET e

“The General Counsel
S OBA. -

.. Chief of Leglslatlve Lia- |

ison, OSA.

v Chief PIO, OSA.
. The Admin Ass't, OSA
.- The ACofS for Reserve

Components;

. Chief of CA & MG
. The 1G.

. The JAG.
9. Chief, NGB,

10.
1 ROTC affairs.
18 ‘
e 12,
e 13
S 1
15.

Chief, Army Reserve and f

TAG.
Chief of Fmance
The PMG.. RS

. Chief of Inforrnatlon

Chiefs of Military Mis-

‘sions. or Groups

Army Attaches




CATEGORIES OF MILITARY INFORMATION (contd)

CLASSIFICATION

MATERIAL so CLAbeFIED —

AU'T‘HEKITY”ITC‘EKSSIFT;

CONFIDENTIAL

k 'Thls classiﬁcatlon shall be authonzed

only for defense information or material,

- I'the unauthorized disclosure of whmh could

be pre_]udlc:lal to the defense mterests of

, fthe nation.

| Any of above, who may also
| delegate authorlty m ~
wrmng ,

CONFIDENTIAL-
'MODIFIED HAN-
DLING AUTHOR-
~ |1zED '

CONFIDENTIAL defense mformanon as
herewith described may be identified by

|'the term CONFH)ENTIAL—MODIFIED
{HANDLING AUTHORIZED combat or
{combat related operanons, ,actual or sml— S

Same as CONFIDENTIAL.

ulated, related to military planning, op- |

erations, training, commumcatmn, ; and

e the loglstxcal support thereof




APPENDIXV;,_ |
AUTOMATIC TIME PHASED DOWNGRADING AND DECLASSIFICATION SYSTEM

Mngradxng (mcludmg declassxfymg) of class;fied defense informauon orlgmated'by or under o
jurisdiction of the Department of Defense (DoD), the Federal Aviation Agency (FAA), and.

o ‘National Aeronautics and Space Administration (NASA). This is only general mformauon
AR 380-6 should be oonsuited for detalled mstrucuons

' 3 GROUPING OF CLASSIFIED INFORMATION

All classxfxed mforma uon is asmgned m one of four groups, brleﬂy descnbed below

eraﬂy of non loD orlgm Typlcal ex' B

(1) Materlal attrlbuted to forexgn governments or thelr agenmee
(2) Matenal attrlhuted to mternatronal orgamzamons and groups

~(3) Materlal artnbuted to the Combmed Cmefs of Staff.

G Matenal mvolvmg commumcauons mtelhgence (COMINT\ and cryptography
P (CRYPTO) COmmunlcauons poruon of cover and deception plans

(5) Restrrcted data nuclear pronulsmn mformaﬂon us Aromlc Energy Detectxon :
System data s i : o

(6) Standardlzed BW agents ‘special mumtlons mformauon

b. Group 2 Documents These documents orlgmally classmed TOP SECRET or SECRET
: conr.am extremely sens1t1ve mformatmn Apphcauon of Group 2 class1f1cation 1s as follows:

(1) Any document contammg or revealmg mformauon so extremely sensitive that ihi

the interests of national securlty, must remam in the orlgmal class1f1cauon for
an indefinite perxod : \ :

(2) Thrs categorxzatlon apphes only to FAA NASA a.nd DoD documents orlgmated on |
oor after 1 ]anuary 1946 whlch would normally fall into Group 3 or Group 4.

o Group 3 Material. Th1s type of materlal warram:s a securlty classﬁicauon for an mde~ :
fmn:e perrod Typlcal examples are: , s

(1) War plans prepared by headquarters hlgher than an Army d1v1s10n a Navy task
force ora \Jumbered A1r Force e :

(2) DoD and FAA mte}hgence and counter mtelhgence




'(3) ,Combat capablhtles Ilmltatlons vulnerablhtles of a weapon, weapon system
_or space system (current or future)

5 (4) Prec1se geodetlc and grawmetrlc survey data thch could be used to develop t
R target data o : : ;

" (S)U‘Brdnance demohtlon techmques

-(6) Formulat;on and oorhduct of Umted States foreIgn pollcy

d. Group 4 Matenal Thrs includes materzal not quahfymg for, or a5s1gned to, the first
three group ?Normaiiy, thls wﬂi mciude , : B

Produc fon. scheduies ,
' Budget and cost schedules
Dimensmns or weights

DOWNGRADING AND DECLASSIFICATION TABLE

Secunty : S Status After (Years)
“ Classification 3 6 12 24 Indeflmte coe s Re
‘TOP SECRET : L TS R ,Unless declass:ﬂedi or i
SECRET - A 8 | downgraded by or1g1-

CONFIDENTIAL, 52
TOP SECR]_.T 1S

S

C ' nating authority.
&

C

TOP SECRET ‘Unless declasgified by |
"SECRET
b CONF IDENTIAL
b TOP SECRET s ¢ U o L ] Automatic declas’siﬁ-f ‘
4 | SECRET - = C g ~ catlon (12 years)
‘ ~“CONFIDENTIAL ‘ U - ‘ ’
Note All Top Secret material orlgmated bef.ore 11 }anuary 1946 was dowagraded

. to-Secret on 26 November 1958. :

| originating authority.
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