WEEK SIX PRCCEDIURE (6-1~2)
TITLE: TRANSMISSION SECURITY
ORJECTIVES: UPON COMPLETION CF THIS LESSON YOU WILL BE ABLE TOs

IT. DEFINE THE TERM "TRANSMISSION SECURITY"™ AND EXPLAIN THE BASIS F(R
TRANSMISSION SECURITY s

II. DEFINE THE TERM ”UNAUT ICRIZED INTERCEPTION".
IIT. STATE THE DEFENSES ACAIPST UNAUTHCRIZED INTERCEPTICN.

IV. DEFINE THE TERM "TRAFFIC ANALYSIS" AND EXPLAIN THE INFORMATICN
OBTAINED THROUGH TRAFFIC ANALYSIS.

Vo STATE THE DEFENSIVE MEASURES USED TO COMBAT TRAFFIC ANALYSIS.

VIe. DEFINE THE TERM IMITATIVE DECEPTION AND EXPLAIN HCG# IT CAN NCRMALLY
BE DETECTED.

VII. STATE THE DEFENSES AGAINST IMIATIVE DECEPTION.

Vill. EXPLAIN THE NECESZIITY FCR TRANSMISSION SECURITY.
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L. TRANSMISSION SECURITY - DEFINITION:
\ pe TRANSMISSTON SECURITY IS THAT COMPONENT OF COMMUNICATIONS SECURITY
/" (COMSEC) WHICH RrSULTV FROM ALL MEASURES DESIGHED TO PROIECT
TRANSMISSIONS FRCHM UNAUTHORIZED INTERCEFIION, TRAFFIC ANALYSTS,
AND IWITATIVE cbm“UmzclT;oxj DECEPTICN.
B. TRANSMISSION SECURITY MEASURES ARE BASED UPON TWO ASSUNPTIONS:

1. THAT EVERY ELECIRO-MAGNETIC TRANSMISSION CAN BE INTERCEPTED

AND REGCGEDED BY THE ENELY . '

24 THAT SILENCE IS THE ONLY PCSITIVE PROTECTIVE MEASURE AGAINET

ENEMY INTERCEPTICN AND DIRECTICN FIMDING ACTIVITIES.

TT. UNAUTHCRIZED INTERCEPTION ~ DEFINITICN: UNAUTHCAIZED INTERCEPTION IS
THE ACT CF SEARCHING FCR, LISTENING TC AND/CR RECCRDING COMMUNIC/TIONS
EMISSICNS FCR THE PURPOGE OF CBTAINING INTELLIGENCE.

I1I. D E“EthS AGAINST UNAUTIICRIZED INTERCEPTION:
K. USE THE LEAST AMOUNT CF W‘iNbMIilEi PCMbL CONSISTENT WITH RELIABLE
COM mUNI ﬁTJ_uN) N



Iv.

B+ INFCRIMATION OBTAINED FROM TRAFFIC ANALYSIS 1S US

Ba USE FREGQUENCIES THAT ENABLE THE USE CF TﬁEWL;ASTﬂAMGUNl OF POJE
AMQlDuﬁlLARJ}AECMSﬁT“AN?HlthONq,ON WO OR MORE FREQUENCIES.
« ELIMINATE UNNECESSARY AND UNA%ﬁHxBlZED TRANSMISSIONS &

E REDUCE TRANSMISSION TIME TO A MENIMUM THROUGH THE USE COF STRICT

CIRCUIT DISCIPLIKE

kTDAFrIC ANALYSIS

A. DEEINIIION: TRAFFIC ANALYSIS IS THE ANALYSIS CF EX ERNAL
CHARACTERISTICS OF SIGNAL COMHUNICATIONS AND RELATED MATERIALS FCR THE
PURPCSE CF OBTAINING INFCREATICON CONCERNING THE ENEMY CRDER CF BATTLE,
OPERATIONAL ACTIVITY, PLANS AND THE CRGANIZATION CF A COMMUNICATIONS
SYSTEM «

T"Du

1o AS A BASIS FCR DRAWING INFERENCES OF INTELLIGENCE VALUE.
2, AS AN AID TO GRYPTO ANALYSIS.
3. AS A GUIDE TO EFFICIENT INTERCEPT COPERATICNS..

dd, AS A BAgI§~E§R>IMIIATIVE COMiJUNICATIONS DECEPTION.

V- DEFENSTIVE [E_MEASURES TO CCHBAT TRAFFIC ANALYSIS:

VI

A TiESE DEFEIGIVE WEASURES ARE INTENDED TO MAKE TRAFFIC ANALYSIS HCRE
DIFFICULT AND LESS RELIABLE.
1o MAINTATN STRICT CIRCUIT DISCIPLINE.
2+ MINIMUM USE OF PLAIN LANGUAGE.
3. USE THE BROADCAST METHCD VHENEVER POSSIBLE.
4. USE RADIO FACILITIES ONLY WHEN OTHER MEANS OF COMiUNICATIONS ARE
NOT AVAILABLE (R PRACTICABLE FCR USE.

IMITATIVE CCOMMUNICATI NS DECEPTION

A DEFINITION° THITATIVE COMLUNICATIONS DECEPTION IS THE INTRCDUCTION
F FRAUDULENT TRANSMISSIOUS, IN IAITATIUD OF AUTHENTIC TRANSHISSIONS

LNTO C IHUNICATIONS SYSTEVS CF AN ENEMY FCR THE PURPQSE OF DECEIVING
CR_CONFUSING HIMe e

B. THE pREcemcz OF INITATIVE COMUNICATIONS DECEPTION CAN HCRMALLY
BE DETEGTED THRCUGH MINCR IRREGULARIE: ES IN PROCEDURES, OPERATING
CHARACTEQISTICQ AMD TRANSHITTER TOME, REPEATED REQUESTS FCR .
MESSAGE ACKNOWLEDGEWENT, AND INABILITY TO. AJ*FENLICA*E CCRRECTLY «
THE ENEMY'S SUCCESS DEPENDS LARGELY UPUN UNSUSPECTING (R PRECCCUPIED
COMMUNICATICNS PERSOMNIL .
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vii. defenses against imitative communicstions deceptiong

A.
Be
Ce

D.

E »” I'QII\JIJ\/ U—‘

Fo

THCRUUGP | TRAINING IN OPERATING PRCCEDURES.

OBSERVANCE CF STRICT CIRCUIT DISCIPLINE.
ALERTNESS OF CPERATCRS WHC RECCGNIZE IRREGULARITIES IN PROCEDURES
AND CHARACTERISTICS OF TONE CR KEYING.
USING DIRECTION FINDING ON TRANSMISSIONS OF QUESTIONABLE CRIGIN.
i USE OF PLAIN LANGUAGE .
CCRRECT USE OF AUTHENTICATION. Prmsr ParfoniSe

VITI. NECESSITY FCR TRANSMISSION SECURITY:

A

PEACETILE AND WARTIME COMMUNICATIONS ARE A SOURCE OF VALUABLE
MILITARY INFCRMATION WHICH CAN BE DERIVED BY HOSTILE INTELLIGENCE
AGENCIES THROUGH INTERCEPTION AND ANALYSIS CF TRAFFIC.

UNENCRYPTED CCii-UNICAT"ONS PROVIDE A WEALTH CF INTELLIGENCE DATA
THROUGH COLLATION PRCCESSES, WHILE ENCIPHERED CR ENCCDED
COMWUNICATIONS PROVIDE CONSIDERABLE INTELLIGENCE DATA BY IMPLICATION
FRCM THE CHARACTERISTICS AND CIRCUMSTANCES (R TRANSMISSION.

THE ANALYSIS OF ELECTRICAL TRANSHISSIONS AND THE STUDY AND INTERPETA-
TION OF THE EXTERNAL CHARACTERISTICS OF TRAFFIC, CAl pzovyzh AN
INTERCEPT SERVISE !/ITH DATA ABOUT THE CRGAKIZATION A!D FUKCTION OF
CCLMAND NETS AND ENABLE A BUILD UP CF THE INTELLIGENCE PICTIRE
INCLUDING CRDER CF BATTLE, OPERATIONAL INTENTICNS, MOVEMENTS CF UNILIS,
. ETC. WHEN CCRRELATED WITH INTELLIGANCE FROM OTHER SCURCES, TRAFFIC
ANALYSIS CAN VALIDATE INTELLIGENCE SO AS TO INFLUENCE COMMAND
DECISIONS .

IN ADDITION TO DERIVING INTELLIGENCE FROM TRAFFIC ANALYSIS, AN ENERY
GAINS FAMILIARITY WITH THE CRGANIZATION AKD OPERATICN OF THE
COMMUNICATI NS SYSTEM MAKING IT POSSIBLE FOR HIM TO IMITATE
TRANSMISSTONS CONVINCINGLY .
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CLASS NOTES PRCCEDURE WEEK SIX (6=1~3)
TITLE: INTRCDUCTICON TO MESSAGE HANDLING
CRJECTIVES: WHEN YCU GOMPLETE THIS LESSCN YQU WILL BE ABLE TO:

1. STATE AND EXPLAIN THE STEPS INVCLVED IN PRQCESSING AN CUTGOING
MESSAGE IN THEIa PROPER SELUENCE.
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I. STEPS INVOLVED IN PROCESSING AN, QUTGOING WESSAGE.

1§ o ;
- _j,_)ﬂ‘}'i:" ":Z;M’e ( /',‘ ﬁ r\J\ IGNCD AHD IS
GOING TRAFFIC LOG. : e

Cs TELETYPEWRITER AlD RADIOTkszHLN: mESSAGES

le TELETYPEWRITER WESSAGES

Ao RCUTING INDICATCRS AFFIXED (Bw. #uewpai rhwcieldn &7 3

Be TAPE CUT AND CHECKED

Ce MESSAGE TTED

Do MESZAGE IN CIRCUIT 1CG

E. SERVICE CHCDD /l RANSIISSICH EI‘DC':{JEi'J':L\T AFFIXED AND kESSAGE
REMOVED FRCM PAGE PRINTER »

TRAR

2o RADICIELEFPHONE wESSAGE

Ao CALL SIGN AFFIXED

Be MESSAGE TRANSMITTED

Co MESSAGE LOGGED IN CIRCUIT LCG{

D. SERVICE GROSS/IRANSIHISSICH =NDCRSEMENT AFFIXED

D. INTERNAL ROUTING AFFIZD AND WESSAGE REPAOUUCED. @i
E. MESSAGE CROSSED OFF CUTGOING TRAFFIC LOG AS TRANSMITT
ﬂ% F. MESSAGE DELIVERED INTERNALLY.
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CIASS NOTES FROCEDURE WEEK SIX (6-2~-1)
TITLE:  INTRCDUCTICN TO MESSAGE HANDLING
(BJECTIVES : UPCN CCWPLETICN OF THIS LESSCN YOU WILL BE ABLE TO:

/OLVED IN PROCESSING AN INCCOMING

1. STATE ARD EAPIATIN THE STEPS INV
‘éCE »

MESSAGE IN THEIR PROPER SE(UED

o S T T T I A o S e

I. STEPS INVOLVED IN PROCES.ING AN INCGuING MES AGE.
A. INCOMING MESSAGE RECEIVED IN RADIO
l. LCGUED IN CIRCUIT LCG

2e RECEIVED' MESSAGE ENDCRSEMENT AFFIXED AND MESOSAGE noMVED

FRCw RECCRDING DEVICE.
(5]

B. MESSAGE LOGGED IN /Mitempas /liessdpe (56

Cs INTERNAL RCUTING AFf

I
2.
Y

z
P B T A ST
Erivard DS R T T

MESSAGE DELIVERED INTEANALLY.

N
i




CLASS NOTES PRCCEDURE WEEK SIX (p=0~2)
TITLE: INTRCDUCTION TO MES-AGE FILES
OBJECTIVES: UPCON COMPFLETION OF THIS LES: CN YCOU WILL BE ABLE TOs

1. EXPLAIN THE PURPCSE, CONTENT AND FILING CRDER AND RETENTICN
PERICD OF THE CQuUNICATIONS CENTER FILES, CRYPTO CENTER FILE,
AND THE GENERAL MESSAGE FILES.

oae wws eim mom mes Ema ckm v Ko enm e f e e mre s e R me kom R e

. 1. COMWUNICATIONS CENTER FILE

A+ THE COMMUNIC/TION CENTER FILE WILL CONTAIN A COPY R FILLER
OF EVERY MESGAGE SENT CR RECEIVED BY THE COMMAND , #7ie fefins b

e

B . 1Y XESDAGES FILLERD ‘.I]I LL B-la E‘ILED Il\{ j;«;,’"l». ;’, sl -%T;;:”;:;_.L«;\ ' 4 :w' g

o 1;/‘1, MESSAGES PRCCESUED WITHCUT DATE-TIME-GRCUPS WILL BE FILED
’ BEHIND DTG MESSAGES FCR THE SAME DATE.

2. SEPARATE IN AWD CUT FILES MAY BE MAINTAINED AT THE OPTICN
OF THE CUOal#AND CONCERNED .,

C. MESSAGES CCNTAINED IN THE CGiuUNICATION CENTER FILE WILL ZE
RETAINED FCR A PERID OF__ i AFLOAT AND i ;
ASHCRE. &wie vz wwiee ki : i s

IT. CRYPTOCENTER FILE BN

Ay THE CRYPTCCENTER FILE SHALL CONTAIN A_COPY OF EACH. TOP SECRET.
~% R _SPECAT MESSAGE, AND SUCH OTHER MESSAGES OF ANY CLASSIFICATION
AS THE COWiAND MAY DESIGNATE FCR SPECIAL PRIVACY (R HANDLING.

B« MESSAGES wILL BE FILED IN Dgre Zime Gonur CEDER o
1. THE CRYPTCCENTER FILE MAY BE PHYSICALL‘ SUBDLVIDED 10 CaipLY
WITH STOLAGE REQUIREHENTS. ‘wodr & o0 Simewswrwass
2. FILLERS FOR ALL MESSAGES FILED IN 1HE Vnymccw ‘TER FILE
SHALL BE PREPARED AND FILED IN THE CQMMUNICATION CENTER FILE.

C. MESSAGES CONTAINED IN T CRYPTQ,Eum FILE WILL BE RETAINED FCR
A PERIM OF % ;Lg ABIOAT AYD o il 7wy,  ASH(RE.




I11. GENERAL MESSAGE FILE

A« THE GENERAL MESSAGE FILE WILL CONTAIN A COPY CF ALL GEV AL4
MESSAGES THAT REQUIRE RETENTION BY THE CCLiMAND {" ’ -
5
B. THIS PIL&4IS SUBDIVIDED BY TITLE OF EACH GENERAL MESGALE AND FILED
IN e Kv,izﬁ’k?‘" { P L}xq«& ‘“ﬁ“?«, (\‘ WED By “Teie 4 Sopute g‘*’”“g"m\
: ix. AENAY ﬁif?'gw
1. THESE FILES ARE GIVzN THE CLASSIFICALL“N OF THE HIGHEST
CLADDIFIED MESSAGE CCNiAINtD THER&IN

2, TO FACILITATE ACCESS AND STOHAGE, GENERAL MESSAGE FILES
AY BE SEGREGATED BY SECWRITY CLASS IFICATIN. .,

A s HARI 0T 7’ CretE R IRAE S )« Lygh Fa e D eede fR R

3, CANCELLED GENERAL MESZAGES MAY BE DESTRCYED AND THE FILLER
(IF EFFECTIVE) WILL BE MARKED INDICATING DISPCSITION OF THE
CANCELLED MESSAGE AND RETAINED IN THE COMmUNICATICON CENTER
FILE.

C. GENERAL MESSAGES ARE RETAINED UNTIL M4 L gy R ref i e
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CLASS NOTES WEEK SIX PRCCEDURE (6-2~3)
TITLE: INTRCDUCTICN TO MESSAGE FILES
CBJECTIVES: UPCN COMPLETICN OF THIS LESSCN YCU wILL BE ABLE TOs

I. EXPLAIN THE PURFCSE, CONTENT, FILING CRDER ALD RETENTICN PERICD
CF THE BROADCAST FIILE.
II. STATE THE RETENTICN PERICDS FCOR MESSAGES PinTALNING TO DISTRESS,
CLAIMS AND CCmPLAINTS, AND HISTCRICAL INFORWMATICN.
III. STATE WHICH FILES wmAY BE CQMBIRED.

e me mou o ama bema map wan mm M et e e e ad e mae e ey maes W i et R M Rew e e s M e e s e e ke e

I. BROADCAST FILE.
A. PROVIDES A CCzwDREHE\zSIVE RECCAD OF KESSAGES TRANSWIT (ED (VER THE
FLEET BR OADCAST. o
B. WILL CCNTAIN A COPY CR FILLER CN & ¢wifi ¥ MESSAGE RECEIVED (R
TRANSHMITTED BY THE BROADCAST nEThCD. ) .
C. FILED IN S ERIAL NUWMBER CRDERe [ o4 Crinsido tiaa)
D. CLASSIFIED ACCCHDING TO THE HIGHEST CLASSIFICATICN CC\ITAIl\:&:D IN THE FILE.
E. RETAINED
1. AFLOAT CQMmANDS 3 ;7
2. ASHORE CQUIANDS s

TT. MESSAGES PERTAINING TO DISTRESS, CLAIMS AND COMPLAINTS, AND HISTCRICAL INFO.

SR

4. DISTRESS AND DISSASTER RETAINED FCR _% v zAs . B

B. CIAINMS OR COMPLAINTS ARE RETAINED FCR T‘JO YEARS CR UNTIL SETTLED,
WEH‘PFV}:R IS LAI_;B ; A

Rt Tomd B Lo

III. COMBINING FIIES

A. THE COMNICATICNS CENTER FILE, CRYPTCCENTER FILE, AND BROADCAST FILE
NA7 BE COMRINE

«Né;\f B. THE GENFRAL MRSSAGR CAMNOT RE COMBTNED WITH ANY OTHER FILE.



CLASS NOTES ' PROCEDURE  UEEK SIX (6-3~1)
TITLE: PUBLICATION CORIECTIONS
OBJECTIVES: UPON CO.PLETION OF THIS LESSON YOU YILL BE ABLE TO:

l. NAME AND DESCRIBE THE FOUR #ETHODS USED TO DISTAIBUTE
CONRECTIONS AND CHANGES TO PUBLICATIONS,

[l. STATE THE PRESCRIBED PROCEDURES FOR ENTERING PEN AND INK,
CUT-0UTS, AND PAGE CHANGES TO PUBLICATIONS,

111+ ENTER. PEN AND INK CORZECTIONS TO PUBLICATIONS FOLLOUING
PRESCRIBED PROCEDURES,
'
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| . METHODS USED TO DISTHIBUTE CORRECTIONS!
1
]

AND CHANGES TO PUBLICATIONS

A. ERRATA

1
i 1
MIMEOGRAPHED CORRECTION: DISTRIBUT=!
ED UITH A PUBLICATION AT THE TI.E f
!
1
1

OF ITS INITIAL DISTRIBUTION

B. CHANGE (Pruure o Cumuc o) o
- ( ‘EWTEQ‘LH s v Oy CdAanNaE oM
% gﬂ%i.ﬂkw’/.@&jm;gg:;‘—;’gj;_,w o 1 QAN AANE LoD
2. CONSIST OF " PAce GiRnses,

. ST PEN AND [NK CHANGES, ' sy ) S

C. NUMERICAL WESSAGE CORRECTION
1. COSBECTIONS TO DNG SERIES

PUBLICATIONS RECUIRING RAPID
" DISSEMINATION '

2, ASCIGNED TUO NUMBER DESIGNATION
- SEPERATED BY A SLANT SIGN

: (A) FIRST NUIBER INDICATES
; SENUENTIAL NUMBER OF THE
MESSAGE CORAECTION

P I T T T T = T e

-

- {B) LAST NUMBE:} INDICATES

7 PRINTED CHANGE “IHICH wILL
“ oo INCORPORATE THAT PAATICULAR
7 COANECTION
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D, REGISTERED PUBLICATLION MEMORANDUM
CORIECT]ON

1, CORRECTIONS TO REGISTERED PUBLI=
CATIONS RENUIRING RAPID DISSELl~
NATION

2o ASSIGNED TU/O NUMBER DESIGNATION
SEPERATED BY A SLANT SIGN

<SAme e Numeliode
MesIAGE &Qﬂﬂ@bﬂz%sif%ﬂﬁﬂf
Fed use on  REGISTERED
PabBL. N8 cEAp oF DWGPuds.

(A) FIRST NUKMBER INDICATES
i SEQUENTIAL NUMBER OF THE
MESSAGE CORRECTION

'(B) LAST NUWMBER INDICATES

: PRINTED CHANGE UHICH WILL
[NCORPONATE THAT PARTICULAR
CORRECTION

Il+ PROCEDUAES FOR ENTEAING CHANGES OR
CORRECTIONS

A, PEN AND [NK

T ANY DARK INK, EXCEPT RED, SHALL
BE USED FOR PEN AND INK ENTRIES,

(A) RED INK IS NOT VISIBLE UNDER
RED LIGHTS USED AT SEA

2. LENGTHY PEN AND INK CORRECTIONS
SHOULD BE TYPED AND PASTED IN

3. AFTER ENTRY OF A PEN AND INK
CORRECTION, A NOTATION SiALL BE
MADE IN THE LHARGIN /DJACENT TO
THE ENTRY AS TO THE SOURCE OF
THE CORRECTION

B. CUT=0UTS

1, ALL MATTER SUPERSEDED BY A
CUT-OUT SHALL BE DELETED IN INK
BEFORE INSERTING THE CUT-OUT

2. FLAPS SHALL BE USED ONLY IF
THERE 1S NO ROOM TO CEMENT THE
CUT-0UT FLAP ON THE PAGE

T UoU ORI . . . e A I R I T T I I S A S B I T T T B A B B e B e e A A e S




C. PAGE CHANGES

e A PAGE CHECK SHALL BE COMDUCTED
AND PROPERLY RECOPRDED IN THE
"RECORD OF PAGE CHECKSY UPON
COLIPLETION OF ENTRY OF ANY
PAGE CHANGE

A2+ LOOSE-LEAF PUBLICATIONS SHALL
,4%5 BE REBOUND P3103 TO MAKING
PAGE CHECKS

NOTE: UPON COMPLETION OF A CHANGE OR
CORRECTION ENTER APPROPRIATE
INFORMATION ON THE "RECORD OF
CORRECTIONS™ PAGE,
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CLASS NOTES /EEK SIX PROCEDURE (6=d4~=1)
TITLE: CONLONLY USED PUBLICATIONS
OBJUECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TO:
. DESCRIBE THE GENERAL CONTENTS OF DNC-5
[l. DESCRIBE THE GENERAL CONTENTS OF NUP=-16
111, DESCRIBE AND STATE THE PURPOSE OF CHAPTER 16, Nup-16

TTTLTT T T mmm kmm deiw s eere mmt e et mew weee e et wime et mmae W ot e e s e

1. DNC=5 U,S5. NAVAL COMMUNICATIONS INSTRUC=
J1ONS AND PROCEDURES

Ao CONTA!NS GENERAL [NFORMATION ON COM=
SNKCATION "PROCEDUTES UITHIN THE NAVAL
FORCES

B. DNC=5 |S DESIGNED TO SUPPORT AND
AMPLIFY NUP-16

¥ Ce IF DNC=5 GONFLIGTS "/ITH A JANAP OR
"7\ ACP, THE JANAP OR ACP WILL BE FOLLOWED

[1e NWP=18 BASIC OPERATIONAL COMMUNICATION
DOCTRINE

CONTAINS BASIC DOCTRINE AND PROCEDURTS FOR
THE GUIDANCE OF OPERATING FORCES [N THE
MAVY AND MARIME CORPS

e N4P=16, CHAPTER 16

Ae TITLE: CQUIUNICATION ACTLONS. ON
DECLMLQ—-M:«Q’E&,_AR % e e n. E]S:,L;am Foiww,

B. IF WAR OR OTHER N.TIONAL EmERCtNCY
WERE DECLARED THE RADIOWEN “JOULD
FOLLOW THE PROCEDURES OUTLINED IN
THE CHAPTER
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