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1. AFSAG 1236 13 a CONFINENTIAL Registered Publication and will be handled, stored,
and aceounted for in accordance with regulations of each Serviee pertainting ta classified crypto-
material.

20 AFRAG 1246 will become effective upon receipt.  Instructiona {or the eventual disposal
of this document will be {ssaed at an appropriate time by the Director, Naticnal Seearity Agency,
through normal Service channels.

3. Changes {2 this pablication will be promafeated by means of a registered chunge, letter,
marnorandum, or message and are to by votered nponvaceipt.  The individual entering the changes
shall yo Judicate on the Reeord of Corrections page inchaded herein as page 3.

4, This publisation 15 distributed Lo anthorized holders of AFSAM 7 and associuted publi-
eations.

3. THIS DOCUMENTT COXTAINS INFORMATION APFECTING THE NATIONAL DEPENSE OF
THE UNITED STATES WITHIN THE MEANING OF THE ESPIONAGE LAWS, TITLE 18, U, & ., 8KC-
TIONS 794, 994 AND PITLE 80, UL % U, SECTIONS 46, 465 AND ¢6b.  iT8 TRANSMISSION OR THE
REVELATION OF 178 CONTENTS IN ANY MANNER TGO AN UNALUTHORIZED PRRSON IS PROHIBIT-
ED BY LAW,

. BXTRACTS PROM THIS PUBLICATION MAY BE MADE IF NBECESSARY. SUCH BEXTRACTS,
IF MADE, WiLL, BE CLASSIFIEL CONMIDENTIAL AND ACUCOUNTED FOR LOCATLLY UNTIL
DULY DUSTROYED.

RALPH J. CANINE
Major General, US Army
Dircetor, National Security Ageney
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CHAPTER 1
DESCRIPTION

1900 -GENERAL

1801, POLLUX Operation.—The designator POLLUX applies to (he general cryptos,vstém
produced by the cipher machine AFSAM 7.

1002. Category of Cryptosystems.  Cryptosystems emploving AFSAM 7 are (ategory A
as explained in Sertion 2100, AFSAG 12104,

1003, Authorization for Use.--The AFSAM 7 is authorized for the encipherment of messuges
of all classifications.

14, Maintenance. Chapter 5 contains instructions ro be followed in the syaintenance and
repair of the cipher machine by intermediate repair facilitios.

1005. Comments or Recommendations. It is requested that any comments or recommenda-
vions eoncernming the instructions confained herein be submitted o the Director, National Security
Agency, Attn: NSA-G4, through normal Servive channels.  Such comments or recomymendations
should be specific as to page or paragraph number and subject matter. 1t is particularly im-
portant that any instruetions which are not clear, are too brief, or are apparently lacking, be re-
ported without delay in order that any necessary corrections may be promulgated by change or
superseding editions.

|
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1100 - FRARM 7

§141. GeneralThe AFSAM 7 is a kevboard-operated r.\p(«mm <'-,i.;}her maching,  Bach
machine 1s dw\;:ned o wounih ass The rotor slepping nnil (AFRAM 107 and ihe
cipher unit (AFRARD 207 are (U TIAL and registored, T‘af buse (AFSAM T o=
LESTRICTED and registered. [See pl I, pp. 300

1162, Keyboard.—The keyboard vesembles a k»]Lewntw kevhozrd and ran be opevated af &
max!mum speed of 60 words per minute. The kevboard inclu K’w 28 alp hab( kmi\ kb top rive
of which alse includes the nomerals 1ot G 2 “RPTY (Repean) koy, o “FIGT (Piges: kKey, o

L”"" cLerters: key, and a space bar.  When the "RPT™ kev i depressed in Longmxcti'm woith
any operative kay, the machine will onw‘m‘.& continusnsly ualit the “EPTY bey s relenued. The
CEIGT causes g figares shift i the printer so that the kevs in the top yow

will print Bgures,
The “LET” key cauwses the printer to unshift prodoeing lower cage halrers) versions.

1163, Function Congroller.— The positions of Lhe funutiun coniroller and their wifect on the
operation of thy machine are az follow

w07 Posdilon (OF - The power line is open and noe current 1s sepplied to the machine,

o

<P Position (Pl text).

(1) Al keys and the spaes bay wre operative; the machine will pring text exactly as rypad,
The rotors remain motionless during tvping

{2; With the Yunction eantralier {n the 3~" V;mszi‘ion, rolors may be aigned by depre
the individual rotor-sed kevs which are loeated beneath the rotor apertures of the o
unit.

21y

phr

¢ BT Position (Fociphers. - Al kevs and 1he spaen bar are operative. The machine enciphors
wetor strnek and prints the resydt iy fiveleiier gronps,  The rotor maze advancoss:

any che
when the “FIG” or “LET kev is depressed,

@ R Position (Ded phec oAl keys are sperative,  The space bar s neperative.  The mwa-
ehine deciphers the lebters siruck on the kevbonrd and printe the s .;nhmg plain text. The
rotor maze does not step when the “FIG” or “LET key is depwessed.

Note: The numbers 1 through (1 appear on the top row of alphabet keys.  When the "FIG”
kev is struck during decipharment, enciphared versions of the leiters of the top row
wiil decipher as the nuz}*ze;‘im} srpuivalents appearing on the correspending keys
For example, “E7 and 7% appesy oo the same key: i the “FIG” kev s strock,
eniphered “E will dwq,}«e, as 3.7’

1164, Rovtor Srepping Unit—The rolor stepping unit, AFSAM 107, is mounted on the bage of
ihe machine It mav be removed by loosening the fwo captive thamk screws and puding the

urit toward the operaver and up.

1183, Cipher Unit.—The cipher anit, AFSAM 207, is mounted in the AFSAM 107, K hoas a
shaft on which eighl rotor assemblios may be meounted.  The cipher unit may he removed by
depressing 1he sipher unit datches on either side of the upit.

1186, Power Reyuireraents,—The AFSAM 7 is operated from a 21- 31 volt d. e, power supply.

4 03

A power converier smay be sbiained for 1060135 o 206 250 volt (5064 eyels) alternating current.

ONFBENTIAL 3 ORIGINAL
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1208 KEYING MATERIALS

1281, Rorors.

a. Seks of elght rotor assernblies, each set consisting of sight enres, eight retairing rings, seven
alphabet ringe (plus one extra ring), seven noteh rings, and one wide ring, are issued for use
with the AFSAM 7. Rotor zssembliss are CONTIDENTIAL and registered.  Bach set of
roror aszembies i identified by a title and a number.  fach of seven of the rotor assemblies
consists of a core identified by a letter-numbar pattern, a correspondingly numbered nolch
ring, an alphabet ring, and a loek ving; the sighth asembly consists of a core, a wide ring,
and & lock ring.  Bach complete assembly s accowntable by is core nurber,

b, The nowbers 1 te 86 appear on the sides of the alphabet rings and the wide ring.  Bach of
these rings s set with the number designated by the key (st aligned to the bench mark of a
core,  Fach noteh ring is set independently to a letter on its associated alphabet ring according
ta the key list.  The retor assemblies are not reversible.  The wide ring assembly MUST
ALWAYY BE PLACED IN THE POURTH POSITION IN THE CIPHER UNIT.

1202, Key Lists.
a. Cerrain key lists used with the AFSAM 7 bear the designator POLLUX,  Each key Bst is
RECRET and registered® and containg the following maienial for each date:
(11 A dist of the cores to be placed in ench of the eight positions in the cipher unit.
{2y The sefting of the alphabet ring to be used with sach core.
{3: The setting of the wide ring on the core i1 the fourth position.
4. ‘The notch ring to be used with euch eore (listed in conjunction with the letter of the al-
phabet ring to which the noteh ring bench mark is Lo be sefl
53 The rotor assernbliss are listed from Jeft Lo right in the order in which they are to be in-
serted in the cipher unit.
6! A cystem indicator.
: . g bkt s Clea e oy

b. The drrangement of the keving duta in'a POLLUX key hist

A kg

is illustrated helow:

g nn

i 2 5 o4 5 !
e Hoich - C doteh | C Botoh | C Y Koton
;D Alpb Ring | O &lph Ring | O Alph Ring 0 WIDE ¢ ¢ Alph Ring

! R Ring & | R ! R Riag % H RING | R Ring &

[ E Hai 3st i B & Set Set E Bst | B Set Sat
LT i B 2 2.F 2 25 1 11 B

;8 %
| C Notoh |
O Alph Ripng
R Ring % | 35-45 LTR
£ Bet L sk eps
4 12 GEPDT /MXRES] 4.

Nute: Rlank spaces on alphabet rings are indieaied in key lists by the letters which precede
them in the aluhabet printed i conjupction with a plus (43 sgn. Thus, “J47
indicates the space hetween the letter J and K, “"M 477 indieates the space between
M and N, ete.  There are 10 such spaces on each alphabet ring.

o *Latly SGI extracts of NiA-produced SRCRET and reglatered master copies are CONFIDENTIAL and nou-

ragisiered,
CONPHIRENTTAL 11 ORIGINAL
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CHAPTER 2
OPERATION

2000---KEVING INSTRUCTIONS

Y. Rocor Assembly and Armrangement.The clemeniz of saeh rotor are selected and as-
serabled in aceordance with the key lst and each rotor s placed in the cipher unit as soon a3
assembly is complete. This 1= accomplished ag follows, using the sample key list:

18

i,

Nute that the key list contains eight numbered columns, one for each of the eight rotors.
Seleet the core Hsted in the firsy column (7)) and place any one of the alphabet rings on the
core with the designated alphgbet ring nwmber (38) opposily the beneh mark on the fial side
of the cure.

Firnd the noteh ring designated in the fivst colurmn (8) and plaee it on the rotor so tiat iy paired
bench marks bracker the designated letter (G of the aiphabet ving.

Place the retaining ring in position, cheek to see 1hat the correct cove, nuteh ring, and align-
ments have been sel up, then insert the vompleted rotor sssembiy into the cipher unit with
the flat 2ide in.

Repest the process shove for sach of the rotors in turn.  In the ease of the wide ng ARREI~
by, whic %‘ has no associated nofch ring, align the appropriate vamber (23 appearing on the
side of the wide ring to the bened mark of the designated core (23, ad place the retaining
ring in position. The wide ving s placed in the eipber unit by engaging the two lobes on the
ring in the corresponding Keyways in the frame of the cipher unil,

Note: "The wide ring assembly Is alwavs the fourth lated in the key Hst and MUST ALWAYS
RE PLACED IN THE FOURTH POSITION IN PHE CIPHER UNIT.

Wher all rotors have boen asserobled and baserted, place the side of tha ¢ipber unis in position,
and close the slide rateh.  (Note: With alf eight rotors in the cipher unit, the lasi rotor
projects slightly [rom the unit and must, be pressed tn when positioning the side of the cipher
'unii;;

’Oﬁlf 3{) 4'1 (chk

3.

The 38-45 letrer eheck proups ave provided in the kev lists as o means of porforming 2 check

on the operation of the machine znd upon the correotnass of the rotor assembly and arrange-

ment.  The 86-45 check shall be made after each change of rotor assemibly and arrangement.

The checl is made in the following manner:

{1y Alter the rotors have been assemnbled and placed in the maching, turn the eontroller to
“P7 and allow time for warm up.  The cipher machine is readv {or operation when the
hatkr-dighix after the ¢ Fl(y ke\v H“df‘}?f'@"ﬁﬁd - {Heturn to-lower case by depressing bthe- o
L il kﬁ/}” o 2 p N

{2} Hold back the tape release lever (o conserve tape and align the seven visible rotors to
“AAAAAAAY by depressing in order each of the rotor-set kevs,  (The rotorset keys are
locaiad below each rotor window when eipher unit is in place.

18y Turn the controfler to “E."  (Note that the rotor muze steps once.)

“Repeat’” and &7 key simultanesusly

(4 Set the stroke counter to zero, press down the
and hold until 45 letters have been printed.

? NITAL 13 ORIGINAL
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(3) Compare the last two groups of the resuliani endpherment with the 3645 cheek proups
in the key list.  If the groups are nol identical, the ahove procedure should be repeated
with all points carefully checked.

h. If the 36-45 check cannot be made successfully and recheeks have mdicated that the rotor
assemblies and arrangements are correct, dirty rotor or cipher unit eontacts or favhty mechan-
feal operation may be the cause of the troukde and spproprisgte corresrive measures should be
taken. The machine should not be wsed untid the 36-45 check is correct in all respects.

2003. System Indicator and Message Classification.

a. System indicators are the five-letter groups indieated in the key Bets tor in o separaie indi-
catar sty which identifly the specilic POLLATX cryplosvstem ased {or encipherment. The
system indicalor is never enciphered.

5. The clawification shall always be inserted in the beginning of each message within the first
25 letters of the pluin text, and shall be enviphered as part of the message.

2004, Message Indicator. - The message indicator vonsists of five leiters selected at random
by the operator and is used fo determune the message rofor aligranef as cxplained in paragraph
2005, The wmessage tndicatvr shall by different for each wmemsage ov part,  When it is necessary, as
in the case of a service, to reencipbar a message, or part, or any partion thereof, a different mes-
sage indicator shall be selected.  Bona fide fve-letier words, abbreviations, ete,, shall not he used
as message ldicators under any circumstances.

Nuote: Do not deviate from this procedure in selection of message indicalors. A random gronp
must be selected, then aligned. Do not step the rotors to o rovdom alignmend, and copy
the result ws the message indivaior.

2005. Message Rotor Alignment. —The alignmeny of the rotors at the beginning of encipher-
ment or decipherment, constitttes the message rotor alignment.  The message votor alignment
is derived in the following manner:

. Select al random a five-letier message indicator and record it

. ith the contyo at P, align the first five rotors to the message indicator by depressin

b With the conwroller at P,” align the firet f tors 1o th & livator by dep g,
in order, the rotor-set keys:  Repeat the alignment of the first and second rotors on the sixth
and seventh rotors, respectively. The seven-letter result in the message rotor alignment.

For example:
Messnge Indicator...... . ...

D F P {selected at random)
Maessage Rotor Alignment. F P

L D 8B

© o
b w

CONFIDENTIRL 14 ORIGINAL
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200—ENCIPHERING AND DECIPHERING

2101, Application of General Cryptoprocedurss. -Instructions regarding the application of
general cryptoprocedures such as arrangement of indicators and text, division of messages into
eryptoparts and correction of typing errore are contained in the effective edition of AFSAG 1218
or AFPSACG 1211 Messages should be divided into cryploparts with each part containing not
more than 350 groups of cipher text. Bisection anid variable spacing are nol required.

2102, Sequence of Operationy in Encipherment.—-After the message has been divided into
parts, il necessary, it shall be enciphered in the {ollowing manner:

a. Prepare the machine for aperation in aceordance with paragraphs 2001 and 2002, referring
to the appropriate POLLUX key list to determine the rotor assembly, rotor arraugemeni, and
the 3845 letter check.

‘e a message indicator and determine the message rotor alignment in aecord-

T Hiena gnd type the system

0¢ nor ENCE

RypT S Ing THIsg
TH Y SYSTEw Giyrg TRUE iNO o
AT OQ
REFER 70 syppp ey
G 5u; f”L;waF‘JTAHY M’STBUCTM

s.15(1)

O
iy
u«.,

CECULS WLIUH Wiz s
{ollowed by a space, repeat the 1250 LOMtee von .
from that point. If the last group of cipher text doss not contany ave ...
“LET key once and then en\,xpher as many random letbers as necessary Lo mmpkw e
group.
¢. Alter the texl has been enciphered, switch the controller to P type the system indicator,
advance the tape until the printing is elear of the tape channel, and tear off the tape.

2103, Sequence of Operadons in Decipberment,

@. Prepare the machine for aperation in aceordance with paragraphs 2001 and 2002, referring
to the appropriete POLLUX key list (as indieated by the system indicator) to determine the
rotor assembly, rotor arrangement, and the 36-4H check,

h. Determine the mossage rotor alignment from the message indicator received and align it on
the rotors in accordance with paragraph 2005.

e. Turn the controller to *I).”  (Note that maze steps once ag the controller passes from “P
{,O IJ';'\"Y‘)

¢d. Het the stroke counter to gero,

¢. Type the cipher text of the message, exclusive of indicators.  Disregard the spaces between
groups.  The plain text will be printed on the tape in word lengths. The letter “X7 wili
always be printed in the place of “Z” and “Y” in place of “J," e. g, “XEROY lor “ZERO”
and “YUMP" for “JUMP.” '

f. After completing decipherment, advance the {ape until the printing is elear of the tape channel
and tear off the tape,

15 ORIGINAL
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2260 - AIDS FOR DECIPHERING GARBLED MESSAGLES

1ML General.~Whan o wessage garbles during decipherment, either from ihe beginning or
afyer some phiin tuxt has upprarcd, the omwator should first eheek his own work to insure that
e B ot masie an ervar (n serking up the machine of in typing. The posathility that the gurbile
; by dyping ervar fvaeh os an omissdon or repetition of a eipher lettays can he cheeker!
by ngring the conntor roading and resuming tvping ot fhe appropriate point in the cipher tesi,
For t*x::\.n‘[»i;» i e couter reding s 38 when the garble i noticed, Lyping shoald resume with
i ciphee letivr, When the possibilivy of an ervor by the deciphering operator has Zoen

b, enrreei pes given below shoabd be feied. AH errora, except byping errors,
Che rought to Uhe Hion of the ofticer in chargs of the eryptocentar whe shall determine
age or mal) report as spiained in the affective edition of APRAG

cherhier thie orror 1o
P20 ar AFSAG 12

2202, When No Platn Text Appears.

g or adndiganl greups of the beginning of e mespage - Cheek e group coant in the

BRAGH HOAHNE S P

b Hoosne o g, srERe noy feiler Bey ud many fumes as there are raissing
hen denipber beginning sith the firer Froup.
i noasdebind, ot the wdicated number of leiters and degipher.

G Breey Dothe dafe-Bime g
1 ] £ T deepher autg the s zzt‘;. gven in the kay Bat for rhe dade preceding and then for the
e tolinwing the Jdate given in the dateerime group.

e umsing Lhe dabe given in the key st for the date of reesipt and then for
the date procedimg and the date fellowing the date of reveipt,

Tyt e

¢ dnenrrest odifion of fey bt Try o decipher using the koy Hat {or the previcus month and foy
the month feliowimg,

sgprem -y o decipher using the alignment reached ai the end
of the 88 45 letter check

d Dneorrec] savssddge vevor

e Erwapesiison uf fmsf" uf the sienvage rofor alignment (v the aligument of the rotors. ~Transpose

paary of adiges Lrs i the m se rutor ulignment when glighing rotors.  The exchangs
i ; ] a3 s st Hively to oceur when the result forms a pronounceable combi-
wa letiers are ofton used i veverse. For example, LULFPELU aligned as

2203, YWhen Somre Platn Vext Appears.—Procedures in snbssnuent parageaphs imvolve the
performunes of certoiy operations with rotors aligned to the “point of garble.” The point of
garbie is defined as the alignmoent resched by the rotars on decipherment of the last plain-texu
ferter kpown o asstimsed o he eorrecl

. Ladution of one BY YOTE QROEPA,

(b 4 g cheek of bhe group count shows Pthat one or more groups are missing, advance the
roters fo the paint of garbie by striking any key the reguired nuraber of times,  Heeord
the rotor ahprment and the counter reading. Strike any kev (s same number of fimes
as there are missing letiery, ignore the resuif, then try 1o deciphier
If 1his does not rexgdt i plam text, ahgn the rotors o the pomnt of garble as recorded in

11 ubover, then decipher the group fullowing the peint of garble as many times 45 necessary
(without realigning the rotorsr until plain text gppears, checking for plain fext afier
each decipherment.  For example, f the garbled text starts al a counter reading of 95
(1% groupsy, devipher the 20th group as many times as neesssary (without realigning the
roinrsy untdl plain text sppsars.

™
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Added or repeated groups.

{1y If a cheek of the group count shows that one or more groups have been added or re-
peated, advance the rotors to the poini of garbie by striking any letter kev the required
nurmher of times.  Record the rotor glignment and the eounter reading.  Omit the indi-
cated naher of groups and continue to decipher.

{2) 1 this does not result in plain text, decipher the 11th group foilowing the garble as manv
times as necessary (without realigning the rotors) until plain text appears.  Check caeh
decipherment of the group for readable text. For example, if the recorded letter ouni
at the point of garble is 205 (41 groups), decipher the 824 group as many times as necese
sary (without realigning the rotors) until plain text appears. 1 there are nod, 11 SrOun
following the point of garble, decipher the nexi: to the last group of the message as many
times as necessary (without realigning the rotors} until plain text appears,

The number of extra groups can be determined hy subtracting from i1 the number of

times the 11th gronp was deciphered o produce plain texi.

=
U

One letter of o stz-fetter group {made by defective apowing of the mochine) 1s Inst in hazidling, —Ad-
vance the rotors 1o the point of parble, strike any key ance to replave the missing lettar, and
then decipher normally.

Cipher group eonsisting of ondy four letiers~—Record the rotor alignment and {he counter reading
tmmediately before deciphering the four-letter group.  Sirike any letler kev ouce 1o raplace
the missing letter, and then conlinue to devipher.
Now: In case an important word remains garbled in ¢ or 4 above, realign to che point
unmediately preceding the group vielding garbles and deciphar, striking any leiter
Key in a dilferent pogition until a logical word 1z obtained. It necessary, eensuif
a Morse error chart for two-letter combinations commonly transmitied as one letter,
or a teletypewriter garble table fur lecters frequently garbled into function conlrol
symbols.  Hubstitate sueh lelters in the cipher text and decipher.

{ipher group convisting of six letters.—{Qceasionally a six-letter group will be printed becausa
of machine faul(, in which vase all six letters will be required Lo get plain text)  Record the
rotor alignment and the counter reading irumediately hefore deviphering the six-letter group;
then decipher all six lelters of the group and continue to decipher several groups.  If the
rexult is & garble, decipher only the first Ave letters of the group, dropping the sixth, and con-
tinue to decipher several groups. I there is still a gable, drop other letters of the yroup
one at 4 time until plain text resolis.

Two or move letters gorbled in transmission eausing an tmporiant word to by porhally gorbled -
Consult a Morse crror ehart or o telotypewriter garble Luble for letiers commannly garbied
in transmission.  Substitute such letters in the eipher text and deeipher,

One hand of the enciphering operator misplaced on the keybonrd —ONuote that words when de-
viphered retain their correct length aven though garbled.;  Example: AIRCRAFT REGIRT-
ED IOERATUBG IVER SOUTHERB ARFA. (In this example the right hand of the
enciphering operator was placed one position over from the correct position.y Observe the
text as it appears on the tape.  Fit in probable plain-texs words and trv to justify rhem by a
particular misplacement of the operator’s hand.

2204. Special AFS8AM 7 Garbles.— Because of the number of elements invelved, AFSAM 7
rotors arc easity set up meorrectly.  Aw error in eore setting will produce completely undecipher-
able text and a service must be seat. 1, however, a noteh-ring is off-set, it nay producs plain
text for a short stretch before garbled text appears. The number of pussible off-sets precludes
trial-und-error attempts at correcting the alignment. A third characteristic error in AFSAM 7
text 1s cansed by the "“FIG” circuit becoming incorsectly activated. In this case, nuinbers will
appear in place of the top row keys, When the “FIGY circuit is active, numerals will be produced
in place of the lelters assuciated with them (back row of kevs).
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CHAPTER 3
PHYSICAL SECURITY

3060—GENERAL

3091. Custodian,—The custodian of AFSAM 7 and/or decaments pertaining thereto shall be a
commissioned or warrant, officer except in siiuations where such assignment is Impossible.

3002, Accounting.

¢. In aceounting for rotors, an aceeunt for a particulsr set shall include rotors as assembled,
L e, rotor set AB 1 8 shall inclade not only the numbered cores 1 through 8 but also the 7
noteh rings issued with those cores.

b. Commands to whom bulk issue of material has been made will secount Lo the appropriate
izsuing office for all material within the command according to current accounting proceriures.
Far other comnands, normal accounting will he required.

3003, Use and Transport in Alrcraft.—Equipment and assoeiated material for the AFSAM
7 may be nsed and transported in aireraft except that they may not be carried over eommunist
or communist-controlled territory without specific authorization by the Chief of Staff, U. 8.
Army, Chief of Naval Operations, or Chief of Staff, 17, 8. Air Foree.

3004, Dther Physical Security Consideraiions,—The AFSAM 7 base eipher unit, rotor stepping
unit, yotors, and other associated material will be given the maximum security possible under the
circumstantes to prevent unauthorized viewing and physical loss.

Aol

4880, Cleurances.—Cryptoclearance is not required for access to AFSAM 7, its component, parts,
or any associated POLLUX eryptomaterial.  All personnel having access to the AFSAM 7
and ity eomponents will require clearance for information of at least a CONFIDENTIAL class-
tfication m aceordancs with Service instructions. CONFIDENTIAL elearance is required for
aevess to SOI extracts. SIKCRET clearance is required for access to all other key lists.

Bouh - T =R b Do
¢ .

L
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CHAPTER 4
4000--REPORTING VIOLATIONS

4001, General.- Vielations of physiral and eryptosecurily in POQLLUX cryvplosystems shail
normally be reported by following the instruetions in the effective edition of AFSAG 1210 or
AFSAG 1211, Oniy when the effective edition of AFSAG 1210 or AFSAG 1211 is not held,
violations shall be reported in accordance with the proeedures below.

4302, Action by Reporting Stations. - When any of the violations Bsted in Section 4100 occur,
the reporting station shall semd a message report 16 the next higher headquarters holding the
effective edition of AFSAG 1210 or AFRAG 1211 Tor action.

.

b.

The message shall be classified CONFIDENTIAL.
The message shall be assigned a DEFERRED precedence unless it concerns a physicat compra-
mise or a violatton involving fanlty reencrypiion in which case the message shall be assigned
a PRIORITY precedence.

Contents of message reporzs shall be as follows:

(1) State the nature of the violation.

{27 Include the short title and edition designator of the cryptomaterial invoelved,

(31 Inetude the date-lime greup, the means of transmission, the opiginator, and the ad-
dressea(s).

(41 List sl) reencrypuions, retransmissions, and services invelved,  If there were none, seate
“NO LINKAGE™

{4} Cive the length of the message(s) involved,

{8} In the case of physiea! compromise, briefly state the circumstances und indicate the probu-
hility of compromise by using one of the following staternents: COMPROMISE CER-
TAIN, COMPROMISE PROBABLE, COMPROMISE IMPROBARLE, or COMPRO-
MIBE IMPOSSIBLE (as in known destruction by fire).

Send (by muail or courier) a copy of each message involved eractly as transmitied.  Inclode
copies of all services, reemrypiions, and retransnussions involved. These coples shall be
classified CONFIDENTIAL and shall be sent to the same headguarters as that to which the
Message report was sent.

4693, Action by Higher Headquurters on Receipt of Message Reports.

{i.

h.

Refer 1o the effective edition of AFSAG 1210 or AFSAG 1211 and determine the specific type
of report required.  Forward such reports as directed in those documents,

If the reporting station did not melude suflicieni information to muke » [ull report to the
Director, Nationa! Securivy Agency, send an interim repors and request the necessary amplifi-
eation from the reporting station {or, if more appropriate, from the violating station}.

On receipt of copies, forward them to the Director, National Security Agency, i the specific
violation 30 requires.

CONFIDRENTIAL AN ORIGINAL
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1100 SPECIFIC VIOLATIONS

4101. Gencral. Reporis of the violations below shonhi centain, i addibion to the specifie
infurmation requived in paragraph 4002, all relevant information which can aid in the evalaation
of the seriousness of the case.  Violations 1o be reported are us foflows:

a. Any physteal conipranise.

b, Failure (o cumply with any of the instructions pertaining to seleetion and use of message
mdicators (par. 2000 State the eirenmstances,  Por example, if 2 nwssage indicator was
re-used, state how many times, and {or what purposs. If the message indicalor wis nonrandonm,
whatl was used--—a bona fide word?  Was an alignment used which was reached by the rotors
during any phase of operatien?

Faulty rotor stepping. (Do not uge the machine until it has been repaired if more than ons
faulty step is observed.s  1f the rotors did nou move at all, monoalphabetie ssuhstitution wouy
have resulted and all addressees must be mformen] that the message must be considered com-
promised and that iv shali not be servieed.
4. Transmission in the elear of apy alipiment reachied by the rotors during any phase of operaiiog.
¢ Transmission of 8 mesage or eryptopart containing mare than 360 groups. State the num-
her of groups the message contatoed.

? 22 ORIGINAIL
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CHAPTER 5

MAINTENANGE INSTRUCTIONS ¥FOR INTERMEDIATE REPAIR FACILITIES
5000 —PREPARATION FOR USE

5601, General.—The instruetions by this chapier are presented primarily for the use of personnel
who have had no formal training in the mainienance of the AFSAM 7. If followed. the pro-
eedures outlined below will enable untrained personnel to perform emorgency repairs on the
equipinent by substituring vomponent assemblics.  Instructions on preventive maintenance aml
cleaning are also included.

5002, Storage.~ When not in use, store the AFSAM 7 in its carrying case (fig. 1j. This will
protect it and keep it clean.

3003, Unpacking the Equipment.—Use the following procedure iv unpack the AFSAM 7:
a. Place the carrying case right side up and remove the metal shipping band.
b Unfasten the sig cover holding latehes (fig. 1113, and remmove the eover by raising it vertically.

¢. Tip the case downward to the operating position (fig. 1. Place the cover on top of the carry-
ing case, with the copy holder uppermost.

5004. Initial Inepecrion.—Inspect the AFSAM 7 and its aceessoriss for anv signs of damage
or onssions as seon as it is unpacked. A}l cases of damage during shipment, or failure of the
cipher machine to operate in uccordance with the test given in paragraph 5006 should be reported
in detail to the office of issue through normal Service channels.

5005, Installation Procedure. - Following the initial inspection of the sguipment, the AFSAM

7 iz to be prepared for operation in the following manner:

a. Cleaning Rotora. -Thoroughly clean the surfaees of the flat head contacts of the rotors (fig.
4(2)) with a dry, rough, lint-free cloth.  Clean the rotor pressure contacts (fig. 4:8)) by polish-
ing them with the canvas cleaning block assembly (fig. 6(63).
1y Put a small amount of Lubriplate #105 (fig. 6(4)) on a piece of Twilljean (fig. 621} or

any other lini-free cloth,  Fold the eloth, and rub it gentiv between the fingers 50 as fo
wark the fuhricant into the fabrie.

2y Wrap the cloth around the end of a finger and rub the cloth lightly over the swrface of
the rotar flat head coniacts (fig 442)).

(3) No definite time schedule is established for relubrication of the rotors since it is dependent
on operating conditions, However, when the rotors become dirty or dry, repenat ihe
cleaning and lubricating procedures.

1) Do not, use chemieals to clean the rotors or any other plastic parts. They might have
an injurious effect on the material

b Plucement of Roiors—The rotors (fig. 5(2) and (193} arc placed in the vipher unit assembly
shell {fig. 4/13)) so thai when the cipher unit is completely assembled, the rotor pressure
contacts face toward the right-hand end plate assembly (fig. 50187,

Note: See paragraph 5203 for instructions regarding the removal and replacement of the
cipher unit.

CONTHYENE 23 ORIGINAL
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1y Place the frst three rowors on the shaft in their proper sequence (sce par. 20013, and slide

rhem inte the shell

Nesr, place the statiogary votor (g, 52 on the shafv. and position it so as to aligh

its tabs with the two machined keywavs in the shell. One of these kevways iz of greater

width, insuring proper alignment.

% Place the remaning four rators ou the shail iy their proper sequanee, and slide them inlo

the shelt,  Phe lusl rotor will have a tendency to remain outside the shell.

31 Place the right-hand end plate assembly on the =hatt, and compress the votors into the
shell until the right-hand end plave iateh (g, 5 }

)

—

T ocan be engaged in the machined
proove on the rator shale, thus locking the rotors within the shell,

G0 Tae end plate assemblies of the cipher unit extond through the stepping univ and make
vornection with pressare contacts tfig. 5(81: on the contact panel.  Take cove that these
cwriards and ke end plate assemblies are vet davaged during removal or tnsiallation of the

{7

cipher wnil.

G Repince the cipher unit.

~The typewriter ribbon s coutained on two metal ribbon

spools (10 ftoe fed down and sround the figured wheel (8g. 1) in the ribbon track.

bl instadlatmn of the ribbon may differ in appearsnee from the normal operating traek-
ago becwuse of the direction 1n which ihe ribbon is wound during manufacture.  The driving
action of the mechanistn iz such that both spools rotate counterciockwise. The ribbon re-
versing mechanism is wo designed that after the ribbon has once been completely unwound
from Lhe new netal sponi, the normal rouke ol the ribbon wiil be assumed automatically.

The ribhen 18 normally unwound from the fop right of the Jeft-hand spool, and travels down

around the rivbon Uack and up to the top right of the right-hand spool.  The new ribbon is

tstulled in the following manner:

(10 Raiwe the latelies of the two ribbon speols and withdraw the spools from the shafts of
the reel drive plates.  Disconmnert the nbhon {rom the emply spool,

o Unwind appreovimately # inches of ribbon from the new full spos), and attueh this spool
to the lefy reel drive plate.

(8 Attach the free end of the ribhon to the empty metal spocl.  The ribbhon should be
threaded onto this spood from the lop right.  Make sure that the free end of the ribbon
ix passed through the hub of the spool and up onto the serrated teeth which should plerce
tre ribbon, b this manner. the pull of the ribbon is constantly against the serrated teeth,
and will not tousen when the end of the ribbon is reacned and the direction of travel re-
versed,  Attach the empty spooi o the right reel arive plate,

i Rewind any excess slack in the ribton unto the {ree-running spovl,

Yin i

e, fustaifat

W

astalintion of Paper Tape~~The roll of paper tape i3 Loused i the paper tape container

(g 10107 at the right side of the printer ass cmbl_\-. 1t is positioned under tie figured wheel

Ly means of a guide bloek and paper tape mude.  The roll of paper tape iz installed in the

followimg manner:

(11 Release the spring hood asserubly by turning the swive: pin assembly 99 degrees (fig.
3i1R51. Restrivt the upward travel of the spring hood with the right hand.

(20 Flatten the roll of tape by tapping it against the carrying case ar any other suitable flat

olyjees.

B Vear off the first wrap of tape and discard it Unroll approximately 1 foot of tape.

'3t DPlace rhe roll of tape between the sides of the paper tape container.  The end of the tape
should come off the bottom of the roll with the gummed side up.

(31 Depress the roit of cape into the paper tape container, and secure the spring hood assem-
biv by mesns of the swivel pin assembly.

24 ORIGINAL
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(&1 Tarm the free end of the tape around the guide block of the paper tape container. and
pull the tape until il is taut and exiends past the paper tape feed roll (fig. 20813,

(70 Hold the tape around the guide block and thread the end ol the tape through the paper
tape guide, with the gummed side of the tape down.

(&; Push inward against the feed roll fullower assembly (fig. 209V, and slide the tape between
the paper tape fead roll (g. 2(8:) and the feed roll follower.  Release the fesd vol) follower
assembly, allowing it to ride on top of the paper tape feed roll, holding the tape in place.

191 Cheek the tape to see that it is smooth and oawrinkled.  Push inweard apgainst the feed
roll follower assembly, and take up any slack in the tape.  Release the feed voll follower
assembly and tear off the excess lupe by grasping the loose end and pulling upward and
cubward with a sharp motion.

e. Cenneeling Fower Supply —The AFSAM 7 s designed io operate from a voltage supply of
21 to 81 volta DO, The source of power must be checked ro see that it is capable of supplving
power within the <pecified limits.  After checking the power, connect the AFSAM 7 to the
pewer source by means of the power cable.  See paragraph 5108. Yhe sugvand

CEm § ke PP Ch- Ve, Y Tus U TS 2T Shim, Pt el

3006. Test Procedure.The following test procedure is to be used i ihe mitial set-up of the

equipment, to check the operation of the AFSAM 7 following any prolonged pericd of time during

which the cipher machine has not been operated, and also for the diagnosis of trouble in the
equipment.  While nat infallible, 1t will, in the majority of cases, localize trouble to Iajor coum-
ponents,  The test is designed 1o check the cipher machine- pot particular keving elements,

The test sequence lsted below must be followed, or the lrouble chart in paragraph 5301 will not

apply.  The procedure iz arranped so that onve a component has heen checked for proper opera-

tion It may be eliminated as a possible source of trouble in any subsequent test steps. During

the test, as during the normal operation of the cipher machine, typing at speeds in excess of 60

words per minute will result in malfonctioning of the equipment and the dropping of characters

in the repraduced text. In the event that improper results are obtained during any of the follow-
ing tesi steps, refer to pavagraph 5301 for the appropriate trouble-shooting procedures.

a. Plain Texd — With the external power supply connected to the AFSAM 7, rurn the sclectar
bandle tfig. 34133} from the O off) to the P (plainy position. The motor generstor will siart
and run cuntinuously, and the figured wheel will rotate in a clockwise direction as viewed from
the front.  Wait approximately 156 seconds for the tubes Lo warm up,

" (1} Depress the FIG key. The neon glow lamp (fg. 57950 should light.
2y Depress the LT key. The glow lump should go out.
8) Set the counter (fig. 3(M)) to zero.
) Type the following test zemlence: THE 236TH QUICK RED POX JUMPED 780
TIMES OVER 1468 LAZY BROWN DOGS.  The reproduciion on the paper iape should
be the same, and the counter should register 66.
{(6; Mark this part of the paper tupe © £1.
(87 Depress the X kev and then the RPT key.  The machine should print a continuous jine
of X’z in a rhythmical manner. There should be no blank character spaces between
the X's.
(7} Depress one of the seven set keys (fig. 208).
iar Hold the set key depressed. 1is assoviated roter should step continuouwsly, in a
vhythmical smanner.
{by Momentarily depress and release the set keyv. ‘I'he associated rotor shouid step one
position only.
fe) Repeat skeps (a3 and (b) above vntil the rotor hus completed three revalulions.

(8) Repeal the steps in subparagraph (7 above for each of the six remaining sef keys.
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b, Fwcipher.

{1y With the seleetor handle in the P position, =et the seven rotors to A by means of their
respective set Keys,

121 Turn the selector handle from the P to the E (encipher) position.
iz} The cipher machine should cyele onee,
(o, The paper tape nechunism should feerd the paper tape one space.
twr There should be no printing on the paper tape.
i) At least three of the rotors should step one position.

&1 Set the counter fo zera.
4> Depress the X key and then the RPT kev, and hold them depressed until the counter

registers 1004,  The eipber machine should print 200 groups of 5 letters each.
{5y Mark this purt of the paper tape 227
&5 Note the reading of the seven rotors with relerence {o the cipher umil index marks on the
shell fig. 1431, Record the reading on the end of tape #2.
arn the selector handle from the £ to the P positivn.  The machine showdd eyels onee.

4. :7

Repeat. steps (1) throngh 4} abuve,

{9y Mark this part of the paper tape “ %37

{107 Compare the reading of the seven rotors with that obtained in step (6; above. They
should be identieal

(11 Compare paper tapes #2 and #3.  They should be identieal.

{12y Turn the selector handle from the E ro the P position.

1133 Repeat steps (1) through (3} above.

(147 "Pype the sample sentence given in subparagraph a 41 above.  The eipher machine should
print fourteen S-letter groups with a group of 2 fetters at the end.  The glow lamp should
light each of the three times the FIG key is depressed, and go our each time the LET key
is depressed. The counter should register 72

(357 Mark this part of the puper tape *' #4.”

e, Decipher.

{13 Turn the selector handle from the E to the P position.

(2} Repeat steps (1) through (33 in subparagraph 6 above, except that in step (2} turn the
selector handle from the P to the D (deciphery position,

i8; Type the enciphered version of the test sentepce as reproduced on the parl of paper
tape marked %47 The glow lamp should go on and off three ties during the typing.
The cipher machine should reproduce the test sentence in =ubparagraph (4) below.

Note: **~" indicales one space.

4y THE - 236-TH-QUICK-RED-FOX-YUMPED -- 730 -- TIMES-OVER - 1459--LAXY -

BROWN-DOGS.
5 The counter shouid register 72.
Note: The space bar will not operate in decipher.

&

d. Canclusions.—The test procedure above determines that the cipher machine is operating cor-

rectly.
5007, Operation of AFSAM 7 in rhe Office Case.~—The operation of the AFSAM 7 i its
offive rase (fig. 20 is essentially the same as vperation in the carrying case. Subparagraphs
5201a(1; and b{2) contain instructions on the removal of the AFSAM 7 from its carrying case
and installation of the machine in the office case.  After the muachine is seeured in the office case,
perform the test proveduwre given in paragraph H006.
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5048, Trrors in Reproduction.—The two classes of errors which may canse the ¢ipher machine

1o function incorrectly are operationsl and functional.

4. {iperationael Evrovs —~Operationa) errors are doe to mistakes wade by the operdtor in either
setling up or opevating the equipment.  They cun be largely eliminated by the wse of proper
ware on the part of the operator.

b, Fanctioanl Kreors. Funclional ervors eonsist prineipally of troubles due to maladjustments,
dirty contacts, shart or open cireuits, or power failures. 1T the operator cannol correct the
functional ervors by component assembily replacement, the equipment should be sent through
nermal Serviee channels o a mgher echelon for the necessary repairs.  Hotors shauld be cleaned
and habrieated in accordance with the instructions in subparasraph 50054 hefore being used.
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F180--COMPONENT ASSEMBLIES

5101, Cipher Machine, —The APSAM 7 is composed essentially of the following assembhas:
a base, kevboard with the sliding contact board and guide ral, contact panel, printer, stepping
unit, and cipher unit.

5102, Buse Assembly. —The magnesium base assembly g, 5012): forms a supporting frame on
which the other components of the ciplier machive are mounted.  Pracks machined along its
fowr sides, and two aitached brackets provide shock meninting within the careying ease. Pads
and inserts are poaitionsd throughoul (he base 1o provide the means of locating, fastening, and
supporting the olber components.  The rracks ab the feont cornars engage a double set of shock
rmounts in the carrving case, providing maximum support al these points.  Four inserts in the
corners provide for monuting the base within an office case. A spring-loaded stop pin projects
chruugh the botiow of the case.  When the cipher machine ks drawn forward (n the carrving
case, the spring-loaded stop pin engages the ot in the carrying case spring stop. This limitg
che ¢ipher macking to its npmumg wwition, and prevenis unomentional withdrawal.,  Depression
of the speing stop allows full removal of the cipher machine,

5103, kevboard Assembly.—The ke:}-lmm‘n assemmbly (g 321 s located at the front of the
cipher mae liine, and iz remevable as a anil. 1L funciions as & typing keyvboard, and, in conjunc-
Fow with g aliding contact hoavd 'ar;»e'm'l.i;. estabishes the various cirewits of the eipher machine.
Tha kevhourd amembly s muaniad divectdy on the contact panel assembly iz, G, and s
Sherelore tentated Do the base of the aipher wactune, A power eable and cover plate a»wmblv
S 10T and 311 and two fose holder assemblies (g, 31103} loeated at the righe end of the
kevboard assembly provide the means of introdueing electrical power to run the cipher machine.
The sliding contact hoard ami guide rail assembly fig. 4(3)1 les divectly below the keyboard
assembly, above the forward area of the contact panel assembly. i functions s # Teur-pusiiion,
mal@ieireais switehing deviee, and, as far as this pubhlication i concorned, will be discussed as part
of the Kevboard assembly.

5184, Contact Pangd Assembly. —The contact pancl assembly (fig. B{3LY 1s attached directly
by the cipher wachine base. It provides the intevunit wiring of the cipher maching, contains
the fxwel contacts that establish rae interunit connections, carvies the various electrical cirouit
pompapents, and i the meunting base te which the keyboard is secured.

510%. Printer Assembiyv.—The printer assembly ifig. 8(19; and 4.7} s mounted on the left
sidde of Fhe base sasembly by means of four captive mounting serews, and is removable as 2 uait,
14 provides the mechanicsl power for the cipher machine, the high voltage used in the electronic
eiveuits, and the precisely-thined etectrical pulbses which initiate the printing of characters on a
paper tape, 1L also provides antomanie opening and closing of predetermined cireuits at the proper
tines, and autematicnily spuces the paper tape and the inked nibbon.

5{06. Stepping Unit Assembly.  The slepping unit assembly (fig. 315 and 415 is mounted
al, the ngh: center of the cipher machine, and is removable as a unit. It also may be removed
with ihe eipher unit atlached. It actomatically steps the rotors of the cipber unit in a definite
pattern duzing encipherment and deciphevmens, and provides a means of sbepping rotors indi-
vidually by means of the rotor set keys. A counter mounted on the front of the rotor stepping
unit records each ¢vele made by the cipher machine.

5107, Cipher Unit Assembly.. The cipher unit assembiy (fig. 203} and 3{7}. is attached Lo the
stepping unit by means of the vight- and left-hand cipher umt latches (ixr;r. 2(41) which engage
the rotor shaft. 1t provides the means for enciphering charuuwrs in a definite bui wrreeogaizable
pattern by mean® of eight (seven movable and onc stationary} rotors which are housed within
the unit. Sinee there is a definite pattern to the ennphfred version, the cipher unit assembly
also provides the means for deciphering characters in the same sequence.
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5108. AC Power Converter Assembly. - The AC power converter assembly (fig. 1(6) and 3(3))
is designed to supply 21 to 31 volts DC for operation of the AFSAM 7. The power converter
selector switch, locuted un top of the power converter (fig. 3(4}) may be set to allew operation of
the converter using either a 100-125 or a 200 250-volt, 50 -68-cvele, AC input power source.
Gne side of the input ro the power converter is fused 1o prevent injury to the cireaits hy accidental
connection to a 200-250-volt power source when the selector switch is set for 100-125 volts.
The other fuse holder on );he converter eontains a spare [use (fig, 3(2)). "The Curvaed™
f;-.wfsun\??c Bt ok TR BB SAM iy p g AoAta

5109, Carrying Case Assembly. -The carrying case assembly (fig. 1711y is designed so that
the cipher machine may be operated while partially within the case, |i provides a shock~ and
water-resistant container for transporting the cipher machine either by hand or on a standard
pack hoard. Fittings within the case provide n copy holder (fig. 125}, and storage for the oper-

ating light, cable, additional paper tape (fig. 1{8}). and spare typewriter ribhons.

5110, Accessories and Case Assembly, - The accessories and case assembly resembles the
carrying case in outward appearance. However, it is equipped with interior Gttings for storage
of accessory and sparve equipmant for the AFSAM 7. "The contents of the anCessories case Vary
with the installation where it is employed. The fully equipped accessories case normally con-
tains the following equipment: a base asserably on which the various components are mounted
and in which ig a drawer, an AC power converter assembly, a stepping unit asserubly, and rwo
cipher unit asserablies.

31tl. Offtce Case Assembly. - The office case assembly Hig. 2y provides a means of storing and
transporting the AFSAM T under office eonditions where the risk of damage {rom blows or ex-
pasure is loss than under field conditions.  The case is made of aluminum and does not eontain
sealing gaskets or shock mounts.  The AC power converier assem biy (see par. 5108) iz mounted
inside the case, at the rear, with an attached cable for connecting to a standard AC receptacle.
The power eable for the cipher mashine altaches to the converter inside the ease. The double-
hinged cover (fig. 2(23) folds back to provide a rack for holding copy {fig. 2{1;:.
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CONPIDENTE— AFSAG 1236
5200—-SUBSTITUTION OF COMPONENT ASSEMBLIES

CAUTION: BEFORE PERFORMING MAINTENANCE OF ANY TYPE, TURN 'THE
SELECTOR HANDLE TO THE O POSITION, AND DISCONNECT THE
POWER CABLE FROM THE POWER SOURCE.

5201. General.—Before undertaking the removal or substitation of component assemblies, it
may be necessary to remove tha cipher machine from its case.

&, Carrpng Case.—The cipher machine must be removed from the carrying case for removal of
all components except the keyboard assembly.
(13 To remove the cipher machine from the carrying case (fig. 1), press down on the stop
apring which is mounted on the inner bottom of the case, and withdraw the cipher machine.
(2) To replace the eipher machine in the carrying case, position the machine 30 that the two
grooves in the hottom of the machine ride on the two bottom rails in the carrying cuse,
depress the stop spring, and slide the machine into the case.

b. Office Case.—The cipher machine should be removed (rom the office case for removal of all
components except the keyboard assembly, cipher unit, and stepping unit.

{1} To remove the cipher muchine from the office case (fg. 2), foid the cover of the case to
its full rearward position. Disconnect the cipher machins and power converter cables
(fig. 2(6)1. Remove the four mounting nuts on the bottom of the case, and lift the cipher
machine out of the case.

{2: To repluce ihe cipher machine in the office case, fold the cover of the case to its full rear-
ward position. Place the machine in the case so that the four mounting studs fit into the
holes on the bottomn side of the case, and replace the four lock washers and mounting
nuts. Tighten the nuts, and connect the cipher machine and power converter cables.

5202, Reyboard Assenbly ‘

a, To rrmove the kevoosr Ly t,m.,(], g Bibj), Larn bths selector
handie {7 ,,.Juj,, o the T 2osition, lonsen tm' :ive \8,[-)0-'”«1 wssenbhly
captive sorews {iiz. 3(14)) u«*im the ifi-inch plastic randle Allen Kay
(‘1{4. énf;l,, snd J.nt ihe nﬂsunb‘_y {ram whe wmmt pane.].. 1t done with
care, Lths ‘.\;1 )i g contact Lo md 311 romedn in vegltimn oo thu coabnct
:;:nc;’l wibths 15y

SAUTION:

"AVo

«v\ assen

i l‘u

' ihl ey

ahroon PR

Le Vo rerlace bthe ssyboard e,mrbl}, g on eath ol the. ;i"e on
' < turm tham connuereloc 1 thay serew up sl
tha Reyboard hoh‘ﬂ.ﬂg,. Here supe thie 6h s contacet board
ly x4 up. Lerefully place the cont ac.:.. wosrd on the mntact
sivion the it Lhe ‘ef’c suds of tre mide rails wre
ths iolle ausenbly (plunger szssemtly below the tape Jéed wheel,;
¢. Cerafvliy reniace the Keyboard N—m'b'y on'the contact Lanel.
T WS A © e neoessary o wove bhe selectsr hawdlie wiigntly s thsb
ahaard assembly i 1l seat itsell imperly.

e
A. Tghten tne canbive serewe.
5203, Cipher xmt, Assembly.
2. To remove the cipber unit aesembly, lift up on tne right-arnd left-hant

cipher wnit latches (fiz.1{5}), nd lift ths cipher unit sseembly vertically

foom the stepring unit. .
. ™o replecs the ciyner vnif, carefully place it on the stepp unit, with

the rotor windows fueing the [icat of the mechine, Fren downwerd on the oisher
iﬁbh ¢l pcr wndt latch down over the gotor shaft, z’reu gown on tte
“‘?r.m- un?%o ‘

J')(. \'u[ tuu -nf oy ska.fr\f ||>\ POS‘ +\°n~
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5204. Stepping Unit Assembly.

“a. To remove the stappins unit, loosen the two captive thumb screws (fig. 1(8) and 8(8)) and

lift the unit upward and alightly toward the front of the cipher machine.

b. To replace the stepping unit, tilt it backward at approximetely a ,
45~legres angle and engage the slote in the stepping unit blocks :
with the slots in the mrunting blocks cn the base of the cirher
machiae, Be sure thal the rotor stepping crenk (fig. 4(16)) Pits
into the yoke of the drive link assewbly (fig. 4(8;), and lowar the
unit intn rlace,

CAUTION:  CAHE MUST B3 TiniN NOT 10 »3MD THE PLUNGLR CONTACTS Gil
Trk CORTACT Palil. ASHSR-AY.
¢, Tighiten the captive thumb screws.

5205. Printer Assembly.

CAUTION: WHEN HANDLING THE PRINTER ASSEMBLY, DO NOT GRASP SUCH-
PARTS AS THE PRINT MAGNET (fig. 2(T)), TIMING CAM SWITCHES
(fig. 4(9)), OR CLUTCH TRIP MAGNET (fig. 8(17)). THESE PARTS
HAVE SOLDERED ELECTRICAL CONNECTIONS AND DELICATE AD-
JUSTMENTS. HOLD THE PRINTER ASSEMBLY BY ITS HOUSING

(fig. 3(19)).

a. In order to remove the printer assembly, the rotor stepping unit (par. 5204) and the left-
band support bracket (subpar. b below) must first be removed.

b. To remove the left-hand support hracket (fig. 8(20)), loosen the three rear bracket captive
screws (fig. 3(15)) with the ¥4-inch T-bandle Allen key (fig. 6(7)) and the front. bracket cap-
tive screw with the 3¢-inch-1-shaped Allen key (fig. 6(8)).

¢. To remove the printer assembly, loosen the four printer assembly captive screws (fig. 8(16)
and 4(11)) with the %s-inch T-handle Allen key (fig. 6(8)), and lift the printer assembly
vertically from the contact panel.

d. To replace the printer assembly, position the printer so that the four studs on the assembly
line up with the four inserts on the base asscmbly, and tighten the four printer assembly cap-
tive screws into the inserts.

5206. Contact Panel Assembly.

CAUTION: WHEN HANDLING THE CONTACT PANEL ASSEMBLY (fig. 6(11)),
GRASP IT BY ITS EDGES. BE CAREFUL NOT TO EXERT ANY PRES-
SURE OR FORCE ON THE ELECTRICAL WIRING OR ELECTRICAL
COMPONENTS MOUNTED ON ITS LOWER SURFACE. EXERT NO
SIDEWAYS PRESSURE ON THE EXPOSED TIPS OF THE PRESSURE
CONTACTS. WHEN PLACING THE ASSEMBLY FLAT ON A TABLE
OR BENCH, SUPPORT IT NEAR THE FOUR CORNERS 80 THAT THE
ELECTRICAL COMPONENTS DO NOT REST DIRECTLY ON THE
BENCH TOP.

a. Before the contact panel assembly can be removed, it is necessary to remove the following
components: keyboard assembly and sliding contact board, cipher unit, stepping unit, leftw
and.right-band-euppert-brackats (8g.2(8).s0d-4803y and the printer assembly (see par. 5201

thru 5205).

5. To remove the contact panel assembly (fig. 6(11)), loosen the six contact panel mounting
screws (fig. 5(13)) with the 3g-inch plastic handle Allen key (fig. 6(10)) and lift the contact
panel vertically from the base,
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Ta replace the conlact panel assembiy, place 1t flat on the base and tighten the six contact
panel mounting screws,

Noter Be sure thut the electrical wiring is nol piached Letween the contact panel assembly
and the metal supporting and mounting studs.

When replacing a defective contact panel assembly with a new one, it iz necessary to Lransfer
the neon gow lamp (fig. 5{90) and the six tubes (Rg. 54}, {5}, (65, (7Y, (16}, and (A7) from
the old to the new contact pane} assembly.

{17 Taremove the nson glow lamp, unserew the plastie pover, twist the Jamp connterclockwise,

and lift it from the socket.

To replace the glow lamp, jnsert, it in its socket so that the projections on the lamp line

up with the slots in the socket, push the lamp downward, and twist (f clockwise until it

is locked in place.  Serew on the plastic cover.

(27 To remave the tubes, first remove the metallic shields by depressing rhem and turning
themy counterelockwise until they can b Weed off verdeally, Then, grasp each tube
firmly and pall # out of its socket.

4y Yo replace the tubes, maleh the projecting pins on the bottom of each tube wirh the holes
tn ihe bube gocket, and press the nbe down femby untdd it s properiy ssated.  Replace
the metallie shields,

MY, AL Power Converter Assembly.

&,

Tu romove the AU power converter (fg. 1(8)) from the offive ease:

(1 Liscounect the power cable (fig, 206Y) from the cipher machine 1o the power converlar,

2y Unwind ihe inputl power cord rom the rear of the cage.

{3) Loosen the fowr power converter eaptive thumb serews (fig. 311}, and withdraw the
power converler (rom the offiee cuse.

To replace the AC powsr converier in the office case:

(1} Thread the AC power cord through the hole in the rear of the office case,

{2y Plave the power converter in position amd tighten the captive thumb svrews,

% Connect the power comverter powsr cable (g, 2(6%) to the cipher machine power cable,
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5308 --TROUBLE SHOOTING

530L. Simplified Trouble-Shooting Chart.—Following is a simplified trouble-<hooting ehair,
This troubide-shonring chart is 20 be used only in conjunction with the tost provednre outlined in
paragraph 5608, This s not a complete trouble chart,  Tle main pwrpese s to assodate the
trovbles as indicated in the o Bh the major compenent must coramonly responsible,  The
troubles s remedies are indexad by the test paragraph number within which the trauble wifl

<. lostruetions partalning to the removal and replacement of companent uasembiiss ave
eontaimned W section 8200 of this documen:.

Test Poy.

N, 5068 Trouble und Hemedy

8. Motor deoes g0l operaie
b Cheelk power calde terminal sonnections
2. Replace fuses
5. Heplave power sapply
4. <heek and clean conlaets under keyvboard assembly
5. Cheek and cleay condacts on hoth sides of sliding contact board
6. Cheek and clean contacts ander privter asseruhly
Replase assamnblies found with defective coninets
B, Keplace printer unii
9. Replace heyhoard assembly
Replace siding eonraet board
Replace eantact panel assembly

S
-~

O e

Aotnr overspeeils
1. Replase printer assembly
2. Repiace power supply

el ... Neon glow lamp dnes not Hyght

oy

Ruplace neon glow lamp

# 2 Replace shift tube
20 Chek and clean couiacts under keyboard assembly
4. Cheek and elvun contacts on both sides of sliding contact board
F Check and elean contacts under printer assembly

Replace eompougnis which have defective contacts
Replaee printer assembiy

~o

Replace contact pans{ assembly

a(2) ... .. Neon glow lamp does not go out
# 1. Ruplace shift tube
3. Check amd elean contacts under kevboar? asserubly

3. Cheek and clean contacts on bath sides of stiding contact board
Replace keyboard assembly
Replace sliding contact board
6. Repiace contact panel gssemnbly
aldy .. Countwr does not reset
1. Replave stepping unit
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Test Por.
No. 5006 Troutide and Kemedy
a4 . No printing on tape

¥ 1. Replace print tube
2. Replace sharpener tube
W 3. Replace gale tube
4. Replace printer assembly
5. Replace keyboard assembly
%, Replace sliding contaet board
Replace contact panel asserably
Poor quality of printing
# 1. Replace print and shacpener tube
2, Replace printer assembly
3. Replace contact panel assembly
[ropped characters-—do not prin:
1. Check and clean eontacts under kevboard
2 Check and clean eontacts on hoth sides of sliding contact hoard
3 Check and clean contacts under printer assembly
4. Replace componenis which have defective contacts

Ne spacing on tape
L. Replace printer assembly

Poor spacing on tape
1. Check paper tape for sticking
2. Flatten paper tape roll
2. Replace printer assembly

{.etters print insiead of numerals

sk 1. Replace shift tube
2. Replace printer assembly
4. Replace contact panel assembly

Repetitive printing or spacing
1. Replace gate tube
2. Replace printer assembly

a(6) ... .. .Print one character only and stop

1. Check and elean contacts under keybourd assembly
o Check and clean contacts on both sides of siiding contact board
3. Replace unit which has defeclive contacts
4. Replace contact panel assembly

Repeats in a nonrhythmic manner
1. Heplace printer assembly
2. Replace contact panel assembly
(T ). ROTOP Or rotors do not step

1. Check and clean contacts under stepping unit
2 Check and clean contacts under printer assembly
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B Mete  Wm



RELEASED UNDER AIA. INFORMATION UNCLASSIFIED

DIVULGUE EN VERTU DE LA LAl RENSEIGNEMENTS NON
CLASSIFIES

DOCID: 3842301

AFSAG 1236

Fest Par.

No. 508 Trouble and Remedy
4. Replace units which have defective contaels
4. Replare stepping unic

B2 <o Machine fails to make automatic eyvele
1 Checl amd clean contacts under keyhoard assembly
2. Cheek and clean contacts on both sides of sliding contaet board
3. Replace anit which has defective contacts
4. Heplave keyboard asserably
5. Replace siiding cuntact board
6. Replace contact panel assembly

B{2:idj........ No rotors step
1. Check and clean contarts under keyhoard assembly
2. Check and clean contacts on both sides of contact board
3. Replace unit which has defective contacis
4. Replace stepping unit
One rotor sleps :
1. Replace stepping unit 3

B4).............. No printing o stops printing before eount is reached
1. Cheek aust cluan econtacts under cipher unit
2. Check and clesn contacts under stepping unit
3. Check and clean contacts of all rotors and apply Lubripiate
4. Check and clean contacts of end plate assembiies
5. Replace units which have defective contacts
6. Replace cipher unit
Replace stepping unit

Does not, print five-letter groups
1. Replace printer assembly
2. Replace keyboard assembly
8. Replace shiding eontact board

H{10)........ Rotors do not agree
1. Replace stepping unil
2. Replace eipher unit

G(lly. . Tapes do not agree
1. Replace stepping unit
2. Replace eipher unit

b{14)...... .. Beventy-two characters not printed
1. Retype sentence
2. Check and clean contacts under cipher unit
3. Check and clean contacts under stepping unit
4. Check and clean contacts between cipher unit and rotor stepping unit
5. Replace units which have defective contacts
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No. &0k Trouble and Hemedy

5. Choek, clean, ane apnly Lubripiate to contacts of all rotors
3y 3 P

7. Cheek and elean contacts undor kevboard

Check and clean contaets on both sides of sliding eontact board

iow lamwp does not lgal whan FIG key is depressed
Chock and elean contacts wrler keyboard assembly
2 on buth sides of shiding contucy bowrd

i 8

2. {‘heek and clean contae
2. Replace unil which bas doleetive contaets
4. Heplace privter assembly

glow lurgs Hehts but machine doss not print

i. Replace printer assembly

WNeon glow lamp does not go out when LET key is depre:

1. Heplace printer asssinbly

RN C U BDoes non dectpher
1. Hetype eneiphured version 2nd verecipher

2. Hepluge stepping unit

3. Replace cipher unit
Letters and numerals garbied

1. Replace printer assembly
2. Replace stepping unil

5. Replace civher umit
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5400 CLEANING
5401, General Instroctions.—-Clesning should be earrisdd oul as presertbed i these instrue-

tians, and should be confined o the items specified.  Take care not to disturb springs or atjust-
ments,  Dirt and dust are 0 be removed frum the exposad surfaces of the maching with th

hrush-type eleaning brush (fig. 61 ’i‘rnuhic« frequentlv develop later as a resuit of careless
cleaning.  The instructions in this cction have been purpesely arranged to prevent such trouvles,
andg it s thevefore important that they be closele lollowed. %
a. Fregnensy.— Scheduled cleaning pericds cannct be defivrtely preseribed because o ovarying ‘
opsrating conditions.  The factors of duat, humidity, temperature, and the volunn of trafiic |

must be taken into consideration when seiting op eleaning sehadules.

b Awthoriiy--- Obrain the necessary authority {or release of the equipment

5482, Fiat Head and Pressure Contacts.

o, Flat Heud (omtacis.—Thoroughly ¢lean the flat head contacts {fig. 472 and ;‘1:31, '>x*<i Bild;
and (151 wnth 3 mm.,h‘ {Jz':, cloth.  Put g small guantity of Laibnplate s 3
pme of Twilljean #(2: or any other lnt-free cloth.  Fold the cloth snd mb it "f.’ﬂtt}_'
Bbetween the fingers so 4s to work the lubricant into the fabwic.  Wrap the cloth around a :
finger and rub the cloth lightly across the contact surfares.  The lubricant should e worked ‘ b
irto the contacts and all excess wiped off, v

b, Fressure Condacts,—Clean the pressure contacls by pobishing them with the canvas
block assembly., Do not pat Labriplawe on the pressure contacts.

feaniny

Note: A1 et head and pressure voutacts (g, 4 and 5 shoold he thoroughly cleaned when-
ever a component assembly is replacest

5403, Cipher Unit Assembly.—Remove the sipher unit see subpar. 5203¢),

vooand sliding the snd piate
Pl shide off the shafi.

2. Hemove the ugzh Mnd end plate by valsing ifs lateh fig. 5 &
off the rotor shaft.  Take cave not o Hyp the assembly or the rotors

b Inveri ihe eipher unit shell assembly, allowing the eight roturs to slide off the rolor shalt,
CAUTION: NOTE THE SEQUENCE IN WH '("I'{ '}", El()i(;Rh ARK REMOV T*‘D
O THAT THEY MAY BE REPLACED IN THE SAME ORDER
5027 and (193, and par. 20015

r. pan the preenee sonteetsdig.dilbr-and-she flay head contacts of the left~ and right-hand
end plates (see par. 5402}

d. The following procedure is to be used for cleaning each of the eight raig
i17 Clean the pressure contacts using the canvas cleaning block {fig. 66,
2+ Clean the Aat head contlacts [see par. 5402},

3464. Srepping Unit Assembly,

4. Remove the rotor stepping unit (see subpar. 5204a).

B Clean the conlacts of the twa reentry blocks (ip. 4{(17)). Clean the stepping umi contact
bloek (fig. 4(187) with the canvas cleaning block.
5405, Printer Assembly.—Remove the printer assembly (see par. 5205,

o. Clean the print magnet assembly (fg 2071 nsing the small sashbrush-tvpe deaning brush
g, 6112V, Toke cure not to bend the resds.
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h. Clean the pressure contacts on the under side of the prinier assembly {fa. 40101 using the
eanvas cleaning block,

. Remove the inked ribbon (see cobpar. 8066}, Clean the figured whesl (g 18y with the
toothlivish-type cleaning brush 8z, 6110 saturared wity eleaning sobvent, if avaiinble.
The eharacters on the figured whel ean be reached throngh Lae slot 2t the top of the ribhon
track. Clean the characters theroughly.  Renlace the ribhon.

5406. Keyboard Assembly —Remove the kevboard assembly ‘see par. 5202). Clesr all flat

head confaets (see par. 5402

5407, Contuct Panel Assembly.

a. Clean the top surface of the contact panel assembly with the sashbrush-type eleaning brush,
paying particular atiention to ihe small spaeex hetween adiacent pressure contacts,

b Clean the pressure contacts (fig. 518 and (107 with the canvas ¢leaning biock.

¢ Clear flat head eontaris g, 5(34) and (15%) as ouilined in paragraph 6402

4. Clean the canopy of the lamp socket assembly with a piere of drv, Untefroe eloth,

Nete: For regssembly imstrucetions, see sevtion 5200
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TOENTT: ATSAG 1230
2500--REPLACEMENT ASSEMBLIES AND TOOLS

3501, Replacement Assemblies.—The assemblies listed in the following table are to be requisi-
tioned through aoymal Service channels.

Siock Number Assembly

Cl-$1111
CF-113871
{CE-11566 _

CE-11681 ..
CE 11683 .
CE-11831... ..

CE-311841
CE-14504.
CE-14516

CE-145063
CE-14569 .

CE-14570 ..
CE-14582

Ch-14671.
CE-14676.

JANZD21
JANI2AXT

Stock Numbas
(V-85
CE-871

CE-872.. ... .. .
. He-inch Allen Key

.. .Smull Sashbrush-type Cleaning Brush
CE-14687 . . ...
- ¥ -tnch T-handle Allen Key

CE 1015,
CE- 14885

CE-~14688
100973
1O0H78

108805, ...
CE-1479%. ..

CE-14796

Carrying Case Assembly

. Keyboard Assembly
. Printer Assembly

Typewriter Ribbon

Paper Tape

Contact Board and Guide Rail Aszsembly
Contact Panel Assembly

. Boss Assembly
. Fyse (Cipher Maehine}
CE 14517 ...

Neen Glow Lamgp

AC Power Converter Assembly

Cipher Unit Assembly - AFSAM 207 (Order by short title as registered
cryprographic equdpment)

. Biepping Unit Asserubly-—AFSAM 107 (Order by short title as registered

eryptographic equipmen)

. Fuse {Powar Converter:

Avccessories Case Cover
Accessories Case

. Tube Type 2D21

Tube Type 12AXT

3502, Recommended Tools fig. 61 The following Hst of tools are recommended for use in the
maintenance of AFSAM 7 as outlined in this doeument.

Recanimended Tools

Twilljean Cloth
Toathbrush-type Cleaning Brush
Sashbrush-type Cleaning Brash

%as-inch T-handle Allen Key

Cleaning Block Assembly

Web Strap

Lubniplate %105
Ya-invh Plastic Handle Allen Key

~ M-inch Plastic Handle Allen Key
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Figure
Cuver FHo
2o Copy Hu

T s T
S, Spara b

7

. Power Cable arg Coy Bly

: 3. Bepping Luit Aswembly Captive Thumb Sorews
; iper Tape Holder 9. Figared Whoot

4. Cipaer Uradt Assombly tndex Marks 0. Faper Tape Container

5. Cipner Lindt Lateh Aszembies it Carrying Case

6. AL Fower Converter Axsemhly )
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1. Capy Holder
2. Office Care Caver

3. Ciphet Unit Auserably
4, Cipher Unit Latch Assemblies
8. Sef Keys

Figure 2
4. Power Cable
Y. Print Magnet Assembly
8. Paper Tape Feed Roll
3. Feed Rolt Pollowser Assembly
10. Ribbon Spools
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Figure 3

- AC Power Converter Assembly Captive Thumbs

Sorews

. AC Power Converter Assembly Fuse Holder

Assembiies

. AC Power Canverter Assombly
. AC Power Converter Selector Switch Assembly
. Stepping Unit Assembly

Right-hand Brackst Assembly
Cipher Unit Assembly

. Stepping Unit Assembiy Captive Thumb Serew
. Counter Assembly

CONFHENTIE: 42

10.
. Power Cabie and Cover Plate Assembly
12.
13.
14
13.
16,
. Cluten Trip Magnet Assembly
18,
19,
. Left-hand Support Bracket

1’7

AFSAG 1236

Fuge Holder Assembhivs

Keyvhoard Arsembly
Selector Handle

ks

Mo

Keybaard Assembly Caprive Serews
Left-hand Bracket Captive Berewa
Printer Assembly Captive Screws

Swivel Pin Assornbly
Printer Assembly
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AFSAG 1236

. Tining Cain Swilnhes

SR R TY

Figure 4

. Rotor Assembly 10,
. Rotor Flat Head Contacls it
. Sliding Contact Beard and Guide Rail Assernbly 12,
. Keyhourd Assembly 18,
. Sliding Contacl Bourd Flat Heud Contacts 4.
Rotar Pressure Contaets i5.

. Printer Ascermbly 1G.
. Drive Link Assembly 17.
ik,

Printer Assembly Pressure Contacts
Printer Assembly Capiive Screw
Cipher Unit Assembly Plat Bead Contacts

Cipher Unit Assernbly Shvl]f,_viﬂ v oE AR
Ciphar Unit. Assembly mer&»%untacts
Stepping Unit Assembly o

Rowr Stepping Craok

Reentry Clreuit Contact Blocks

Stepping Unit Assembly Contact Black
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Figure §

Leit-hand End Plate Assembly

. Stationary Hotor

. Right~hand End Plaie Lateh

. Spare 12AXT Tube with Shield

. Gate ‘l'ube (12AX7T) with Shield

. 8hift Tabe 12D21) with Shield

. Bharpenar Tube (2D31) with Shield

- Pressure Contacts (Cipher Unit Assomnbly Area)
. Neon Glow Lamp

. Praasure Contacis (Keyboard Assernbly Ares)

44

11
12,
13.
i
15
i6.
17
18,

18,

AFSAG 1236

Contact Panel Assembly

Rase Assemnbly

Contact Panel Assornbly Mounting Screws
Fiat Head Contacts (Pulse Generator Ares)
Flut Head Contacts {Timning 1Tnit Arer)
Spare 2D21 Tube with Shiekd

. Print Tube {21211 with Shield

Right-huud End Plate Assombly
Movable Rotorg
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aro Zana AFSAG 123%

Figure 6

1. Sashbrush-type Cleaning Brush 7. %s-inch T-handie Allen Key

3. Fwilljean Cloth 8. Pgcineh Tebandle Allen Key

3. 3e-toech Allen Koy 9. Yi-ined Plastic Handle Allen Kay

4. Labriplaie %105 10, 34z-inech Plastio Handle Allen Key

5. Web Strap 11, Toninbrush-type Cleaning Brush

6, Cleanrag Block Assernbly 12, Small Sashbirush-type Cleaning Brush
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