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In reply refer to Initiale
and No.

NAVY DEPARTMENT

Op-20-S5-5 OFFICE OF THE CHIEF OF NAVAL OPERATIONS
WASHINGTON
—SEGRE?-
MEMORANDUM POR OP-20.

Subj: History of Invention and Developaent of the Mark II EQM.

1. The Mark II ECM is in the direct line of evolution of the Hebern Cipher
Mashines and ¥ark I ECM, and ineorporstes cryptographice principles and
sechanical festures found in thess machines. Its development covered a period
of twenty years (1921-1940, inel.) and was spomsored and finaneed by the Navy
Department. Our resords show devalopment costa as follows:

Machine $ Years : Total Cost
Hebern Cipher Machines : 1921-1932 (inel.) : $ 57,360.00
Washington Navy Yard Kodels : 1930-1940 (inel.) . 24,,000.00
Mark I EOX (Teletype Corp.) : 1934 : £0,000.00
Mark II RCM (Teletype Corp.) 3 1937-1940 (inel.) : 122,000.00
3
$

TOTAL 1901940 (incl.) 1 $253,360.00

This represents a dsvelopment cost of slightly over $25 per machine, on the
basis of the 10,060 Mark II BECMs now built and on order, or authoriszed.

2. The pressnt status of the Mark II 5CH is as follows:

Status 1 _Navy Machines : Army Machines : Total Kachines
Delivered to date : 3,370 : 1,180 : 4,550
Dus on order : 3,380 : 642 : h,022
Contracts being negotiated : — : 1,488 : 1,488
TOTAL : 6,750 : 3,310 : 10,060

The Army obtained its first 322 ECQis by requisitions on ths Navy Departasnt.
Subsequent Army machines were procured directly from the Teletype Corporation
on independent sontraects, in compliance with BuShips 2nd Endorsement, Serial
1471, of 8 September 1941.
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3. The Mark II ECM (CSP 888-889) was made effective as the Navy's primary
eryptographic system, as follows: :

cdJuly 1, 1941
August 1, 1941
November 20, 1941
Jarmuary 10, 1942
Jamuary 10, 1942

Atlantic ®aters
Joint Army-Navy
Asiatic Waters
Pacific Waters
World Wide

P

The CCM (modified ECM (CSP 1600 and 1700) became effective between the U.S. and
Canadian Navies on October 1, 1943. It will become effective between the U.S.
and British Navies about December 1, 1943, and for Combined (U S.-British; Army-
Navy—Air Force) use about July 1, l9hh. '

h. Secret‘patent applications fbr the Mark II ECM, being prepared by the
Office of the Judge Advocate General, include the following items:

(a) Invented by Lieut. Comdr. Donald W. Seiler while serving at the

Washington Navy Yard. L _

(1) "Index Maze."

(2) Circuits (and resistances) for 115-volt DC, 115-volt AC, or
24-volt DC (battery) operation - at option. ,

(3) Bmergency Hand Drive Gear.

(4) Automatie Word Spacer, wherein #zn is substituted for "space"
and X" for "Z" upon encipherment; and "space" prints as "space"
and "Z" as "X" on decipherment.

(5) "Zeroizer Switch."

(b) Invented by Captain Laurance F, Safford, Navy Department.
(1) "Stepping Circuits" with the grouping of end contacts in the
" "Stepping Maze" and in "Index Maze," the utilization of 30
out of 32 possible stepping combinations in the "Alphabet Maze,"
and any variations thereof.
(2) Three-way "Plain-Encipher-Decipher" Gang Switch.
(3) Code-wheel Setting Circuits (involving the "Zeroizer Switch").
(4) "™2eroizing Circuits" (involving the "Zeroizer Switch").
(¢) Invented bx,the Teletype Corporation.
(1) Printer. .
(2) Triggering Action of prlnter magnets and stepplng magnets.
(3) Circuits for "parallel operation.”
(4) Automatic Group Spacer.

One easential feature (electrlc control by means of the "Ste Egin Maze") is
covered by Secret Patent Application #75Z§5_“35ted March 23, 1936, 1In the name
of W. F. Friedman and F. B. Rowlett, with complete assignment to the Secretary
of War on April 2, 1936. Many of the details of the Mark II ECM were taken over
bodily from the Mark I and are covered by Secret Patent Application #206040,
dated /L May 1938, or by various patents held by the Teletype Corporation. Other
details were copied from the Hebern Cipher Machine.

-l
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The Cuesstion of Security

5. The question of security is of impediate lmportance because of loocee

talk that has been circulated in the Xavy Department with consequent lessening
of confidence in ocur primary cryptographic system. The concept of a "machine
solution" has not been accompanisd by the invention of the "machine.” A study
of the cryptographic features of the Merk II ECU exposes the fallaey of this
thinking

6. It may be taken for granted that the "high-grade” ciphers of any major
powsr will offer tremendous resistance to cryptanalytioal attack; also that

a certain amount of aisuse and occasional capture must be anticipated.
"High-grede” systems fall into four categoriss, in ascending order of security,
as foliows:

I. Ciphers capable of pursly analytical aclution without prior
Inowledge of the system and wiithout posseesion of any of the
physical elements. Subsequent solutions become progressively
faster as "technique” is developed until current wessages can
be read with little delay. #e know these oiphers by our own
solutions. We also know that the methodes of sclution would
be totally ineffectual against the Wark II EQM or CCH.

II. Ciphers whoee xsys are capable of analytical soclution, undsr
the condition that the same koy i3 used for two messages and
the general system is lnown, The U.S. Navy "One-Time—Pad" and
the "Telstype Scrambler" (C3P 1515) fall in this category.
They afford absolute security provided duplication of key can
be avoided. Tha Mark II ZQM and CCM do not have this weakness.

ITI. Ciphers whose keys can be solved and messages read, if given
full knowledge of the systam, poeseeaion of the physical
slements (but not the keys), and an adequate number of inter-
cepted messages. (Replacement of the compromised slemants
would, of sourss, campletsly blogk subsecuent solutions.) We
have an example in a system whose solution has been described
as "the life blood of our war effort."” The CCM offers far
greater security under these conditions than the above systam:
sclution of daily keys would be a matter of weseks rather than
hours, and might well prove impessible. The Nark IT ECM will
withstand attack under these conditions.

IV. Ciphers which cannot be solved, regardlesa of compromise of
physical elements, so long as the daily keys are not captured.
The Mark IT ECM is ths only current system for which this can
be guaranteed. The Mdark I ECX approximated this security in
theory tut other considerations made its "practical security"
less than that of the CGM.
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7. The security of the Mark II ECd depends on the following features, in
combination:

(a) Sufficient nmumber of code wheels in the mare to generate an astronca-
ical number of "alrhabets” snd "starting poeints.” The five-wheel msse
of the ECX and CQM gives 11,881,376 alphabets for each arrangement of
code wheels. A three-wheel maze, by contrast, gives only 17,576.

(b) Use of 10 reversible code wheels in a set instead of a leaser numher
of non-reversible wheels. This gives 967,680 possible wheel orders,
as compared with 120 for a rival system, making "trial-and-error”
solutions imprecticable if not imposeible. The CCM also has 1O
reversibls code wheels per set.

{0) Use of erratic stepping of code wheels instead of ™"metsr" or "modified
moter® action to fully exploit the potentialities of the Hebern "laxe,”
block a known method of analytical solution, and prevent "short-cut”
solutions with captured code wheels.

(d) Stepping of the alphabet maze controlled by an independent scurce.
This feature is restricted to the Mark II EQM, the obsclete Mark I ECY,
and an experimental Signal Corps Cipher Machine,

(e) Use of a multiplicity of stepping actions (5,855), dependant solely
on the key, instead of only one as in other machines., Thia featurs
puts the Mark II ECM in a clasas by itself, The only competitor is the

! experizpental Signal Corpa machine with 120 stepping actions.

() Replicatioa of code-wheel seta—both "effective” and "reserve”—with
prompt change of code wheels in case of lnown compromise, and periodic
shange - just to play safe. This i3 an added factor of safety that
should diepell any lingering doubts as to the absolute security of our
EQM ciphers.

8. ¥With regard to the claims advanced for the alleged nesessity of & plug-
board, the following evidence is offered in rebuttal:

(a) Plug-boards were given due consideration and discarded for reasons of
security and reliability before the firet piliot model had reached the
blue-print state. The same effect was obtalned In other ways.

(b) Plug-boards have not prevented the initial solutions of asix different
¢ipher machines on which used and have glven so littls delay to
subsequent solutions that the information was "red hot.” kisplaced
confidence in the plug-board beguiled the inventors inte stopring
short of really effective cryptographic measures.

(¢) The increased labor of solution is partially offset by the inconven-
ience to the users,

(d) Errors in plugging have led to direct compromise of the kay, to say
nothing of the effect on relisbility of communications.

The disadvantages of the plug-board greatly outweigh its advantages and absencs
of a plug-board is a point of superlority for the Mark II RCM.

iy



REF ID:A273704

CECRED)— —

Hebern Cipher Machines

9. On 2 Jenuary 1923, a Board cunsisting of Coumander (pow Admiral) R, E.
ingersoll, Communder (now Vice Admiral) Russell ‘Willson, and Lieut. Coxdr,
(now Rear Admiral) W. W. Smith met to investigate and report on the adoption
of the Hebern CTipher Machine Ly the U,3. Navy. The Board examiied several
models, including a 5-code-wheel ronprinting muchine and a one-vwheel naonine
sleotricelly coupled to a stardard typewriter. The Soard reported:

"dr. Hebern, the inventor of tho machine, has been in toucn
with the officers of the Code and Signal Sestion {ur two years
or more, has received snoouragement {rom the Code and Signal
Sectlon that his mashine might ultimately ve of swe use to

the Havy, and also has received suggestions and assistance from
the Navy Department that made it possible for him to develop
his machine froa one of very doubtful security to its present
stats of practieal security.”

10. The Board resoamerdsd that the rebern Machine be not purcnased unliess
further improysments were made. The Board also recocmended thut no steps Le
taken towarde coupling the clpher machine with the teletype until a setis—
factory machine hiad been developed. The recarmendations of the Board wcre
approved by the Secretary of the Havy on 18 January 1523, and the Bureau of
angineering was directed "to make an agreement, or contract, with the iebern
Elsotric Code Company, Inc., of Osidand, California, to develop two electric
printing cipher machines to fulfull Navy requirements.” The sum of $50,0C0,00
was ast up in the Bureau of Englneering 1925 budget for the purchase of
electric ciphar machines, provided the pilot models proved satlisfactory.

11. The "suggestions and assistance fram the Navy Jepartment” referred to
above largely came from krs, Driscoll (then liiss Agnes Meyer, who was serving
a8 tecionical assistant to the Officer-in-Charge of the Code and Signal Sectlon.

12. The precept (dated 2 Cctober 1922), report of the Hoard (dated 15 January
1923}, and approval by Sec Nav (OP-20-G 1ltr. 9023-297:1, dated 18 January 1923)
are tie oldest official documents on hard. We also nave pamphlets issued by
the " & H{ Patent Development Co."™ in 1920 and 1921, showing the early one-
wheel ileLern muchine, and by the "Hebern Electric Code, ine.,"™ in 1925, showing
a three-wheel macnine simiiar to one of the printer models developed under

the 162, contract. Xr. Hebern hud Leen enguged in inventing cipher macihines
since 1312, U.S. Patent 51,141,055, dated 15 May 1915, covere a mechanical
eipher machine of his invention., The first electric cipher sachine bullt by
Lr. Hebern (a one-wheel prirter) is now in the "kugseum” at the Coamuriecaticn
Annex - a gift from Lr. Hebern,
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13. The subsequent history of the development of the Ilectric Cipher Vachins
in its "Hebern"” stage is given in the following tabulatiocni
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1Contragt :Nuaber of: 1 Total :
Date :Number .:Machines : Type : Coat 1 Remarks
: t 2 1 :
3 Aug.t £41155 1 2 tDouble Taps : __  tir, Hebern asubmitted two or
1925 t iprinter, : tthree differant modals under
1 1 1Power H tthis contruot but none were
1 : toparated. 3 isatisfactory. Contract
3 1 : H 1oanoelled on 3 Xarch 1927
H 1 : 1 tbecguse of nonfulfillment.
July : Me ! & :Double 1% 3,320 iachines tested January -
1528 : record 1 itypewriter. : tApril 1949 by Havy Dept.,
1 : tHand 1 tGCINCUS, COMBATILT, und CCH 12,
1 : toparated. : H
1 : :(CSP 604) 1 1
Sept : 713798 : 2 :3ingle 1§ 3,20 121lot models tested from
1929 ! ttypewriter. : January ~ June 1930 by SINUU3
: t tHand : tand Havy Dept.
H 1 toperated. H 1
: t 1(CSP 53) ¢ 1
7 Junes §17775 1+ 31 1Single 1846,500 :Service tested in U.5. Flaet
19%0 : ttypewriter. ! tProblem XIIY (1932) and com-
H 3 tHand 3 tplately "sold" the idea of
1 t toperated. 1 telectris aipher machines to
' 1 s (Identical : tthe fleet. These muchines
3 1 swith those ! twere recallsd for “modernizs-
t ! ton Contraoct 1 1tion® in 1936, snd reualned
t : 1713798, ) : 1in service until 1942, Thesa
: ! 1(C9P S34) imachines handled all tha
H t 1 H tiaportant messages bebLwven
H : ! ! :tho Ravy Dept., and Nayal
ovembo.st
: z : : jg.e .&fm dgnl(;ﬁm inclusiva,
{ ? : 1 :
1.Fab.: 925,36 : 1 :Single 1$ 4,30 Cpifary Conf. Lir. (88)AG-371
1932 1 itypewriter. : tdated 23 March 1933 adviaed
[ : 1Powey H :Bukng: "The subject machine
t H ioperated. ! thas been subjscted to
1 ! 3 3 :thorough test and is not con-
: t : : :saidered suitadble for servics
t ! s 1 1use.” lUr. Hebern was notified
H 1 1 ! tby Bufng that the Navy had no
? 1 1 1 1further interest in his maching,
Oct. t Xo 1 3 : "Commerclial 1§ 1,500 irurchased Lo supplement e
1939 1 record : tmodel”. : 30 Hebern machines atill in
1 2
] 1
2 1

tCanverted to: :sorvice. This was our last
13SP 53 : ttransaction with Xr. liebamm.
tafter H H

sdelivery. H
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14. The chief difficulties with the Hebern Cipher Machine were due to
mechanical deflciancles, particularly in the printer and in tns power drive,
The cryptographic features were capable of improvewent, but 1t was declided
in 1924 that the Navy would give kr, Hebern no more suggestions which he
could incorporete in machines offered for sals to foraign govesrnments. It
was planned to accept the cryptographic features "as is” wd modify the
machires after delivery to give greater inherent security. Plans {or a
modified meter action, very similar to what 1s used today in certain foreign
c¢ipher machines, were prepared by myself in 1924 but never used, due to non-
acceptance of Hebern's earlier machines.

15. Hebern has never received adequate recoxpense for his part in the
development of the Eleotric Cipher iMachine. He 1as-the originsl inventor.

He brought his machine to the attentlion of the Xavy lDepariment, built numercus
models, and by his perseverancs developed it to the point where it almost became
a pracgtical machine. Hebern organized three or four different companies,
which went bankrupt in turn. He lived in poverty, and during much of this
period was asupported by his wife who ran a boarding house. rnebDerm was put in
Jail by irate stockholders and would have been much better off personally if
he had not inventsd the ECH or had not had any dealings with the Navy Cepart-
ment. However, Hebern has no legal claim on the Government because in the
opinion’ rendered in J.A.G., Conf. ltr C-867/68(8~25~K9) of 30 Sept. 1932:-

*Nebern has contributed substantial lmprovements in the
ciphering art and while his claims are limited and are believed
not to be infringed, yet there are several points of fact and
law that may be urged. Taking the decisions of the courts as
a gulde, however, it ia believed that any decisiocn on the patsnts
involved herein (Hebern #1,510,441, #1,083,072, and #1,861,357)
would be in favor of the Goverrment.”

Maghington lavy Yard lModels
16. The following ia quoted from OpKav Serial 310502 dated 2 May 1%31:

"4. ......It i3 not the function of s division of the Office of Naval
Operations to develop mechanical devices, and the Code and Signal Seation
has neither the personnel nor ths squipment to prosecuts the developmsent of
this oiphering device beyond ita present point. The Bureau ¢of Enginesring
will be salled upon in the future, as in the past, to provide the funds for
the dsvelopasnt work and the procurement of the machines. it is therefore
desired that the Bureau of Engineering take over now from the Code and Signal
Section all phases of the work of developing and procuring mechanical ciphering
devices., This work is of a highly specialised nature, and it is not expected
that 1t can be satisfustorily performed exaspt by an offlcer who 1s thoroughly
familiar with the subject of cryptanalysis.”

4. In order to provide for the proper and pregressive development of
pechanical devices for the phases of communications clted above; nazely,
secret oiphering and recognition aystems; the Chief of Kaval Cperations requasts
that the Chief of the bureau of bngineering take over the cognizance of the
mechanical development work cited above.”

-3
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27 In 1932, under the directive quoted in paragraph 8 above, the Bureau of
Engineering (Hadio Division) undertoock the development of its own electric
¢ipher machine. This resulted in the so-called inderson-Seiler lachine, which
was the prototype of the Mark I EGI. Instead of cutting cam contours in the
periphsry of the code wheels as in the "modified™ HQI and CCM, Mr. Seiler
devised a system of control wheels with sliding pins ejgually spaced around the
rim. This same mechanism was independently developed in Sweden and used in
the "Hagelin Cryptographer.” Mr, Seiler also devised a system of control
transfer through Bowden wires so that any pin wheel could control any code
wheel. The cryptographic fsatures were approved by the Code and Signal Section
and the new machine started on this basis. The printer was a standard
typewriter, stripped of nonessential parts, built into the machine, and operated
by solenoids placed under the keyboard. The final model was bullyy, rather
heavy, and very unreliable in operation. It was felt that this machine had
promise but would require redesign by experienced sngineers to improve its
operation and adapt it to standard manufacturing processes. In 1933, the
Telatype Corporation indicated ita willlngness to undertake the development of
the Anderson-Seiler lachine, and the third phase of ZCN dsvelopment was begun.

12, The Hashington Navy Yard had previcusly constructed two pilot models of a
contemplated HCM Adapter (CSP 535), designed by myself, and tested then in 1930
on the two Hebern Cipher Machinea (CSP 534) purchased in 1929. #hen the HCus
were overhauled and "modernised™ in 1937 and 1938, an improved stepping acticn of
Navy design was installed by the ilashington Mavy Yard. This stepping action was
designed by kr. Seiler and mysmelf, jointly, and represented an improvement and
simplification of C3P 535. These modernized HCUs were reissusd as CSP 903 and
used until 1942. It is unfortunate that this line of development was departed
from in the Anderson—jeiler model, us it set the Navy back about four years,

13. BRarly in 1938, plans were mads for conversion of the Hark I ECM to
cryptographic equivalence with the Mark II by replacing the "Internal Usechanism -
Mark I" (CSP 692) with "Internal Mechanism - Hark II" (CSP 961) and a minimm

of other changes, rith a prospective procurement program of 100 machines a

year, the 187 Mark I machines in service loomed very large. One modsl of CSP 961
wes made by the Hashington Navy Yard and one Mark I ECY was converted before the
second pilot mcdel of the Mark II ECM had been cdelivered. Eventually the Mark I
ECMs were converted to Mark III HCis (CSP 1127) instead, tut the experisence and
confidence gzained in designing CSP 961 paild big dividends a few years later when
Mr. Seiler (by that time Lisut. Comdr. U.3.N.R.) was called upon to work out a
nethod whareby the American ECH and Eritish Type "X" Machine could be converted
to a common oryptographic basis. This resulted in the following machines of his

designi- '

ECM Adapter - CSP 1600 - 3500 being built at Washington ECM Repair Shop

CCH ~ CSP 1700 -~ 631 ECUs converted by Washington EQM Repair Shop

X" Adapter ~ CSP 1800 - Pilot model bullt by dashington ECM Rerpair Shop
4500 Adapters being made by Teletyps Corp.

The stepping of the "modernized" HCY (CSP 903) was incorporated in the above
machines. This same stepping action was originally contemplated for the Mark II
EQM but it was not adopted because the slactric control gave promise of quicker
development and greater reliability, as well as nigher security.
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20. The Chief of Naval Cperations approved the Anderson-ieiler xodel on

28 september 1933, and requestsd that "the Dureasu of Engineering proceed with
this project as rapidly as possible." On 8 February 1934, Confidential
Contract N¥0s 3703/716C1l was negotisted, calling for delivery of aix pilot
models within a period of six months - total cost 50,000,

1. The urgency of squipping the fleet with a ciphsr machine at the earliest
practiical time was felt so strongly that, after a very brief test of one
pilot model, the Chief of Faval Operaticns, on 10 August 1934, requested the
Bureau of Ingineering to ixooure a minimum of 94 liark I 5C¥s for initial
distribution and further advised, "It is the present plan of this office to
sventually equip every combatant ship with this device." "Produetion”
nachines and associated equipment were purchased as follows:

__M%. 3 Date $ Article i Mo, : - Amount
KOs 40349/76601 122 Jan. 1935 sMark I ECM 1 80:$218,528.00
HO® 43258/7X750 117 July 1935 iMark I ECM 1 101: 218,644.58

NOe £9993/77601-2: 5 Aug. 1936 i1Code Wheels (Yark I) 12,000:  22,900.53
KOs 52271/7X750 1 b Jan. 1937 1Bowden Replacement Units: 196: 10,486.00
ROs 50918/~ 1t 7 Ost. 1936 :1Diehl Hotor Cenerators 1 102: 6,579.00

! (1937):G.E. Motor Generators : 853  5,4LL0.CO Tat.
: (1938) :Mark I =M : 23 5,000.00 Tst.

TOTAL _ ~—  $487,600.00 "st,

Initial distridbution to shipe of the U.S. Flost was made in April, 1936.

The Mark I ECM (CSP 671) was made effsctive in Uay, 1936, as a fleet system
and remained in effect until January, 1942, when it wes superseded by the
Mark IX ECM. The Mark I machines wers then recalled, modified to operate on
the same cryptographic mrincipls as the "modified” HCY (and CCH), and
reissued as CSP 1127 (the so~called ™fark III HQM®). CSP 1127 was given a
spegial distribution to Naval Attaches, Intelligence ictivities, outlying
Naval Bases, and certain State Department officials, and is atill sffective at
this date.

23. The Xark I XCM gave trouble from the start and was in service five years
befare all the "bugs” had been worked out of it. Two new designs of patch-
sord, one new design of plugs, und one new design of receptacles had to be
subetituted for the originals. The stepping action gave trouble, particularly
when the machines got older. The chief objection to the Mark I =L was in its
bulk, its unnecessary complexity and difficulty of mmintenance, and its lack
of resistance to corrovsion. lany of these defects would have been overcoze
had the pilot models been service tested befors going into production.
However, every defect which showed up in the Eark I ECH was eliminated in the
Mark II, while all the good features of the Mark 1 were carrigd over to the
newer dsvice, sc that we profited by our experience. Ve had enough Yark I
EQUs to meet the needs of our peace—~time FKavy and we developed experience and
confidence in cipher machines.
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The Contribution of the Signal Corps

23. Mr. William P, Priedman, Principal Cryptanalyst of the Signal Intelligence
Service, and interested officers at Signal Corps Headquarters were familiar
with the various models of the HCM, but not with the prospectlve changes which
the Ravy had concealed from Hebern. In fact, on Mr. Friedman's recommendation,
the Signal Corps purchased t{wo of Hebern's early 5-wheel nonprinting models
late in 1923, At the request of the Navy Department, Friedman underteck a
cryptanalytic tes® of the HGM in the spring of 1924, belng furnished a set of
10 test cryptograms prepared by the Code and Signal Section. Friedman was
successful, and developed cryptanalytic techniques whereby, under certain
conditions of meter action, solution could be achieved even without pcssession
of the code wheels. Again at the request of the Navy Department, in April 1932
Freddmin undertook a second test on the much improved 1930 model of the HCM.
This time he was furnished the machine, 2 description of the general system
employed in settiing up the message indicators, and a series of test messages.
Again he was successful, with the aid of three or four of his assistants. As
the test messages were enciphered with Hebern's stepping action and not with
the irregular code-whesel stepping produced by the HCM Adapter (CSP 535), the
solution dld not worry us particularly. These sclutions were very important,
in three ways, namely:-

1. They showed the weaknesses of the meter action of the 1923 HCM
and of 6 of the 30 optional stepping actions of the 1930 HCM.

II. The 1924 solution was the basis of further analysis by the Navy
which disclosed stepping actions that would block analytical
solutions or short-cut solutions based on possesaicn of the
code wheels., Friedman arrived at similar conclusions, independ-
ently. Otherwise, we would have had to abandon the Electric
Cipher Machine as beinyg deficient in inherent security.

III. In recent years, the principles and techniques of these soclutions
were instrumental in the solution of certain systems which are
still using a modified meter action.

2. The first solution (that of 1924) was written up by Friedman in a secrst,
tyrewritten, technical paper completed early in 192i, which was not printed,
however, untii 1934, under the title "Analysis of a Mechanico-Electrical
Cryptograph-——Part I."™ The second solution (that of 1932) was also written up
by him in a second secret paper completed in 1933 but not printed until 1935,
under the title "Analysis of a Mechanico-Electrical Cryptograph--Part II."

Both paperas were very carefully safeguarded at all times and were employed only
in the SIS for the advanced training of a very limited number of students. The
docurents were given no dissemination except that the Navy Department was
furnished copies. But, because it was not consulted with regard to the advis-
ability of printing these papers, combined with a seriocus mistrust of the
Government Printing Office, the Navy Department entertained some apprehensions
as to security and this led to an order from the D.N.C., that the Signal Corps
was not to be shown the Mark I EQd or to learn any of its details. This order,
which was not revoked until Jamuary 1940, was responsible for later misunder-
standings. Certain Signal Corps representatives, including Friedman and

Mr. Frank B. Rowlett, had been shown the pilot model of the Mark I ECM sometime
in the winter of 1934-35, before the order was issued, so they were not entirely
ignorant of what the Navy was doing along these lines.

-10-
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25, From 1924 to 1932 the Signal Corps appeared more interssted in the
Taletype Scrumbler than in the NG as a practical cipher machine which would
meet Army requirements. lowever, under date of 25 July 1933, the Chief Signal
Officer filed on behalf of Friedman a patent application (Serial No. 682,096)
covering a cryptographic system and machine in which the stepping of the code
whoeels was very irregular and under the control of a keying tape. Electric
control thus made its first appearance! Friedman made a complete assignment
of his Invention to the war Department and one or two preliminary models were
buillt in 1935-36. These were successful and an order waa placed with a
relatively small and inadequately equipped manufacturer for a few machines,
which were designated as Converter {-13LA. It took a ccaparatively long time
to bulld these few machines but by 1938 some of them were delivered and placed
in service for communication between the Jar Department and the Commanding
Generals of Cverseas Lepartments. Later, additional ones wers delivered and
placed in service for intercommunication among the jar Depariment and Corps
Areas and between the #dar Department and the U.3. ¥ilitary Attache in London.
The first model of this machine was shown to me by the Signal Corps sometime
in 1937. This machine indicated the reliability of electric control but the
undasirabllity of the particular method (perforated tape) used in the Signal
Corps machine,

26. Shortly befora 15 June 1935, during the interval when preliminary models
of the foregoing machine were being built, Hr. Frank B. Rowlett, principal
assistant to Friedman, concelved the idea which constitutes the basis of the
"stepping maze" in the present LM, His ccncept was based upon the principle
of sending an electrical impulse through the oircults of a code-wheel maze to
generate a long, irregular sequencs of events which could then be used for
various purposes, such as keying. Rowleit and Friedman then jointly developed
"Rowlett's novel idsa of a kay generator as applicable to the Signal Corps
machine and reduced it to more practical form in drawings. o model
incorporeting their ideas was bullt by the Signal Corpe, however, tecause the
Shiaf Signal Officer was commiited to the type embodied in the Converter
U-134A, pre-producticn models of which wers then under manufacture, and he was
reluctant €u make any change in deésign, despite Priedman’s urgent recommenda=-
tions that this bs done. The Inventors procesded to incorporate the results
of their theoretical studies and their drawings, reducing the new principles
to practice in a patent application f{iled in the Patent Office on 23 darch 1936
by the Chief Signal Officer on their behalf as joint inventors (Serial No.
70,412). The inventors made a complete assignment of their invention to the
Seoretary of dar on 2 April 1936 and the application was processed through the
Patant Office, though, of course, it is held 1n the as¢cret status. Hearly all
of the claims (39) have been allowed in the case.

11—
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27. In October 1935, Friedman and Lisutanant Wenger (of the Code and Signal

Section) held a gzsneral discussion on cipher machines. Jenger expressed

considerable dlssatisfaction with the Mark I ECY and asked Prisdman whether

the Signal Corps had any "good" ideas along these lines. Fricdman indicated

that there were several ideas which the Signal Corps was not exploiting but

which he was not at liberty to diesclose, since they had been placed in the

secret category. Friedman further indicated that if Wengar so desired,

permission to disclose ose them to the Navy would be requested. .Wenger asked

that this be done. Accordingly, Friedman requested and was granted parilseion

bY_Ris Superiors to disclose the detulls of the Frisdman—owlett patent
licat.ion to rapmentatim of the Navy Jepartnmt. Therefore, cn

21 October 1935, at a conference in Priedman's office, the details were dis-

closed to Commander WecClarsn amxl Lisutenant ‘fenger, who were shown the drawings

that formed the basis of the patent applisation Serial No. 70,412. On

31 Cctober 1935, a second and similar disclosure was made to Coomander lellaran

Lieutenant ‘fenger, and Lieutenant Harper. A third diaclosure was made on

1 Novesber 1935 to Lieutsnants Wood and Dugan, also of the Code and Signal

Section, Friedman and Rowlett were told vary little as to the Navy Department's

reaction to the disclosures; i “in fact, t.ha; wers told that thc principlee dia~-

= . e e

the mttar. '

28. My first-hand knowledge of the Friedman~Rowlstt invention begsn in the
winter of 1936~37 when we were preparing initial specifications for the Mark IIX
ICU. ifenger stated that Friedman had an idea for an slasctric control whish had
very intereating possibilities and produced from his safe a single shast of
cross-section paper containing three slementary wiring-diagrams by means of
which electric contrel of an ECM could be achieved through an *Ci mass. This
paper was dated and signed (as I remember) by Harper, Yenger, and dood, and by
Priedman and Rowlett. (e have been unable to locate this paper since 1940.)
I immediately realized that alectric control gave us the answer to many of our
u.ncolvcd problems and therefore had tobe inco-?oratad in the new machine.” I
under orders not to discuas or §how elther the Uark Y U or the Mark IT
' Corps and, therefore, adoptad . olectrin gontrol and further
{ the basis idea without the knowledye of’ fﬂ?ri@n@l inventors. In
January 1640 the Mark II BCM was offared to. the Har Department for Joint Amy-
Navy use and also for purely Army use. It was explained that the mechanical
faatures were well developed and "frosen® in desizn, and that we believed the
Army would be well satisfied with the cryptographic principles involved, but
that we were willing to discuss any security fsatures in order to zet a machine
that would be satisfactory to both ssrvices. e wanted the Army %o join us on
the firat order for the machine in order to further the idsa of uaing identinsal
osryptographic systems in the two services, as had already been done with the
Strip Cipher Device. Another reason was io share the overhesad for tooling-up
and thereby gzive ua a better price. It had been previcusly suggested that the
army and Navy get together on the Signal Corps machine or the Hark I ECM. Ve
advised that neither machine was acceptable because of mschanical deficiencies
but that we wore developing a new machine and as soon as we had 2 working
model we would sndeavor to get permission to nmake it avallable as a cowaon

Arzy-llavy machine.
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29. Cn 3 Fevruary lju0, Admiral Noyss (D.X.J.) invitad Genaral «aaborb'no
(Chief Signal uffiser), Captaln Cook, Mr. Friedman, mi otaer 3i;mal Lorps
reprogentatdves to inzpect a pilot nodol of tns um II zC4. on el occasion
I acknowledged to Mr, FPriedman, in the presence of General HAUDOT ane aud
XI2iral Noyes, our use of hia imrcntion. Lalef thsre waa a specul eunlersrce
attended by ¥r. Heiber and ¥r. Zenner of ths Teletype vurt.smtiun, &, ‘riedzan
of the 3ignel Corps, Lammunder Safford and Llsulenant Zert of Navad Coumun~
lcations, and possibly others. e tlus prints were carefully exauired and

a renoral dlsgussion of cryptographls featurss folluwed., Friedman pointad

cut that the underlying rrinciples of tas control circuits of the Mark II ZC
were those shich nad ceen disclosed by %ulctt and uizself to tn@ Navy Yepart-
mont 1R 135, and tids wus gsonfirmed by pe, The four experliental c.mn,,aa

to the Friedcap-Rowlett circuii which nad been nmade oy Seller ana nyael!

were discussed sznd the [ollowlng descisions maae:!

I. "Index Maze," wnich replaced tlio plugbeard in the friedcan-
Rowlett invention - ietained. Trne "Index Haze® accomplisacd
the saue cryplographic result as tne plugboard bud was owea
pore converlent ic the operator,

II. Crouping of end contacts in the "Stepping Lase® and in tim
"Index haze,” which repluced the arracgements of the /riedzan~
Rowlett circult - iletained, These grouplngs topetiier =ith the
ten circoita throuen the "Index LHase™ gave 49 tin.s as many
stepping combinations as was posaible with the Friedman—iowlett
inventior {5,855 ayalnast 120).

III. Subdivision of "Stepping laze” into two purts - Unaniscus
decision to return to the original Frisdman-Acwlett "stepplng
Kaze.® Friedman proteated the subdivialon as an unnecesasuary
complication. Hasiber and Zenrer did not like it froa the
viewpoint of desizn axi conatrusulon.

IV. Stepping order for the "Stepping 4Xaze™ propoased by the Havy
was 3=1-5, the other taxw vheels being dead to simplify
constructicn. t[The sterping order was changed to 3I-4-2 urcn
Friedman's recomzendation.

¥ith these exceptionas the Marx II ICU, as davaloped by the lNavy and Toletype
using the FPriedmen~Rowlett “Stepping dase,” was satiafactory to arnd accepted
by the Army. Y¥Yashingtem Navy Yard sketeh Risb8F201, dated 24 April 1940, used
as a basis for specificaticns of the preduction model, in the sarliest-dated
drawing showing the "Stepping l{aze® and assc@liated circuits nxactly in their
prsssut fom.

0. “ne other contribution, Major leo Rosen's "Plugbosxrd Cods dheel," came

in 1943 after the ECH was in service. This was developed by the Signal

Corps for field use, where iLhe danger of capture was greater than in the Havy.
The "Plugboard Code ieel" was adopted for joint Army-Kavy use at Lhe recuest
of the Army, but is being distributed to all #avy holders of tiie tCld. Tne
chief value of the "Plugboard Code Wneel" to the Kavy is possibly paychological,
but we do have it in case of need,

=13~
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1. Electric control of the ECM by means of the Friedman-Rowlett "Stepping
Naze” Is the essential feature that places the Mark II EGM in a class by
1Raelf as regards locurity. Those who have participatad in the development

;’ of the Nark II XCX have always acknowledged the contributions of the Signal
Corps. The “Index Waze" and grouping of end contacts add to the security
afforded by the "Stepping Mase,” but would be worthless without it. The

rtance of elestric gontrol can best bs estimated by a consideration of

ﬂ the Uark YI ECM would have been if Friedman and Rowlett had not been

/ rlittad to disclose their invention to the Navy. Although the “Stepping

: aars obvicull/ngq that it is in use, no cne in the Navy thought of

Zﬁfii:éﬂgcriod of 15 years, and no foreign machine employs it. Therefors,

the Havy would have continued the development of the older methods and the

new XEC would have used the mechanical stepping control found in CSP 903 or

C8P 1700, VWe would have had a secure machine, superior to anything in use

by foreign nations, but definitely inferior to cur present ECU. This

hypotheticsl machine (as wall as CSP 1700) would defy attempta at solution
until such time as machine and cods wheels wore captured. After this, each
day's keys would resist solution for a long time. "Short-cut" solutions

would be impossidble, dus to the erratic ntopping of the code wheels, but a

trial~and-error solution would be within the range of possibility. Ve

eould not maks the flat statement, as we do for the Nark IT ECM, that

sclution would be utterly impossible. In other words, the machine would be

edequate to t ake us through ¥orld War II but, because we had stopped short
of the ultimate step, there would always be the desire to develop a new
machine and scrap the old one, Rowlett ls entitled to full eredit for his

) discavery of the principle of the key generator as embodled in the "Stepping

‘ Mate,” which adds so much to the excsllence of the lark II ECHM, and Friedman
‘ and Rowlett jointly are entitled to full credit for their joint invention
of methods of applying and reducing the principle to practical form,

32. The 3ignal Corps' acceptance of the Mark IT ECM for jumy as well as
Joint Army-davy use reflects credit on all who miade that decision. The
Joint Army-Navy ¥CM Cipher System becams effective on 1 August 1241, and the two
services had o common high-security cipher system in effect und in use prior

Lo to the attack on Fearl Harbor. This use of an identical machine with inter-

‘ changeabls code wheels has been of great zmilitary value, particularly in the

3 early stages of the war when the distribution of machines and codse wheels

P was incomplete., In the Philipplnes, Java, Australfa, and even in North

| } Africa, Navy wheels have been used in Army EQs, /rmy wheels in Navy ECUs;

i machines have been borrowed back and forth between the two services; irmy

i( messages have been sent in Navy FCX ciphers and Navy messages sent in Army

\ EQM ciphers.
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The Mark II ECM

33. The directive for developing the Mark II ECM was given by the Chief of
Naval Operations (over the signature of Admiral Taussig) on 22 November 1935
in Serial 828 as follows:

"It is therefore requested that any funds which can be made
avallable for equipping the naval service with cipher machines be
used for the development of a small cipher machine which will be
more practical in small vessels."

This directive amplified by Admiral Rowcliff'(DNC) when I reported for
duty on 6 May 1936, in substantially the following words:

“"The most important task ahead of you is to develop a small
printing cipher machine for the fleet - something small enough to
put aboard submarines and destroyers - something that will always
function. Do not design a cipher machine for the Navy Department.
Build one that will work abcard a minesweeper!"

Development could not be cormenced prior to 1 July 1937 because of non-
availability of funds and the peace-time practice of preparing budget
estimates two years in advance. This delay was not detrimental because the
reports from the fleet relative to the mechanical derangements and other
deficiencies of the Mark I ECM were of tremendous importance in the design
and specifications for the Mark II. We realized that mechanical reliability
and simplicity were even more important than smaller dimensions, and that
operation from either DC or AC power would be very desirable. During this
period of waiting, the mechanical stepping control designed for the HCM was
further improved cryptographically, but we were unable to achieve mechanical
reliability in time to embody it in the new ECM.

34. The design and development of the Mark II ECM was prosecuted by the
Teletype Corporation under Development Contract NOs-58864 dated 25 January
1938 for one pilot model at $65,000 and NOs-67249 dated 21 June 1939 with
modifications dated 9 Octoper 1939 and 6 June 1940 for building two pilot
models and altering one of them at a total cost of $57,000. It covered three
years and required three pilot models, as predicted by Mr. Reiber, the chief
design engirfeer. The first specifications for the Mark II ECM were dated

7 April 1937. At the first conference between the Teletype Corporation,
Radio Division (BuBng), and Communication Security Group (Naval Operations),
thes following facts were brought out:

(1) The Mark I ECM, after a year of service, was still unsatisfactory.

(2) The Teletype Corporation had not been allowed sufficient time for
the design and develorment of the Mark I ECM.

(3) The Teletype Corporation had been unduly restricted in basie

design of the Mark I machine as they were limited to refinements
in a design worked out by others.
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(4) The Navy Department had failed to inform the Teletype Corporation
as to what was really wanted in an electric cipher machine, par-
ticularly in the matter of size,

(5) The Navy Department would have to supply and be respcnsible for
the cryptographic features of the new machine. The company would
gladly guarantee the slectrical and mechanical features if given
a free hand in the design.

The specifications for the Mark II ECM, therefore, coversd the general descripe
tion of the machine, ciphering circuits, size allowable, tape printer, and
operational requirements. The specifications were changed several times during
the process of development but the production models had every feature origin-
ally desired, with two exceptions:

I. An increase in size to be permitted, as a compromise with reality.
BEven so, the Mark II ECM is only 37X as large as the Mark I.

II. Interchangeable AC and DC motors had to be permitted, because ihe
universal motor did not stand up under test.

35, The Teletype Corporation was given a free hand in design until it failed
to produce mechanisms or circults that would accomplish a desired end, or
until Navy personnel had worked out simpler or more reliable methods than
those proposed by the company. Working models, made at the Washington Navy
Yard, wers demonstrated in every case and the new designs were not adopted
unless approved by the Teletype Corporation. Electrical control of the
stepping of the code wheels was adopted for reasons of reliability and
security. The Teletype Corporation investigated the Friedman-Rowlett plan of
using the "Alphabet Maze" to control the stepping, prepared sketches showing
the circuits and gang switchea involved, and strongly recommended that we
accept a second Maze to accomplish the same thing in a simpler manner, 1In
fact, the Teletype Corporation thought it had invented the "Stepping Maze."
The Navy then took the "Stepping Maze' as a matter of necessity, and accepted
an incresse of three inches in the length of the machine. We teatad numerous
circuits and combinations to explolt the flexibility of electrical control
without increased size, complexity, or number of moving parts. For example,
we tested two, three, four, and five circults through the "Stepping Maze" and
determined experimentally that four circuits gave the most random stepping
action. The Teletype Corporation is responsible for the general layout,
mechanical features, speed, ruggednesa, and reliability of the Mark II ECM
and is entitled to full credit for the part it played in its development.

Ne must acknowledge that without Mr. Relber's creative genius the Mark II

ECM would be lacking much of its excellence. The "printer," adapted by
Teletype engineers from an earlier tape printer but designed and buillt as

an integral part of the machine, is possibly the most important mechanical
feature of the Mark IT ECM.

~13-
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36. The first pilot model of the Xark II EQI was delivered in January, 1939,
and tested for a poeriod of six months &t the Hashington Navy Yard. Despite
esricus defaects, the pllot machine presented our ideas in three dimensions
and gave us a better bDasis to work from. .This model represented a departure
in eryptographic principles from our familiar "Hebern” circuit. It had the
"Enigea” (or return) circuit through the Alphabet iase, "bucking coils” in
the printer, double contacts (added by the Teletype Corporation) in the key-
board, and slectrical control with the Friedmen-ifiowlett “Stepping Mase."
The electrical stepping of this machine was very relisble and the most
feature in the wholes model. This model operated at 4D w.p.m.,
which was 67% better than the ainimum speed required by the specifications.
Testa with higher speed molors showed that it was reliable at 6C w.p.s.
(the speed of the Mark I ECM) and this speed was demanded thersafter.

37. The model enciphered and deciphered satisfactorily but made a hash of
plain language, due (it was discovered three months later) to the transformer
action or "inductive kick" of the double coils and the hair-trigger asction of
the printer magnets. Ve had required the new ZGM to primt plain language
{for indicators and headings) as well as to encipher and decipher. This
feature had not been includsd in the Mark I ECM or in any Hebern machine
sxsept his 1928 model (CSP 604). Hebern handled this feature in the obvious
way - by adding a "Plain-Cipher" gang awitch with the same muxber of switch
points as the "Incipher-Decipher” switch., The Teletype Corporation handled
i1t by adding & seaccnd set of contacts to the keyboard but thess vere critical
in adjustment, gave & heavy "touch" and were somewhat unreliabdle in operstion,
To solve this problem, I invented a three-way "Plain~‘neipher-Decipher” gang
switash with no more contact points than on the two-way "Uncipher-Decipher®
switch of the Hark I ZCM. ¥r. Seiler constructed a bread-board nodel to prove
to ourselves (and later to ¥r. Reiber) that this switch would work. The new
switch or "Controller” could be installed in an unoocupisd corner of the
machine and would not Increase its dimensions. This removed the last objeetion
to the "Hebern" circuit.

38. This model had amrai novel features which were found undesirable or un-
necessary on test, and sliminated or modified, including the following:

*Checking or Locking Circuit" on Alphabet lage - Dliminated.
"Cheeking or lLoeking Circult” on Stepping Lage - Eliminated.

Bull Letter Selector for replacing "space" by J,K, ,X or Z - deplaced
by Seller's "Z-X* method, installed on the lark I RACis in service.

39, DlNumerous experiments were made on this model at the iashington ¥avy Yard
o0 «itain greater security by more erratic stepping. The present combination
of end-wirings on the stepping circuit was woriked out and tested. A "lug-
board was added to provide for changing combinations convenlantly. Seller
proved by a working model that a ten~circuli maze was more compact, more
reliable, and more convenient than the plug-board arrangument, and that i%
would fit an uncccupled apace over the printer drive year and clutch; so the
*Index ilaze” was adopted. Celler also designed and installed "spark
suppressors” simllar to those designed by him for the lark I ZOM. The circults
for "zeroizing" and sutcmatic code-wheel getting were developed axi tested on
this model.

~i7s
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4. The second pilot model of the Mark II ECM was delivered in January 1940,
and tested for a period of five momths. It had the familiur "Hebern"
ciphering oirouit (used in the Mark I ECM) with the improved oontroller, and
*Inpud” and "Output” receptaalss™ for plugging to an external keyboard and
an external printer. Its operating speed was 60 w.p.m. and it ran perfestly
on encipher, decipher and plain,

4. The first improvemsnt made on this model by the Washington Mavy Yard was
4@ make it operate on either AC or DC, DBecause of the triggering astion of
the magnets the machine worked equally well with the maghets "locked® or
"bussing”, and it was merely necesssary to provide an AC motor and change
aircuit resistances to permit AC operation. This was demonstrated to

Mr. Beiber on his next visit to Washington. Enoouraged by this, Seliler was
dirested to attempt Dattery operation. He asoertained that the nagnets
would operate reliably on a 2i~volt battery when all resistanges were cut out.
Suitable oircuit changee were made and the machine ran for many hours on
flashlight batteries and also on the 223-volt tap of a "D® battery, the
current drain being negligible. At the sume time, Seiler developed the "fan
gear® for driving the main operating shaft bty bhand. This feature has been
little used by the Mavy (although quite valuable to the Army) but it removed
one of the phobiss sgainst the ECX,

42, T™he printer hed been redesigned by Teletype Corporation to maks it more
sasily serviced. The Washington Navy Yard made a further alteration to
remove binding of the "stop barsa.” The bearing surface of the rear casing
was bored ocut larger, a retainer ring added to keep the "stop bars” in place,
and all moving parts suspended from the front of the casing. KFo more troubles
with the printer were experisnced.

£3. The machine passed the heat, cold and humidity tasts at Bellevus with
flying ocolors, but the "shock and vibration® teet proved a shock to us.

The mashine falled to step properly during the test and refused to etep
Preperly thereafter. Investigation showed that the fanlt was dus to the
design of the "beskst®, the split separators Jamming the U-shaped oontasts.
This sonstruction was intended to fasilitats ccnstrustion and deerease ocosts,
but had to be abandoned. It was considered nesessary to return to the
buttom-type of ocontacts (encased in a aoylindrical shell) modded in a single
piece separator plate found im the 1936 (Mark I) ECH and the 192) Hebarn Machine,
The “"vibration test® also indicated the need for aaking the stepping of the
sterping mass as simple as poselble-to facilitate cheacking., This wes easily
done as it merely required a few qirouit shangss. In view of these
deficlencies it was decided to hold up the order for production machines
until a model ooculd pass the vibraticn test.
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4E. The third pilot model of the Mark II E0M was nearing completion when
the sbove-mentioned test took plage, and all the slterations found necessary
by this test were incorporated in this model prior to delivery. In as muoh
as the basket had to be redesigned, the "Index Hase” was increased to five
wheels (to fasilitats coutructious and the "Stepping Uase" was changed to a
single mase with modified meter stepping of the first, third, and fifth
wheels. This was later changed to sesond, third, and fourth wheels at the
suggestion of the Signal Corps. Various other changes made on the sescond
Medel by the Washingtoa Favy Yard were made om the third nedel by the Teletype
Corporation. This model was identical with the first produgtion model exsept
for being hand made.

45. The third pilot model was delivered in June, 1940, and immediately
suojeeted to the vibration test, which was passed sucesssfully. It was
eonnested by pateh cerd to ths second pilot medel and parallel cperutiom was
demonstrated. The mashine was them returmed to the Teletype Corporatiom on &
loan basis for use as a guide by the sssembly lines and for instrueting shop
parsomrel in the functioming of the varicus mechanisme.

46. By the time the last pilot model had been tested the Battle of France
was nearing the end, and the international political situation loocked very
serious. Further tests snd further delays were unthinkable. We had to go
into produsticn on the basis of pilot model number three. The design as a
whole was sound, but the possibility existed that the production job might not
work ss well as the hand-sade model. Arrangemsnts were made for emergemcy
design changes and immediate replacemente of unsatisfactory parts or units.
The development stage was drawing to a close.

Altspations to Produstion Models

43. Your mashines were assembled from tool-made parts (in advance of the
assembly line) and "tested to destrustion™ by Telstyps. These machines were
operated for 12 million to lé milliom letters and then disassembled for
inspestion and overhaml. Stalnless steel proved too soft for bearing
surfases (as predisted by Mr. Reiber) and was replaced by hardened steel in
a1l but the first lot of 459 machines. The anly seriocus wear was on the
Printer worm wheel, which was socon replased by a case-hardened wheel in
eomneotion with another alterstion. Ths other "soft" parts can be replaced
by BECM repair shops when they wsar out—a few ysars hence. The badly-worn
parts of these four machines were renswed by Telstype and the machines were
then issusd to the sarviocs.

48, The flat "star" spring on the printer drive clutch broke frequently
during the destruction tests and also on the sarly mechines in service.
Different materials and a doubls spring falled to stand up, bus a simple coil
spring selved the problem perfestly. Rseplacenent springs (with recessed wora
wheels te ascommodate them) were sent ocut for the machines in service, and
this trouble is entirely a thing of the pest. Emergency repairs wers some-
times made by inserting a soft fiber washer, or by wrapping a rubber band
around the printer &rive shaft. (Nesessity is the mother of inventiom.)

-
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439. The "Clutech Trip Magnet Contact Spring” has given more trouble than all
other parts combined. It puts the machine out of commission when it breaks
and no method of emergenocy repair has been discovered. Spere springs wers
not included in the original spars-part boxss and replacement was really a
repair-shop job. About seven different types of contast springs have been
designed and about four issusd to the servisce, on new machines or as re-
placemsnts. The latest type (on all but the first 1422 machines bullt) should
last about two ysars. Previocus attempts to eliminate this contast, by
performing its function in some other way, have resulted in failure, but the
possibility still remains that this is the ultimate solution.

50. The early machines developed trouble in the wiring circuits due to the
factory using the guide stude of the Jonea Plugs for elestrical gontacts.
This was overcome by parallelling these guide studs with unused contacts in
the plugs. S5Shifting from the guide studs was undesirable because every
maghine and every printer had to be interchangesble. The alteration was nmade
on the machines in service by the ECM repair shops.

51. The Teletype Corporation used an improved type of through contact in the
baskets of sll but the first 1422 machines. The old contast cracked the
bakelites separator plate when removed for repairs, and the new contact was
designed to facilitats replacement as well as to reduce production cost.

This centact, inoidentally, is of the typs used in the Anderson~-Seiler model
of 1933. This difference in coastruction of the baskets is the chief remain-
ing diffsrencs between various lots of the Mark II ECM.

52. Automatio (or semi-automatia) operation of the ECY was anticipated by
Adniral Hooper in 1922, and the "Ingerscll Board” recommended in 1923 that it
be postponed until the eipher machine had been perfected. It had been
oonsidered for the Mark I BQM but was dropped. External receptacles to permit
this sventuality were incorporated in the second and third pilot models and
in all but 651 of thes production models (CSP 828) which omitted the rscepta-
Gles a2 a measure of economy in time and labor as well as money. Test
equipment has shown the practicability of semi-automatic operation of the ECM
with semi-automatic teletyre transmission. After the new ECM was well into
production, a development contruct was let with the Teletype Corporation for
design and eonstruction of ocne complets semi-automatic ciphering-transmitting
system. (NXs dated 1L April 1942 for $9,500.00.) Three more units were
purchased on Contrast NX dated 19 November 1942 for $14,600.00. After
delivery the addition of page printers and means for automatically punching
“stuant signals” in the perforated tape became apparent. These were worked
out and added by Lisut. Comdr. Seiler's EQM repair shop - which,in the mean-
time, had been transferred from the Washington Navy Yard to the Communication
Annex of the Navy Department. A contract for two additiocnal equipments,
incorporating the above Havy additionw, is being negotliated; estimated cost -
$10,000.00, chargeable to Lend-Lesse (British).
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3. The aryptographic features of the ECN ars ocontained, essentially, in the

- "basket” and code wheels. Consequently, substituting new "baskets® of
sppropriate design gives a new and different machine. Three different "conversions®
of the Mark II ECU have been made as follows:

Mark II ECK plus CSP 1136 (basket) became the HCM Mark IV;
Mark II ECK plus CSP 1600 (basket) became the CCX;
Mark IX ECM (converted) with Huilt-in besket beecame CCH (CSP 1700).

55. The alteraticns found Decessary as a result of two years' servige experience
have been very few, It is possible that furtiher changes will be made, sub-
stituting a part or anit of soperior design or material for the original plece.
Thie eventuality wmas given dus aonsideration in ths design and an attampt was
made to allow suffioient spase arcund each part or unit to permit such replase-
ment. Our future oconoerr should be to preveat irivial chunges which would
complicate the spare—part situstion and inoressse the difficulty of overhaul

without ocompensating advantages.
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56. The first contract called for delivery at the rate of 50 ECMs per
month, beginning June 1941, in accordance with an earlier agreement.
Teletype reported inability to better this schedule so the I.B.M.

Company was approached and tentatively offered the second contract - the
machine to be a Chinese copy of the machine made by Teletype. MNr. Walter
Lemmon, on behalf of I.B.K., agreed to do this, if Teletype called our
bluff. Teletype was then given an ultimatum - expedite delivery or share
future contracts. Within 48 hours we received word that:

(a) A.7.& T. had made the Western Electric plant at Hawthorme,
I1linois, avallable for manufacture of EQM parts or units.

(b) Assembly and test would be undertaken at the Teletype Plant
at Chicago, Illinois, on a two-ehift (and if necessary a
three—shift) basis.

(¢) Delivery would commence in January 1941, unless unforeseen
delay occurred, and an output of 100 machines per month could

be guaranteed by May, 1941.

(d) Due to increased labor costs for this new scheduls, it would be
necessary to increase the contract by 5%.

Thess conditions were agreed to, the second contract was placed, and the
Navy felt happler. There was a slight delay in deliveries at first but
by December 1941 Teletype was ahead of schedule. At the date of writing,
the output has been increased to 300 EQM's per month: the "war effort" of
Teletype's Production Department has been praiseworthy. Machines have
been prorated between Navy and Army on a percentage basis except when one
service had urgemt need of machines and the other agreed to relinquish
some of its quota. With no difference except the nameplate, it was a
simple matter to make the switch.

57. Financlal Investment
Quantity: JTtem : Total Cost : Average Cost
6,750 : Mark II BRQMs with 3 sets of Code :$10,176,000 : $1,507.55
: Wheals per machine and Tender Spares : : per machine
20 3ets : Spare Parts Kits for Major BQM nopair I 1,008,700 :$50,435.00
: Shops
51,250 : Spare Wheel Sets $ 3,515,300 :$% 68,59
Sets : (10 Per set in metal box) : : Per set
- - - : Tools and Special Equipment for :$ 82,000 : - - ~ -
: Repair Pacilitles : :
: MAVY TOTAL: :$14,782,000
[ — — —_—
3,310 : U S. Army EClMs with Spare Wheel Sets: : Per Machine
: and Spare Parts (Rstimated Cost) :$ 5,627,000 :$ 1,700.00
: _ : : (Estimated)
10,060 : GRAND TOTAL EQis (Navy-Aramy) :$20,409,000 : (Rstimated)
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58. ECM Repair Facilitles

Major Facilities {(10) Minor Pacilities (25) Repair Ships and Tenders (4L0O)

Washington D. C. NYd. Portsmouth USS Melville USS Veatal
NYd. New York NYd. Philadelphia U3S Dobbin USS Vulcan
NYd. Mare Island NYd. Charleston USS Whitney USS Ajax
NYd. Puget Sound ROB Newport USS Black Hawk  US3 Hector
KYd. Pearl Harbor NOB Key West USS Altair US3 Delta
HOB Londonderry NOB San Francisco 0SS Denebola USS Rigel
¥OB Oran BOB Kodiak USS Dixde USS Jason
NOB Eoumea NOB Iceland USS Prairie USS Holland
NOB Sydney WOB Argentia USS Cascade USS Beaver
NOB Dutch Harbor NOB Bermuda USS Piedmont USS Fulton

ROB Guantanamo USS Silerra USS Sperry

NCB San Juan USS Yosemite USS Griffin
Intermediate NOB Trinidad USS Haaul USS Pelias
Pacilities (6) NOB Recife USS Markab USS Bushnell

NOB Auckland USS Argonne USS Howard Gilmore
NYd. Boston NarSta Great Lakes USS Alcor USS Nereus
HYd. Norfolk HavSta New Orleans USS Maumes USS Orion
EMO San Diego Nav3ta Codo Solo USS Patoka USS Proteus
RMO San Pedro RavSta Tutuila USS Medusa Uss Ctus
RMO Miami Subbase New London USS Prometheus USS Antasus
B0 Balboa Subbase Midway

B0 San Francisco
NAS Kansas City
CGYd. Curtis Bay (Md.)

These BECQM repair facilities were eastablished in compliance with Opnav Conf.
Serial 042820 dated 22 March 1940.

CODE WHEEL WIRTRG

5¢. Wiring of ECM code wheels has become an undertaking of considerable
magnitude. Navy wheels are wired at the Washington ECM Repair Shop
although plans have been made for emergency rewiring at the other major
BQM Repair Facilities. Army wheels are wired by WACS at Arlington Hall,
but the Navy has wired 30,000 ECQM wheels for the Army. From Dec. 7, 1941
to May 1943 a force of 78 Navy Yard electricians were engaged in RCM wheel
wiring, the labor estimates for fiscal 1942 being $175,000 and for fiscal
1943 being $100,000. KRavy wheels have been wired by WAVES since June 1, 1943
the present complement being 200 and the present allowance 24,0. The WAVES
work up to their maximum wiring speed in about three months and are doing
a splendid job as indicated by the following data:

High WAVE - 22 Wheels per day.
Average WAVE - 1, Wheels per day.
Average Navy Yard Electrician - 7 Wheels per day.
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£0. Wired cods wheels are tested in a mashine designed by Lieut. Comdr,
Seiler whioh antomatically tests and indisatee:

I. Correctness of wiring
II. Grownmds or shorts
III. Breaks or open ciremits.

There has never beenn an cgeasion of incorreet wiring and omly cne occeasion
of insorreest maricing of sode whesls turned over to the Registered Publication
Sestion. This is, indeed, an enviadle reeord.

platribution

61, Distridutiom of the Mark II ECH has Deem handled by the Registered
Publieation Section and has not eesasioned partisular difficulty exsept at
the very beginning. We were rasing against time to get the Mark II ECX
distributed, and the Mark I ECM superseded, before the United States entered
the war. The first 1100 ECMs were shipped in lots of 50 to 100 direst from
the fastory to the B Hepair Shops at Washington (D.C.), New York, Mare
Islad, Bremarton, md Pearl Harbor., There, they werse carefully inspected,
given xinor repair work sveraging tea hours per machinme, and distributed to
ships present. The direstive for distriution, given in Opnav Comf. Ssrial
045120 dated 20 Harch 1941, was followed without modification. Opmav Conf.
Serial 0114120 dated 3 Nevember 1941 40 CIRCLANT shows the following status
of distyridbution:

¥o. Nark II ¥OM Distribution as of 3 November 1941
353 Atlantis Fleet, Shore Kstablistment, and Eas\ Cosst
Iseuing Offices.
&7 Nashington Navy Yard (Just received and awaiting
inspestiom).
a Pearl Karbor and Weet Ceast Issuing Offisers (For
Larther W te Pagifis Flest and 3hore
Zatablishment ). ‘ :
29 CIRCAF (2), Com 16 (2), and em route from Pearl

_Earbop to Gavite, via USS WENIRR3SON (25).

Total Hark II ECMs received to thad date.
Due for future dsliveries under sxlsting contreots,

GRAKD TOTAL OF NAVY NMACHINES.

130 Kark I I(lis were distributed in the Pacific Fleet end
scattared throughout the rest of the Maval Servica.
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63, The Atlantic Flest was given first priority in distribution because,
axcsept for a few flags and oruisers, it did not have the Mark I ECM, The
Mark II EQM becams generally effective in Atlantic Waters on 1 July 1941,
although some of the smaller oraft not engaged in ocean escort duty did not
receive their machine until two or three months later. We had a wide margin
of safety imn this theatre of ocperations.

63. Your ECMs for CINCAF and COM 16 were shipped to Cavite in May 1941, and
made effective on 1 July 1941l. The EQis aboard the HENDERSON wers trans-
ferred to "Task Forge One,” Asiatis Fleet, and mede effective by CINCAF on
20 November 1%41. We beat "too little and too late” by 17 days.

6. The Pacifioc Fleet was given last priority because it already had the
Mark I EQM, which by this time was glving ressonably good service., The first
shipment of machines (37) was received at Pearl Harbor am 21 August 1941;
180 more were sent direst from San Framcisco in September, Ootober, and
Fovember 1941. The following directives for distribution were sent to COM 1k,
with information copies to CIRCPAC:

Opliav Conf. Serial 045120 of 20 March 194l

Oplav Rest. Serial 285120 of 13 August 1941

Buships Conf. Serial A83-266 of 15 Ssptember 1941

Opliav Conf. Serial 0124620 of 17 November 1941.
Instructions called for initial distributlon to Class & and above, so the
Mark I could be supersedsd at the earlisst possible date, but distribution
bogged down badly. The Mark I ECQM, of course, could not he superseded until
its distribution had beem paralleled by the Mark II. A personal letter from
the Issuing Officer, Pearl Harbor, to the Registered Publicaticn Sectlon,
written about this time, complained about the apathy of the Pacific Fleet.
The EQias fllled his vaults and blocked the shelves. Battleships and cruisers,
which held the Mark I Machine, refused to draw the Mark II ECH without
speeific orders from CINCPAC. The only ships that would take the Mark IT ECY
were the small ones at the bottom of the priority list. Pinally, on
28 November 1941, CINCPAC ordered the Paciflic Fleet to draw the Mark II (M,
and so advised the C.N.O. A subsequeht check showed the following status of
EQM distribution at Pearl Harbor

No. Local Mark IT ECM Distribution as of 1 December 1941

96 Issued by Com 1 1.0. to Pacifio Pleet and shore
aetivities of the lhth District.

100 On hand at Com 14 I.0Q., waiting to be drawm.

15 In Pearl Harvor EQM Repair Shop, undergoing inspection
and overhaul.

21 Total sent to Com li4 prior to attack on Pearl Harbor.

A8 a result of this delay the Mark II ECQM could not be made effective in
Pacific Waters until 10 January 1942, although we had hoped to do this esarly
in November 1941. The attack on Pearl Harbor thus caught the Pacific Fleet
"shanging horses in midatrsam” as regards the EQM.
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65, Small shipe without a code room had need of a speaial ROM cabinet which

would serve asi
I. Operating daek for EQM
II. 3tewage eadined for EON
1IZ. Safe fer cther registered publisations.

A preliminary design was worked out by Ssiler and a working model of ths top
sestion oconstructed at the Washingtom Navy Yard, This was sent to Norfolk
Navy Yard by DuShipe and a detailsd design was prepared. Norfolk suggested
the trunnion mounting of the "scwuttls,” which was much simpler than the
original design. Norfolk constrwsted a pilot model of boiler plate, which
was designated as "Metal Safe Locker -~ Type #8.7 The first lot of were
built at Norfolk Ravy Yard under awthoriiy of BuShips letter 832-9(3631) of
2 May 1941. Others were built by cosmercial concerms. The Type #8 3afe
Leeker holds a complete "Class 3" allowsnge of aryptographic aids and is in-
stalled on all ships allowed the ECM, sectiom bases, and other shore staticme.

66,

It i» mutually agreed that the BOM-M1I3WC will not be plased ashore in
foreign territery sxsept at such places where armed persomnel of U.3. forces
are stationed in sufficient numbers to properly safeguard the physieal
sesurily of the mashins.

The Army or Navy may make the meshine availabls to the Allies of the
United States 1if the machine is scoompanied by a Lialson Officer and
Commnication Oroup. It will de the duty of the Lisison Officer to prevent
\he viewing of the machine or its operstion or assoeiated equipment by other
than authorised persaomnel of U.5. armed forees.

The U.3. Army and Navy mntually agres that they will regard as secret
information to be divulged only to the armed forves of the U.S. or te any U.S.
sitisen required to possess this imformatiom in the intsrests of the United
dtates, any details concerning the FQ-M13L inaluding rotore, wiring diagraas,
keys, keying instrustions snd operating irstruetions.

If at any time either the Army or the Bavy considers it necessary to
deviate in any wvay from this policy, the one shall fully inform the other of
the faste and siroumstances and the ehange in policy, if any, shall be by

Joint agreement.

Frank W, Bulloek Joseph R. Hedman

Colemel, 3ignal Cosrpe Captain, U.8.NM.
Direetor Naval Communications.

The foregoing was promulgzated as CSPM 182, still effective.
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B Patents
67. The following U.S. patents and patent applications pertaining to cipher
machines are listed for possible valus in subsequent investigations:

1
Patent Ko, 1 Patentes : Date Opinion of J.A.Q, -~ Sept. 20, 1932
t ' !
1,414,496  tBeyer 1 — 1*"The ¢laims are beyond question not infringed.®
1,A72,775 1Wahnoe R 1 do.
1,502,376 1Deam 1July 22, iNe opinion by J.A.G. (Electrio cipher mashine
1 s 1924 iwhich has no similarity to ECM.)
1,510,M41 :Hebern tSept. 30,1"Covers a reciprocally wired code wheel and
' 1 1934 itherefore no infringemsnt.” (One-wheel machine.)
1,556,964 1Scherbius t — 1"The claims are beyond question not infringed.”
1,58,,660 1Scherdius 1 - 3 do.
1,657,411 :Scherbius : — 1 do.
1,683,072 :Hebem 15ept. &, 1"Plurality of code wheels with meter action from
3 1 1928 iratehet wheels and therefore no infringessnt."
1,705,641 :Xom t e 1*Claim #1 would be infringed if it were valid
3 t tbut 18 18 alearly readable on Hebern 1,683,072
t 1 tand 1s therefore invalid.”
1,733,886 1kom g - 1"The elaims are beyond question not infringed."
1,777,425 :Bernatein 1 — : do,
1,8,6,105 :Hagelin 1 — : do.
1,861,857 1Hebern f - 1"Cam profiles on code wheels; double printer;
1 H tno infringement.”
2,116,683 i1lemsmon & 1 !
tHolb 1 1938 1Mo opinion by J.A.G.
2,116,731  1kell t 1938 1Mo opiniom by J.A.O.
1 1 1
1 s 1
Patert 1 1 1
Application ! ! '
Mo, 1Applicand 3 Date 1 Remarks
t t '
682,096 1hriedman 1July 25, 1Electric Control by perforated tape.
H 1t 1933 t
70,412 iPrisdean &:Mareh 23,:Klsctric Coatrol by auxiliary mase. (Applicable
, tRowlstt 1 1936 tte Mark II BOM.)
206,040 tAndereson &ilay 4, ¢
1Seliler 1 1938 tark I BOM,
232,995 tHebemm 1 — 1Details not known.
(7 appli- :Teletype &: 1
Nl B
! 1 1 3

The CCM possibly infringes on Hebern 1,861,857. The Mark II ECX does not
infringe on any U.3. patents, but is based in part on Friedman & Rowlett
Application #70,L12.
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68. The following "opinions™ are quoted from J.A.0. Confidential letter
€-567/68(8-25-wg) dated X0 September 19321

"(a) That soms of the patents — (listed above in par. 62) — eover
basically the utilisation of a rotating drum to change the
oircuits in a coding and desoding machine, but all merely sover
the msans whereby suysh drums .

*(b) That the Burean of Engineering (Anderson-Seilsr) design does
not infrings sny of the patents — (listed sbove).

"(a) ~— That the (Anderson-Seiler) design — appears to disclosse
pstentable novelty —.

*{(d) That the Bureau of Engineering would inour no liability under
any of the patents —— (listed above) by building and using the
(Andsrson-Seiler) design ——."

Restyuction in Emergency

69. This discussion of self-destructive feasures for the KN is made a matter
of record in case this question should arise again. DBecanse of critisisme of
the Mark I machine by the forses afloat, we made extensive use of stainless
stesl in the Mark II and did everything practisable tc make the aachins durable,
indestrustible, and unaffected by damp, sald atmosphere. One Naval officer
recosmended that the cods wheels be made of sodimm, or some octher material
soluble in salt water, and that demolition charges be installed inside the
machine itself. We were unable to convinse him that the forces afloat would not
tolerats the explosive charges or solubls code wheels. He was so ineistent that
the matter was finally referred to the D.K.C. for desision, and we were upheld.
Recerit tests by Army engineers of the 4L0-1b, M-l thermite bomb designed for
saargengy destruction of the ECH showed that in 97 seconds 1t will burn the
insulation and bakelits and melt the wiring of the ciphering wnit plus two sets
of code whoels but will leave the printer and base relatively intact.

Gopalusion

70. The Navy has besn cammitted to the Xleetris Cipher Machine since 1923. The
sightesn~year delay, in getting the actual mashine, was due to difficulties in
developing 'A: mashine that was mechanically relisble, rapid, and compect. The
1923 Hebern hachine with contemplated "Ravy modifications” was as good srypto-
graphically as any 1943 cipher machine in use by foreign ocountries. Every D.N.C.
has supported the development and ultimate adoption of the EQM. Admiral Hooper,
for sxample, recommended the adoption of the Hebmn Machine in 1922 and fu:ther
recommended ooupling it to ths Telstype. 7The late Admiral Ridley lcLean stated
in 1925 that he hoped the Heberm Nachine oould be completed while he was still
D.K.C. 30 he could leave it behind him as a milestons. The Mark II ECX was
developed in conformance with a direstive from the Chief of Naval Opersations -
to overcome the deficiencies of the Mark I. I had cognisance of the Electris
Cipher Machine during 1924-25, 1929-32, and 1936—41. I examimed all the ideas
submitted for the Mark II EQN, mads the deslsions as to which ones should be
sdopted, and bore the responsibility for the sucgess or fallure.of the mashine.
I writs from personal experience as well as from the reeords.

Respectfully,

L. ?. Safford,
Captain, U.S.K,




